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1. Introduction

VOSS Insights Windows Forwarder (the Forwarder) is an application that runs on a Windows server or
workstation and monitors the system activity.

Information is passed along to the primary and/or secondary Forwarder indexing engine.
The Forwarder is an NT service and is supposed to start automatically each time the operating system is
started.

The Forwarder is capable of monitoring any activity, either directly by watching for Registry changes, SNMP
traps, event logs, Performance counters, and application logs, or indirectly by executing commands and SQL
queries for any ODBC compliant database.




2. Install Windows Forwarder

To install VOSS Insights Windows Forwarder, run the following file (which is included in the installation
package): setup.exe

Setup installs the Visual C++ runtime environment, then proceeds to run setup.msi, which will display all of
the installation dialogs, prompting for the target directory as well as the installation locale parameters, IP
address of Arbitrator (or Dashboard) and it’s port number.

Note: If VC++ runtime environment is already installed, there is no need to run setup. exe. In this case, you
can execute setup.msi directly.

You can also execute the setup in “silent mode”, without displaying the GUI, by running:

msiexec /i <path to setup.msi> /qn /1* <path to setup.log> PORT=62009 EDEVICESITE=<site>..
—EENTITY=<entity> IPADDR="10.13.37.185"

The installation includes the Forwarder, the configuration application, and all system components required to
make both applications run.

The installation configures the Forwarder as an NT service. All the shortcuts required to launch the
configuration application are also created.

The installation collects the minimum amount of information required (i.e. IP address of local monitoring
appliance). All the additional information can and should be added later using the configuration program.

The Forwarder is fully functional after the installation and should be up and running when the system is
rebooted. It can also be started from the configuration application.




3. Configure Windows Forwarder

3 overview

The VOSS Insights Windows Forwarder configuration application provides a graphical user interface (GUI)
for configuring the Forwarder. All settings are saved and retrieved from the Windows registry.

The current version of the Forwarder has multiple sources of data, including Windows event logs, files and
disk space, Windows Registry, Event logs, Performance counters, Windows Services, Database queries, as
well as the output of various commands.

The configuration application design reflects these data sources. For example, parameters for configuring
the Forwarder are found in the Forwarder tab.

The main pane of the application displays the VOSS logo.
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You can click an icon in the menu tree to edit any of the settings.




3.2. Event Logs

A e QX o

Note: The GUI toolbar is activated when any screen displays a list of items (files, commands, queries). You
can either use the toolbar buttons or right-click in the list to display a drop-down menu.

3.2. Event Logs

The Event logs tab displays all the event logs available on a current system. Those logs that are selected for
monitoring are checked.
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You will need to click on a specific event log in the Check logs to monitor list to view the selection for that
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3.3. Files
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For each log, one or more of the five event types can be selected by checking the appropriate box in the
Event types to monitor list.

By default, events of checked types are being monitored for all the applications in the system. You can select
only those applications that have to be monitored by checking appropriate boxes in the Select applications
list.

To summarize:

The Forwarder has three levels of configuration for event logs:
1. Select only those event logs that are of interest.
2. Select only specific event types for each log.
3. Select applications for each log.

This granularity is intended to reduce traffic between the Forwarder and the local Arbitrator/Dashboard
appliance, and make troubleshooting easier.

The Forwarder can monitor both flat files and named pipes. Each monitored file has to be added using the
configuration program by clicking on an Add button.

Files already in the system can be reconfigured by right-clicking on a specific line. The pop-up menu, which
displays after right-clicking on a line, allows you to remove the file altogether or change its settings.

To stop monitoring a specific file, you don’t need to remove it; just uncheck the relevant checkbox.
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3.3. Files

The same dialog box displays for both new and updated files.
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3.3. Files
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» Logical name - Should describe the origin of the file. Its contents are completely up to the person
configuring the application.

* Monitor file with static name - click the Browse button adjacent to the field to select the file (even
though file name can be typed in). The Browse button provides the opportunity to automatically
populate the field with the file name and the directory name.

» Monitor files with name pattern - Applies to a situation where the program creates a series of traces
(files) in a specific directory, with a specific naming pattern. To configure monitoring of these files, click
the Browse button adjacent to the field and select one of the files (it doesn’t matter which one). The
system tries to find all or the instances of the files with a similar name. The resulting string should
be fine tuned by the user. The permanent part of the name should be left intact and the variable part

replaced by the \*.

On this screen you can also choose which lines from the file will be processed. The selection can be applied
based on sequential line numbers (all lines, odd lines, even lines), and based on specific keywords found in
the line. The first option will handle traces where each line’s text description is followed by the line with a
hexadecimal representation of data. The line is selected if any of the keywords in the list is found.

To update the File settings, right-click on a file and select Update File:
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3.4. Disk Space
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3.4. Disk Space

The Disk Space tab displays information about all the logical drives, along with their maximum capacity and
current utilization. It allows you to set an acceptable free space limit for each device. The Forwarder raises
an alarm once the limit is reached. The free space may be set as either a percent of total capacity or an

explicit amount of space in megabytes.
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The last option on this screen relates to reporting absence of activity in the current file to the local monitoring
appliance. There are situations when we can presume that a specific application is malfunctioning if it is not
writing anything to the trace. This option would allow us to raise a red flag under these circumstances.
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3.5. Performance Monitoring

3.5. Performance Monitoring

The Performance Monitoring tab displays all performance counters currently monitored by the Forwarder.
When the configuration application is first launched, the list includes all predefined counters.
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The Performance Monitoring program collects the list of all the counters available and saves them in a list
that serves as a basis for adding new counters:
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Click the right-pointing arrow (>) to add a selected counter to the list. Click the left-pointing arrow (<) to
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3.6. Commands

remove it from the list.

3.6. Commands
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The image shows the dialog that displays when adding a new command or when modifying an existing
command:
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Special features have been added to handle the output from commands that produce CSV file types. It is
strongly recommended that you select Send command output one line at a time for CSV formatted files
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3.6. Commands

since data sent to the Arbitrator server will closely resemble the result of a SQL query.

Each command must be tested before it is added to the configuration. To do this, click the Test button:
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3.7. Database Queries

3.7. Database Queries
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The Forwarder is able to run queries against any ODBC compliant database at defined intervals, and to
stream the results of the query to the Arbitrator server.

To configure a query, the local system must have an ODBC driver installed and a system DSN configured.
The Forwarder has been tested against multiple databases, including Microsoft SQL server, Postgres, and
Intersystems Cache.

Since the Forwarder is a 32 bit application it will use 32 bit drivers and related DSN-s that can be checked by
executing:

[C :\Windows\SysWOW64\odbcad32.exe: j
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3.7. Database Queries

ﬂ | ' |
| User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |
QDBC Drivers that are installed on your system:
Name Version Cmpmgl
Microsoft dBase Driver (* dbf) 6.01.7601.17632  Microsol
Microsoft dBase VFP Driver (*.dbf) 1.00.02.00 Microsol
Microsoft dBase-Traiber (* dbf) 6.01.7601.17632  Microsol
Microscft Excel Driver (“xds) 6.01.7601.17632 Mﬂ@l
Microsoft Excel Driver ("xds, *xlsx, *xism, *xisb) 12,00 66505000 Microsol
Microsoft Excel-Treiber (*xds) 6.01.7601.17632  Microsol
Microsoft FoxPro VFP Driver (* dbf) 1.00.02.00 Microsof
Microsoft ODBC for Oracle 6.01.7601.17514  Microsol = ||
‘| _II_| }
An QDBC driver allows ODBC-enabled programs to get information from

E:Ej ODBC data sources. To install new drivers, use the driver's setup

oK Cancel || 2ooh [ Hep

To configure a new query, select Add Query, which displays a list of all existing ODBC data sources:
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3.7. Database Queries

File View Help

Choose a data source and click OK.
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3.7. Database Queries

PalmCoast
PalmierCoast
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The system attempts to connect to the database to retrieve information about its tables and views that will be
displayed on the following screen in the leftmost window.
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3.7. Database Queries

- l:‘ K| 'ﬂ ¥
. Forwarder " & publc o] i
- -BME_CUSTOMER. | _ s
Ml Eventiog AE_SITE o |Mame  Type &
o ARCHIVE_FILES D it
e ARCHIVE _SETTING:
A ASEET_ENTRY ;:m :.; -
Disk zpace Analytiy Asset Eps_
: Aoy Aawet Bou. SOURCE  text -
(i: Performance - Analytix Asset Eps_ DESTL... et
- Analytix AssetEps_ | | VERDOR  text
C:\ Commands - Analyt Asset Eps_ CAl_... int3
- . Analytx System Ep REVER... intB 2
' Db queries - Analytox System £px | | S4n—=ee
. i - Analykix System Ep
egi i Analyt Sysbem 5tz
5" e |
H:: Network BROADSOFT_COR
BROADSOFT_CDRZ
o senices BROADSOFT_COR2
Backup Logs 18144
g Processes Backup Logs_814%
CALL
I< Server seftangs -CALL_CDR
- CALL_METRICS
-~ CALL_PATH -

You can extend tables and views to see the database architecture. The tree structure will depend on the
database layout and schemas (when applicable). Clicking on a table or view displays all the fields and their

types:
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3.7. Database Queries
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The SQL statement should be typed in the third window. Clicking Run triggers an execution of the statement

and displays the result of the query.

There are three options for executing the SQL query:

1) every “xxx” seconds as defined on configuration screen above

2) only once (which may be used to import large amount of data)

3) based on a schedule that can be configured by pressing the “Schedule” button

The first screen allows you to choose the schedule mode:
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3.7. Database Queries

File Wiew Help
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When using a daily schedule, the query is executed starting at the date and time selected, and repeated the

same time every n days, based on the configuration:

Daly schedule:
sart [EN14/2016 @~ 3:38:43°M
Repeat every 1 days

[ <msa ||

Freh | | Concel |
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3.7. Database Queries

When using a weekly schedule, the query executes on the days of the week selected:

Wesldy schedule:
start  [E/14/2018 @~ 3:39:23 PM <+
Repeat every weeks

[“IMonday || Tuesday | |Wednesdsy | Thursday | Friday

[ saturday | sunday

_ <gk | Fnsh | | Cancel

When using a monthly schedule, you can select months and dates of the month:
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3.7. Database Queries
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3.7. Database Queries

Modifying the query with a new database connection
You may need to modify the database connection for an existing query after importing the resulting data on a
machine different from the one where the query was originally configured.

Since the database connection is embedded in the overall query information, a special mode was added to
handle this situation:

File View Help
@ Forwarder Query e
- F3] Lync-001 ghu QoEMetrics
‘ Eventlog A Lync-002 Add Query QoEMetrics
L i Remove Query QoEMetnics
— — B Lyrc-004 Update Query QoEMetrics
& Disk space E) Lync-005 Modify database connection QoEMetrics

Il Lync-006 POCT QoEMetrics

@ Performance

Selecting Modify database connection displays a list of available DSN-s. These are presented in the same
way as if the query is being created from scratch:
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3.7. Database Queries

: File View Help

Once a DSN is selected, the application shifts to a single query view that combines SQL and scheduling
data from previously existing query and new database connection:
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When saving the modified query, a list of queries will now reflect the new database information:
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3.8. Registry

File View Help
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3.8. Registry

A separate service (which runs in tandem with the Forwarder), performs registry monitoring.

Registry monitoring can be enabled or disabled and you can specify what hives should be included.
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3.9. Network

File View Help
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The Forwarder can monitor all network connections providing the same information as the netstat command,
including process information. Monitoring is performed based on the configuration and will include TCP and
UDP connections depending on the options you select:
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3.10. Windows Services

File Yiew Help
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- Db quenes Agentur exe ESTAELISHED 192, 168.10.45 : 54893 10,13.37, 185 : 5432
. - System LISTENING 192. 166.10.46 : 139 0.0.0.0: 0
J' Vageitry 8306 dvome.exs ESTABLISHED  192.168,1.8 : 55553 173.194.206. 101 1 443
- asa4 WINWORD EXE ESTABLISHED  192.168.1.8 : 55548 40.112.10.78 ; 443 v
- L4 »

£ Manitor UDP connections |

@ Processes

o Serves setting = —= Local Address Remote Address A
etmimgs
< 1064 svthast.exe 152. 166, 10.46 1 49243 ..
044 mOMSR esponder . exe 192. 168, 10.46 : 5353 -
&4 svchast.exe 192. 188, 10.46 : 2177 ==
1064 svchost.exe 192. 166.10.46 : 1500 .o
= Swatem 197, 18R, 10.4A : 138 .=

3.10. Windows Services

The Forwarder can monitor the status of any Windows service and report it to the Arbitrator server.

File View Help

d «OX @ s Select Service =
@ Forsarder Service name

. Display Name Name File -
gl Eventlog Acronis Nonstop Badap Service afcdpsry C:\Program Fies ...
LS Add Service Acronis Scheduler2 Service ATSch2Sve “C: Program Files...
Acronis Sync Agent Service syncagentsrv “C:'Program Files...
& Disk space ActiveX Installer (AxInstSV) AxInstSV %SystemRoot%. ..
- Adaptive Brightness SensrSvc FHSystemRoot%...
{ \ Performance Adobe Acrobat Update Service AdobeARMservice  "C:'\Program Files...
>~ Adobe Flash Player Update Service  AdobeSlashPlaye...  C:\Windows\Sys...
(@Y Commands Adobe LM Service Adobe LM Service  "C:\Program Files...
- Db anetes Apple Mobile Device Apple Mobile Device  “C:'\Program Files. ..
Application Experience AstookupSve Fsystemroot), ..
”’, Registry Applicaton Host Helper Service AppHostSvc Yewandr % \syste...

> Acolcation Identity AcolDSve %SvstemRoot%...

*  Network
&

@ sevie o [ come |

For each monitored service, you can specify the following options:
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3.11. Forwarder Configuration

File View Help
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Dependenoes:
[ Commands

- Db queries Path:

C: WYINDO'WS Microsoft NET FrameworkS4v4.0. 303 19'aspnet_state .exe

4 Startup Type: Manua
*. Registry =
®  petwork ] 5end notficaton when service starts
’J Services B&nﬂnanﬁ:amr when service stops [_‘ Repeat while stopped every 1 minutes
@ Processes
= Cance
—Senerieniog

3.11. Forwarder Configuration

This page allows you to define connection information between the Forwarder and the local Arbitrator server.
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3.11. Forwarder Configuration

File View Help
A (" -
H
@_. Fory Jer .
Entity: Avaya
‘" Eventlog CI
Site
Files North Buiding
O Disk space Arbitrator Prime Arbitrator Falover
X IP address: 10.13.37.185 IP Address:

\J) Perffermance
——— Port rumber: 34 Port number: 5000
. Commands = =
SN Transport protocol: uoP - Transport protocol: TCR/TP -

Db quenes
. % 5 Send Json encoded data Duplcate data Send Json encoded data
»

?‘. Registry Reporter Database

® | Network V| Connection establshed Reset

LT,
o :| SEMICES Service
@ Processes u Status: Stopped Start Autoupdate Settings

/ Trace to fie Trace to: ¢\ aces winsgent log

radng
Maximum file size: 59

Mazmum fies: 50 Show Trace

Although the configuration screen explicitly mentions Arbitrator (Correlation Server), the Forwarder can work
with both the Arbitrator and Dashboard server. The ports will depend on which system the Forwarder will be
connected to. In the case of Dashboard, it is preferable to send the data in JSON format.

The latest version of the Forwarder can save data directly into the Dashboard server database, if it is
configured to communicate directly with the Dashboard server. Even though the configuration dialog
mentions Arbitrator (Correlation Server), you can use the Dashboard IP address.

The Forwarder service will send a request to the server upon startup and upon receiving the type of the
server, will change it's behavior.

To be able to write data into the Dashboard/Reporting database, the Forwarder needs a locally configured

system DSN pointing at the Dashboard/Reporting database. This DSN will be created by a configuration
program when it’s first launched after the installation.

If the DSN has been configured and tested, a Connection established checkbox is selected, and the
service will be set to create several “static” tables that will hold performance, eventlog, network, and process
data. These tables are created by calling the REST APIs executed by the Dashboard/Reporting server.
Each of these tables will be named following the same pattern, <data type>_<site>_<entity>, for example,
evtlog_avaya_north building.

Tables collecting the results of database queries will be named: Wbhquery\_

This screen also provides a way to configure traces of the Forwarder service.
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4. Save and Retrieve Settings

All settings for the VOSS Insights Windows Forwarder are kept in the Windows registry. They are loaded by
both the Forwarder itself and the configuration program on startup.

All changes made in the configuration program are kept locally until you click the Save Setting button. Only
then are they saved in the registry.

The Forwarder was designed to pick up the changes “on the fly” (i.e. service does not have to be restarted to
make changes effective).

There are two ways to propagate the Forwarder settings:

1. Select File > Export Configuration > To file to save the settings as a file. This file can be later used
to restore settings or configure different instance of a Forwarder.

2. Select File > Export Configuration > To server to upload settings to the Arbitrator server and use it
as a repository for the configuration files.

File @ View Help

# Save Ctri=S |
Import Configuration b —
Export Configuration b To file
A\ Ey
. To server
E:lt =0} S
Nor t

¥

Arbitrator Prime

& ® Diskspace

The system displays the list of currently saved configuration files. You will have an option to either replace
the existing file or to create a new one:
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Descrpoon Timestamp

Amonthado 3/29/2016 14: 1:57
Thes i the descnption for touy. oot 292016 13:25: 6
Or sssign new name:

The server-based repository may be used in conjunction with the Forwarder’s Autoupdate feature, and can
be configured from the same screen:

|| Send Json encoded data

Start | '/ Autoupdate’ | Settings

The system displays a list of existing files. You can select the one it will use to update itself.
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Server: 10.13.37.185

Fie: Do phan Tmestamp
7] Other 2/25/2016 14:35:42
| Agent config home 2232016 1453 0
| Agent config home 2/25/2016 164042
Ched every: 2 hear(s)
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5. Reporter Integration

As described earlier, the Forwarder can send data to both Arbitrator and Dashboard/Reporting server. In the
case of the Dashboard/Reporting server, the Forwarder can add certain data elements as a custom resource
to be used for the widget:

Configure Data

Resource Data Source

The current version creates three types of custom resources for each instance of the Forwarder, where
Locale is the “Entity” and “Site” of each Forwarder:

* Evtlog_<locale>
e Perfmon_<locale>
* Wbquery_<locale>

For each instance of a Forwarder there will be one Evtlog and Perfmon source and as many Wbquery
sources as the database queries configured on the Forwarder.
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This feature is designed to simplify the process of creating reports and Widgets based on the data that can
be easily tabulated:

4+ Global Filters ( 0 applied )

Performance ®
4
v
- o
. o
0

O Disk Reads/sec-0.18
© Disk Reads/sec-0.33
Disk Reads/sec-0.37

12V

Copyright © 2025 VisionOSS Limited. All rights reserved. 32



6. Centralized Management

Each instance of the Forwarder registers with the Dashboard server or the Arbitrator server configured as
the main server.

The registration creates a record in the central database and enables the server to display information about
all of the installed Forwarder instances.

Once a minute, each Forwarder sends a keep alive message to the server, thus maintaining its status.

It will also periodically check to see if the profile assigned to it has changed. If so then and if it will download
and replace itself with the updated version.

Note: The AutoUpdate feature needs to be enabled.

Centralized management allows you to configure one or multiple profiles, upload it to a central repository,
and distribute it to multiple instances of the Forwarder without touching the actual server it’s running on.

« C 0t A bw#rs//10.13.37.185 v B

O]

Forwarder: Q

i 0 0 G
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7. Setting up a Data Source Name (DNS)

This section describes how to set up a data source name (DSN) to execute database queries via the VOSS
Insights Windows Forwarder.

The Forwarder uses a DSN connection mechanism in order to connect to an external database and collect
information periodically.

Requirements for the environment:
The following assumptions are made for the environment:

» The Forwarder is installed on the same host machine as the database.
The target database type is MS-SQL 2XXX.

The Host machine’s operating system is Windows 64-bit.

The Host machine is part of a windows domain.

The domain (admin/local/system) account that is used to run the Forwarder as a service has at least
read-only access to the database that is supposed to be queried periodically.

Perform these steps to set up a DSN:
1. Use Windows Explorer to go to the following directory: C:\Windows\SysWOW64
2. Locate and then execute the following file: odbcad32.exe
3. Select the System DSN tab.
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B9 0DBC Data Source Administrator

‘UserDSN  SystemDSN | File DSN | Diivers | Tracing | Connection Pooling | About |

Spstem Data Sources:
Name [ Diiver | Add...
PostgreSOL ANSI
Demorakze PostgreSOL Unicode m
Lync Mondtor JoE  SOL Server Configure...

Postgresfigent

Lync Monstor Test SOL Server

PostgreSOL AMSI

An ODBC System data source stores information about how to connect to
™ the indicated data provider. A System data source is visible to o users
' on this machine, including NT services.

oK

Cancel I App | Help

4. Click Add, then select SQL Server from the list, and click Finish.
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Create New Data Source

Select a driver for whech you want to set up a data source.

Name | vl
== Miciosoft Text-Treder (*.txt; “.csv) [
1 Microsoft Visual FosPro Drives 1.
[N— — Mictosoft Visual FosPro-Treder 1
PostgreSOL ANSI 9
PostgreSOL Unicode 9
6.
SOL Server Mative Chent 11.0 2
-
4| | »
Frush Cancel

5. On the Create a New Data Source to SQL Server dialog:

+ Fill out the Name and Description fields.

+ Select the down-arrow at the Server drop-down, then let the system discover all the database
instances available in your sub-network. Choose the appropriate “database hostnameinstance

name” to connect to.
 Click Next.

Copyright © 2025 VisionOSS Limited. All rights reserved.
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Create a New Data Source to SQL Server m

This wizard will help you create an ODBC data source that you can use to

connect to SOL Server.
& What name do you want to use to refer to the data source?
‘J, Name: |Test Profile

How do you want to describe the data source?
Description: | This is a test profile

Which SOL Server do you want to connect to?
Server. [MICLYNCSRVAMONITOR| -

Finush Next > Cancel | Hep

6. Do not change any settings on the authentication page. Click Next.
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Create a New Data Source to SQL Server E

How should SOL Server verily the authenticity of the login ID?

(= With Windows NT authentication using the network login ID.
¢~ With SOL Server authentication using a login ID and password

-

entered by the user.

To change the network Bbrary used to communicate with SOL Server,

chick Client Configurstion

I~ Connect to SQL Server to obtan default settings for the

additional configuration options.
|
|
< Back Mext » Cancel Help

Note: Before proceeding, review the prerequisites for this procedure, which describe the assumptions

around your environment setup.

7. If your credentials are correct, you will be able to connect to the database instance and set a default
database name on the next screen. Choose the appropriate database name that you would like to

query and click Next, then click Finish.

Copyright © 2025 VisionOSS Limited. All rights reserved.
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reate a New Data Source to SQL Server

=

8. Click Test Data Source....

¥ Change the defaul database to:

IchEDFII
[T Attach database flename:

I nnect ar PR

reched
W Use ANSI quoted identifiers.
¥ Use ANSI nulls, paddings and warmings.

< Back Mext »

Cancel |
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Ammﬂtﬂlmﬂh@mﬂdﬂhm
conhgus sbior:

Microsoft SOL Server ODBC Dirver Viersson 06.01. 7601

D ata Source Hame: Test Profie

Data Source Descnpbory Thes iz a test profile
Server MICLYNCSRVAMOMNITOR
Database: LcsCDR

Language: [Default]

Translate Character Data Yes

Log Long Running Quenss: No

Log Drver Statishics: No

Uze Reguonal Setiings: No

Prepared Statements Dption: Diop temporary procedues on
disconnmect

Ll g Faiioves Server No

Use ANSI Quoted Iderdifiers: Ves

Use ANSI Null. Paddings and W amings: Yes
D ata Encryptior: No

| TestDataSouce. | 0K | Cancel |

9. If the test passes, you will see the following message:
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~ Test Results

Microsolt SQL Server ODBC Drrver Verson D600, 7601
Runring conrectivily tests,

Atemphing connechion

Connection established

Veriyng opbion seltings

Disconnecting rom server

TESTS COMPLETED SUCCESSFULLYY

| oK I

10. Click OK to exit setup.

The next time you try to add a “Db query” on Forwarder (see section Database Queries) where you will
see your DSN name listed in the ODBC Data Source List.

Copyright © 2025 VisionOSS Limited. All rights reserved. 41



	Introduction
	Install Windows Forwarder
	Configure Windows Forwarder
	Overview
	Event Logs
	Files
	Disk Space
	Performance Monitoring
	Commands
	Database Queries
	Registry
	Network
	Windows Services
	Forwarder Configuration

	Save and Retrieve Settings
	Reporter Integration
	Centralized Management
	Setting up a Data Source Name (DNS)

