N
Qv b o

e’ ©Cg
d:‘q“‘b
VOSS

\ 4

VOSS Insights
Insights NetFlow System Function
Validation Steps

Release 25.1

March 26, 2025




Legal Information

» Copyright © 2025 VisionOSS Limited.
All rights reserved.

 This information is confidential. If received in error, it must be returned to VisionOSS ("VOSS"). Copyright in all
documents originated by VOSS rests in VOSS. No portion may be reproduced by any process without prior written
permission. VOSS does not guarantee that this document is technically correct or complete. VOSS accepts no
liability for any loss (however caused) sustained as a result of any error or omission in the document.

DOCUMENT ID: 20250326134615




Contents

s ®

o

Overview

NetFlow Collector System Health Check

NetFlow Collector NetFlow Ingestion Count Increase Check
Dashboard Server System Status API check

Dashboard Server GUI Login - Interface Validation Check

Dashboard Server NetFlow Data Rendering Check

14
16
18




1. Overview

This guide outlines the steps for validating that the DS9 system is functioning properly from a service
perspective, and that is it is receiving and processing NetFlow from the NetFlow source devices.




2. NetFlow Collector System Health Check

This procedure displays the output from the DS9 Collector internal Health Check, via the CLI Administration
menu.

Note: If the displayed result is Success, the health check has validated that all services and processes are
functioning properly.

If the displayed result is Failure, you will need to contact VOSS Support.

1. SSH to the DS9 system, and log in to the system using the DS9 CLI NetFlow Collector System Health
Check admin credentials (username / password) to access the main Administration menu.

Note: The image shows SSH connection example using Putty ssh client.




#® PuTTY Configuration ? et
Category:
= Sgssinn Basic options for your PuTTY session
i TE"“ I_.nglging Specify the destination you want to connect to
?Eml-é;afboard Host Mame (or [P address) Port
Bl 10.10.125.100) | |22 |
- Features Connection type:
= Window (JRaw () Telnet () FRlogn @ 55H () Serdal
.guppea.rance Load, save or delete a stored session
- Behaviour
. Trarslation Saved Sessions
- Selection | |
- Colours .
Default Settings ~
- Connection 10:13.37.118 =
. Data Cancom ARB
- Proxy DS9 10.13.37.105 Saxe
D55%10.13.37.52
-~ Telnet RDG ARB 168 Delete
-~ Rlogin ROG Lab ARB 163 v
- 55H
- Senal Close window on exit:
() Mways (JNever (@ Only on clean exit
About Help Qpen Cancel

2. In the Administration menu, select System, then select OK, and press <ENTER>.

Note: Use the following keyboard keys to choose relevant options and to navigate through the CLI
Administration menu: <ARROW>, <TAB>, <ENTER>
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10.10.129.100 - PuTTY — a >

Administration

Please choose from the following options.
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3. On the System page, select Health Check, then select OK, and press <ENTER>.

10.10.129.100 - PuTTY — | ®

System

Please choose from the following options.

o e e e e e —

View the result, which should be Success. Select OK, and press <ENTER> to return to the System
page.
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@ 10.10.129.100 - PuTTY — a >

Health check result: Success
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4. On the System page, select Back, select OK, and press <ENTER> to return to the main Administra-
tion menu.
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@ 10.10.129.100 - PuTTY — a >

System
Please choose from the following options.
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5. In the Administration menu, select Quit, and press <ENTER> to disconnect from the system.
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3. NetFlow Collector NetFlow Ingestion Count In-
crease Check

This procedure displays the output from the DS9 Collector NetFlow Count indicator via the CLI Administra-
tion menu.

A count increase when comparing 2 count values generated in succession validates that all NetFlow ingestion
and parsing services and processes are functioning properly, and that the database is functioning properly.

If the netflow count displays a value of 0 and the Health Check is showing SUCCESS, the system might not
be receiving flow from the systems configured to send flow to the DS9. Validate that there are no firewalls
impeding the netflow traffic to the DS9 before contacting VOSS support.

1. SSH to the system IP, and log in to the system using the CLI admin credential below to access the
Administration menu.

Note: The image shows SSH connection example using Putty ssh client.
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2. In the Administration menu, select System, then select OK, and press <ENTER>.

Note: Use the following keyboard keys to choose relevant options and to navigate through the CLI
Administration menu: <ARROW>, <TAB>, <ENTER>

@ 10.10.129.100 - PuTTY - | hd

Administration
Please choose from the following options.

Hetwork Configuration
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hange Passwords

Reboot
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3. On the System page, select Commands, then select OK, and press <ENTER>.
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10.10.129.100 - PuTTY —

System

Please choose from the following options.
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10.10.129.100 - PuTTY —

Commands
Please select the product option.

Show netflow count

o e e e e e —

5. View the current count number.
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10.10.129.100 - PuTTY — a >

Hetflow count is:

44598465642

6. Press <ENTER-> to return to the Commands page.

7. On the Commands page, select Show netflow count again, then select OK, and press <ENTER>.

10.10.129.100 - PuTTY — a >

Commands
Please select the product option.

Show netflow count

o]

o e e e e e = —

8. View the NetFlow data count number, which displays for the second time.

The count number displays a larger number compared to the first count display. This count increase is
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validation that the incoming NetFlow packets are being ingested into the database and that the system
processes are working properly.

@' 10.10.129.100 - PuTTY — | ®

Hetflow count is:

4458512323

9. To disconnect from the system:
* Press <ENTER> to return to the Commands page.

+ On the Commands page, select Back, then select OK, and press <ENTER> to return to the
Administration menu.

+ In the Administration menu, select Quit, then select OK, and press <ENTER>.
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@ 10.10.129.100 - PuTTY

Bdministration
Please choose from the following options.

Time Configuration

Change Passwords
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Hetwork Configuration
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4. Dashboard Server System Status API check

In a browser, navigate to the Dashboard System Status API, using a URL with the following format:

https.//<IP address>/api/system/stats

@ https//10.10.129.102/apifsysterr. X =+

< C A Notsecure | h#ps//10.10.129.102/api

{"data": {"Cpu - Idle":"98.272671190623@7","Cpu - Irg":"@","Cpu - Nice":"@","Cpu - Sys":"@.6785934608266582", "Cpu -
Total™:"1.7273288009376928","Cpu - User":"1.0487353485502777", "Load Percentage”:"@.390625", "Load over Last 1
Minute":"@.8625","Load over Last 5 Minute":"®.83369148625","Load over Last 15 Minute":"8.240@398625", "Memory
Free":63752421376, "Memory Used":3786595712, "Memory Total":67533017888, "Memory Used Percent™:"5.5283144248573454", "Memory
Free Percent™:"594,48185575142654", "Number of Cores":16,"Diszk Used Percent™:"2","Disk Free Percent":"98","Diszk
Total™:523@89912, "Disk Used":6552396,"Disk Free":516537516, " customer”:"vmy-1xdb@lp”, "hostname™: "vmv-
lxdb®lp","version":"spE5", "services":

{"postgres":"running”, "ndx_server”:"running”, "reporter”:"running”, "apache2”: "running”, "sshd" : "running”, "slapd”: "running”,"”
runit™:"running”}}}

API output text displays system utilization statistics (CPU, RAM, Disk) and process status. All service status
results should display as “running” for proper system operation.

API text output:

({"data":

(continues on next page)
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{"Cpu - Idle":"98.27267119062307",

"Cpu - Irq":"0",

"Cpu - Nice":"0",

"Cpu - Sys":"0.6785934608266502",

"Cpu - Total":"1.727328809376928",

"Cpu - User":"1.0487353485502777",

"Load Percentage":"0.390625",

"Load over Last 1 Minute":"0.0625",

"Load over Last 5 Minute":"0.03369140625",
"Load over Last 15 Minute":"0.0400390625",
"Memory Free":63752421376,

"Memory Used":3780595712,

"Memory Total":67533017088,

"Memory Used Percent":"5.598144248573454",
"Memory Free Percent":"94.40185575142654",
"Number of Cores":16,

"Disk Used Percent":"2",

"Disk Free Percent":"98",

"Disk Total":523089912,

"Disk Used":6552396,

"Disk Free":516537516,
"customer":"vmv-1xdb01p",

"hostname": "vmv-1xdb01p",
"version":"sp65",
"services":{"postgres":"running",

n,n

"ndx_server":"running",
"reporter":"running",
"apache2":"running",
"sshd":"running",
"slapd":"running",

n,n

"runit":"running"}}}

(continued from previous page)
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5. Dashboard Server GUI Login - Interface Valida-
tion Check

1. In a browser, navigate to the Dashboard GUI, using a URL with the following format:

https://<IP address>

If the log in page displays, this validates that the system is reachable and the Apache service is running.
2. Log in to the system using admin credentials (admin / admin).

Successful authentication indicates that the system processes are running, and serving its GUI via
Apache.

x  +

& c A Notsecure | https)//172.3042.171/dashb

& _

SIGN IN

3. View the default Dashboard.
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Data displayed in the dashboard validates GUI function and connectivity to the DS9 Collector system
from the Dashboard system.

= voss Netflow - Top Applications

1.V0ss / Netflow Packet Analysis

c % admin ~

Days remaining: 1823
[ODS9-172.30.42.193 | [3Flow Summary | (DS2-172.30.42.170 | Netflow - Interface Stats | Netflow - Top Applications | Netflow - Top Geolocations | Netflow - Top Talkers |
Netflow Data Analysis Workspace v4 | Netflow Interface Utilization Analysis v2

+ Global Filters ( 0 applied )

Clickto RefreshDeta & 3 Oct, 2022 2:51 pm - 4 Oct, 2022 2:51 pm - e
Top 10 Busiest Interfaces to Process Incoming Traffic
2,500M

Top 10 Destination Ports

2,000M

54773
1.97%
\
S00M |

10443~
3.56%

Bytes

62464
000M \

5.65%

https
5.92%

§

56.49%
shell/sysiog -
19.90%

\
500M

3:00pm 6:00pm 9:00pm 04/10
© 172.30.255. ©172.30.255.1 interfac... O 172.30.255.1 interfac...
© 172.30.255. .. ©172.16.0.100 interfac..

172.16.0.100 interfac...

© 172.16.0.100 interfac...
172.30.255.1 interfac...

3.00am 6.00am

@ ssh @ shell/syslog https
172.30.42.175 interfa... 62464 ® 10443 54773
172.30.255.1 interfac... » 57368 @ zabbix-agent microsoft-ds
® snmp

Traffic Trend for Top 10 Destination Ports
2,000M

Top 10 Destination Port List

a Search~ ]
destport 1otalbytes (Sum) totalpkts (Sum)
T 1 ssh 101.0M
4 | 2 16M
3 65.9M
l ‘
oooM | ‘ 4 y 3456 K
|| | 5 531.0 MBy 1M
‘ ‘ 6 5 294.1 MBytes 114.9K
S00M | ‘ 7 289.0 MBytes 041K
1
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Dashboard Server NetFlow Data Rendering
Check

1. In a browser, connect to the Dashboard GUI, using a URL with the following format:
https://<IP address>

2. Log in to the system using admin credentials (admin / admin).

3. In the Deep Flow Inspection folder, select the NetFlow License dashboard.

4. Set the time frame for the data to be viewed, to the 1 hour time frame.

If you're able to see data rendered in the tables and graphs in the NetFlow License dashboard, system
connectivity to the DS9 Collector databases is validated, as well as DS9 NetFlow data ingestion.

If you're able to see data displaying in any dashboard in the NetFlow Packet Analysis and Deep Flow
Inspection folders on the Dashboard application, then both systems are functioning properly.

= VOss Netflow License (< % admin ~

1.VOSS / Netflow Packet Analysis / DS9 - 172.30.42.170 / Deep Flow Inspection Days remaining: 1823

Asset Interfaces | Netflow Analyser Xperiment \ Netflow Application Analysis \ Netflow Data Analysis Workspace v3 clone \ Netflow GeolP Traffic Analysis | Netflow License

+ Global Filters ( 0 applied ) Click toRefresh Dats & 28 Sep, 2022 5:00 am - 4 Oct, 2022 2:53 pm - e

time

Total Processed Flows

172.30.255.1 172.30.42.175 172.16.0.100
30,168 25,652 2,290
Processed Flows from Each Netflow Source by Hour Flows per Second
* o, Search = @
manflow (Max) minflow (Min) avgflow (Avg)
2k
12,226 487 3,806
1k
Displaying 1-1of 1 «first prev next lasts | 100( w
9:35am 9:40am 9:45am 9:50am
@ 172.30.255.1 @ 172.30.42.175 @ 172.16.0.100 Max Flows p... Min Flows p... Avg Flows p...
Total Number of Processed Flows by Hour maxflow (Max) minflow (Min) avgflow (Avg)
5k
50k
12,226 487 3,806

9-00am

# count (Sum)
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