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1. What’s New

1.1. Dashboard Administration Guide: Release 24.2

+ EKB-12958: Allow a 7-day courtesy license on OVA install. See: Arbitrator and Dashboard Licensing
Docs updated for the 7-day courtesy license applied on ISO install.

+ EKB-22555: Add new Insights reference dashboards. See: Insights Reference Dashboards
Docs for new Insights reference dashboards for Microsoft.

+ VOSS-1399: Expand Microsoft Teams phone device data collection. See: Insights Reference Dash-
boards

Docs for new Insights reference dashboards for Microsoft Teams devices.
+ VOSS-1438: User management consolidation across Insights Dashboard. See: Configuration

Added details on Dashboard user LDAP configuration for external authentication.




2. Getting Started

2.1. Welcome to Insights Dashboard

2.1.1. Overview

Insights Dashboard (Reporter) is a log analytics platform that allows multiple data sources and log formats
to be consumed, extracted, analyzed, and displayed on dashboards, and to produce reports from the
dashboards.

The system ships with several default dashboards, which you can copy (clone) and edit to create your own
custom dashboards, and you can create new dashboards from scratch.

This guide describes how to use and manage the Insights Dashboard platform, and includes details for the
following:

+ Importing existing dashboard templates

» Configuring new dashboards and widgets

+ Cloning existing dashboards

+ Ad-hoc report printing

 Scheduling reports

+ Searching logs

+ Building search extraction queries

+ Troubleshooting issues by analyzing the logs being collected

The Insights platform design allows it to be used in multiple workflows. This guide describes the system
elements that must be configured in a particular order, but there is no overall prescribed linear flow that must
be followed.




2.1. Welcome to Insights Dashboard
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Related Topics

« Introduction to Dashboards in the Dashboards Administration Guide.
 Default Dashboards in the Dashboards Administration Guide.

» Custom Dashboards in the Dashboards Administration Guide.

2.1.2. Conventions Used in this Guide

Some Insights topics display a badge to indicate that functionality is only available to administrator users.

. | admin-users-only |

2.1.3. Dashboard User Interface

The table describes the elements that allow you to navigate and work with the Insights Dashboard system
from the user interface:

o 2} o
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2.1. Welcome to Insights Dashboard

‘ Toolbar element ‘ Description
Menu (Hamburger icon). Opens the dashboard library pane on
B the left of the GUI.

Search for dashboards by their name from the toolbar Search
field. The dashboard library opens with dashboards matching the
search criteria.

2. Search Dashboards

System Configuration (Cog icon). Displays a menu of options for

3. & configuring and working with the system, such as Import/Export
Wizard, Manage Dashboards, Theme Management, Help, About,
and Sign Ouit.

Note: Some options accessed via the System Configuration
menu are accessible only to admin users, for example, Manage
Forwarders, Configuration, Edit Account.

Breadcrumb-like tab links provide a navigational aid for the dash-
board library. Click the ellipsis (...) to open the entire folder tree,
with the currently active folder highlighted in the tree, and the first
dashboard in that folder, opens in the GUI. The dashboard that
displays for the open folder has a drop-down where you can select
additional dashboards, if available in that folder.

4. Tab links

5. Filters, ~Refresh, Dash- « Show Global Filters = - create and apply filters to dash-
board Operations

boards
» Refresh C - refreshes dashboard data

+ Dashboard Operations * - opens a submenu with the follow-

ing options:

— Add Widget

Print Dashboard
Position Widgets
Edit Dashboard
Clone Dashboard
Delete Dashboard
Move Dashboard
Dashboard link
Dashboard Options

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 4
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2.2. Arbitrator and Dashboard Licensing

2.2. Arbitrator and Dashboard Licensing

| admin-users-only |

2.2.1. Overview

The VOSS Insights product and features are activated via a product key (license file) that is loaded on to
every Arbitrator and Dashboard server.

2.2.2. Courtesy Product Key (License) on Install

When installing with an ISO file (new install), a 7-day courtesy product key (license) is automatically applied.

The courtesy product key allows you to log in and access the system user interface until you've received
your official product key from VOSS.

You'll need to replace the courtesy product key via the About page within 7 days from install with your valid
product key.

ABOUT

2.2.3. Load Product Key (License)

To load your Insights product key (license):
1. Obtain the product key from VOSS.
2. Click the System Configuration (Cog) icon on the toolbar, then select About
3. Click EDIT PRODUCT KEY and replace the existing product key with the new product key.

Note: When updating a license file, any custom theme that is applied remains active.

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 5
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2.2. Arbitrator and Dashboard Licensing

2.2.4. Update Expired Product Key (License)

The VOSS Insights product key (license) contains an expiry date. You'll need to activate and add a new
product key once the expiry date is reached.

1. As an admin user, log in to the GUI.

2. View the activation window, which displays the product key.
3. Copy the product key for each individual server.

Provide details to the VOSS representative.

The VOSS representative provides the product key to activate the server.

o 0 &

The admin user applies the product key on the server (Arbitrator and Dashboard servers), accepts the
license terms, and clicks Submit.

PRODUCT REGISTRATION

R ——
Provsds this praduct i = JTT-3 TRTE-PLAEK
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2.2. Arbitrator and Dashboard Licensing

2.2.5. View License Days Remaining

The days remaining for the product key (license) display in the Ul when logging in, or via the About menu.
You can enable or hide the View License Expiration setting from the Permissions tab in Access Controls:

= VOSss «Back  VOSS Insights Q,  Search Dashboards

Permizsions

o Permissions

Group name

Reporter Permissions

Permissions

Weew

Action

View “license days remaining” via the About menu:

1. Click the System Configuration (Cog) icon on the toolbar, then select About.
2. View the DAYS LICENSED and DAYS REMAINING values.

Enable or disable display of “license days remaining” on the GUI:

1. In ACCESS CONTROL, select Permission Groups.
2. Toggle the following setting: VIEW - License Expiration

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 7
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2.2. Arbitrator and Dashboard Licensing

ACCESS CONTROL  Permission Groups ~ Users  No Fealms  Protected 5ub

Group Name Realm Context Timeout

Administrator {local) ﬁ
Typical (local) n
Fermissions

AnalytiX :: Correlate
VIEW - Main Application VIEW-AssetExplorer | | VIEW-Alarm Analyzer | | VIEW - Punq Search |
VIEW - Asset Map Explorer VIEW - Call Detalls | | VIEW - Call Path Monitor | [| VIEW - License Expiration H
ACTION - Delete Calls ACTION - Delete Paths | | ACTION - Disposition Alerts |

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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3. Search

3.1. Search the Logs

3.1.1. Overview

Insights Dashboard stores all log data elements in a JSON index data store. You can search all data, and
add and edit log search/extraction definitions via the Search page.

You can select the following tabs on this page:
» Search Tab

« Create Definitions Tab

Note: To access the Search page, click the toolbar System Configuration (Cog) icon £ then select
Search.

Related Topics

» Dashboard and Arbitrator Transaction Logging and Audit in the Insights Platform Guide

3.1.2. Search Tab

By default, the Search tab displays the last 10 log events to enter the system. Once logs are collecting, this
is where the JSON indexed records will be located. The system builds a library of all text contained in the
logs.




3.1. Search the Logs

= voss <Back VOSS Insights Q  Search Dashbourds o
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Defined Searches

Search Criteria

A search bar at the top of the page contains a wildcard “*” to display logs. The search bar allows for keyword
searches using single words or concatenated words with Boolean logic, such as ‘and/or/not’, in addition to
using VOSS Insight’s automated Regular Expression engine to perform search extractions and save them as
definitions. The search engine displays all words once you’ve typed in the first letters.

The calendar/date field to the right of the search bar defines the time period to search for logs. The default
is the last 24 hours. This setting is important, especially when searching for logs from a source that has
stopped sending data, since log data (and the JSON indexed records) are time-based.

To set a date and time range period, click the calendar/date field to display a date/time calendar, where you
can select a preset period (Last 24 Hours, Last 1 Hour, Last 30 Minutes, Last 5 Minutes) along with a custom
date and time selection.

Note: The longer the date range, the more data the system searches, thus the search time period is
associated to the amount of data over time.

Search Results

The Search tab displays the number of logs displayed and available, based on the search criteria and the
selected date/time range. You can use the first/prev/next/last buttons to skip to navigate the data. The
adjacent drop-down allows you to define the number of logs to display on the page.

Displaying 1-10 of 109,153 events « first prev next last» 10
tags™local_syslog”Ixthdr_time_epoch™ 1651146868}, Ixtrawlog 20 r
30
40
tags™local_syslog" Ixthdr_time_epoch™ 1651146867}, Ixtrawlog 30 r
100
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3.1. Search the Logs

Bar Graph View of Log Data
The bar graph below the search bar displays the last 24 hours (default) of log events. Each bar represents
the quantity of logs collected in each 30 minute interval.

The Chart context menu hamburger icon to the right above the bar graph provides an option to retrieve the
graph in multiple formats, for example, to print or download to PDF, to download to PNG, JPEG, or SVG.

The bar graph changes based on the selected data interval, and based on the selected definitions.

{9 Dec 5,2023 2:14 pm - Dec 6, 2023 2:14 pm -

View in full screen
-.--—---.—-I’—"’""'1
inplayi - 10 of 7,843 events rs
Displaying 1 - 10 of 7,843 event first Download PNG image

Ir_source_port”33679, Ixthdr_tags":"syslog",Ixthdr_time_epoch™ 1701864841}, Ixtrawlog™"<134-Dec 6 2023

Defined Searches

The Search tab contains a Defined Searches field, which lists all saved search definitions.

A graph to the right of each search definition indicates the amount of logs in that definition, for the time period
selected in the time bar.

Select a defined search to refresh the page to display all the logs for that definition. The bar graph also
adjusts to reflect the quantities of logs in this definition.

= VOSS «Back VOSS Insights Q  search Dashboards

Search

{® Dec 5, 2023 2:14 pm - Dec 6, 2023 2:14 pm
Total events every 30 Minutes

BT a0 E A 00pn 1 o 12/06 ? 3 4008 g 8-00ar 00arr 1 P

Displaying 1-100f 2,878 events « first prev next last»

Defined Searches

» 2 {"Ixthdr"
Analytix Asset Eps 4:14:00 PM  {'Ixthdr_local_address""*" "Ixthdr_local_port":514,'Ixthdr_method™:"syslog", Ixthdr_msg_id"."Ixth
e_address":"127.0.0.17Ixthdr_source_port"33161, Ixthdr_tags":"syslog’, Ixthdr_time_epoch™ 171
Analytix System Eps Flxtrawlog''<13>Dec 6 2023 12:14:00127.00.7: o ) -
{VAE_HOSTNAMEN\"*\" \AE_IPADDRESS\ \"\V \NEPS\"\0.0000 \"MAX_EPS\"\'0.0000 \ogt

Analytix System Stats nalytix Asset Eps\}\n\n"}

»ﬂ\l:t'ato'»‘-am’:-Rec-:'tewp.sh Asset Hostname . * + Asset lp Address . X Asset EPS:0.000 Asset Peak EPS : 0.000 -
Arbitrator Alarms - Reporterpush - All » 2 {"Ixthdr”

O oA M"habde locsnl oddesncn™ "8 "Lotbde loool onet™ 04 4 "L dbde condbhod® "o olon "Labde oo id" ™ la

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 11
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3.1. Search the Logs

JSON Format Logs

The main body of the Search tab displays the JSON format of the logs associated with the selected search
definition. Details below each log are the data fields that have been extracted and are being analyzed on
dashboards.

The right-pointing arrow at the left of each log entry allows you to expand the log details, providing information
for each component of the logging elements along with a copy of the raw log.

Click the down-arrow within the expanded log view for any item to search (Search in context, Exclude from
search, or Search all):

Search in context Searches through all of the selected definition for that field and highlights it.
Exclude from search  Searches through all of the selected definition for all data without that field.
Search all Searches the entire log index data store for that field and highlights it.

= VOSS VOSS Insights

Search

1

efined Searches

A
Analytix Asset Eps v
Analytix System Eps — —
Analytix System Stats Search in context
- " Exclude from search
Arbitrator Alarms - Reporterpush
127001~
Arbitrator Alarms - Reporterpush - All Sl =
Cisco_IMP_AXL_PerfMon p—
1701866161 =
Cloud Trai
v
CUCM Audit ARB ;
analytix stats ~
DEM Connectivity TAR »C
DEM Reported Incidents » me
DEM Web-Performance GIRL »
Msoft TEAMS Call Alerts - [
ReporterPush
L
MSWINEVENTS 134~
PAN-0S Config Dec 62023123601 -
YT t. localhost
Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 12
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3.2. Saved Search Definitions

3.1.3. Create Definitions Tab

The Create Definitions tab allows you to define the search definitions that display logs on the Search tab.

= VoOss «Back VOSS Insights Q Search Dashboards o

Creste Defintions

{8 Dec 5,2023 2:41 pm - Dec 6,2023 2:41 pm

3.2. Saved Search Definitions

3.2.1. Overview

A saved search definition creates a dashboard and report with the title being the name you give the definition.

You can create any number of combinations of saved search definitions on any log source (i.e. multiple
search definitions on a DNS log).

The Saved Definitions drop-down lists all saved search definitions. Each saved search definition is a
resource from which data can be pulled into a widget on a dashboard and report as you design them.

Create Definitions

Saved Definitions New | - m Delete m
m Analytix Asset Eps

« System Eps

ystem Stats

Arbitrator Alarms - Reporterpush

{"lathde™{"Ixthdr_lo _id":" "lethdr_source_address”:"
{\"description\"\"a Arbitrator Alarms - Reporterpush - Al 11837 \"nice\"0,
“last1Minute ) 875,\"percentag
{\"used_percent\"{ Cisco_IMP_AXL_PerfMon 281073
. . Cloud Tra - . )
{"Ixthdr":{"Ixthdr_lo _id":™, bethdr_source_address":"127.0.0.1""Ixthdr_sou
oores  WTOTALEPSVAY cucwm Audit AR M}
Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 13
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3.2. Saved Search Definitions

3.2.2. Configure Search Definitions

This procedure configures a search definition to add a dashboard and report.

1. On the Insights Dashboard toolbar, click the toolbar System Configuration (Cog) icon &, then select
Search.

2. On the Create Definitions tab, determine which logs contain the data you wish to analyze.

An example is DNS Logs from a Bind9 open source DNS server. In this case, type any word contained
in these logs, such as “queries”, and then ensure that you have the log coming from the Bind9 DNS
server.

3. Extract the fields you wish to analyze (perform this step for each field you wish to extract):
+ Highlight the field by dragging the cursor over it, or double click the field.
+ In the Extract Field dialog, fill out the field name.
+ Click Save.

The automated Regular Expression engine extracts the field and saves the field name, which
displays beneath Saved Definitions.

Saved Definitions m

{"lxthdr"{"Ixthdr_local_address’"*" 'Ixthdr_local_port":
: {\"[description\":\"analytix stats\" \"cpul\"{\"numCores
PM | et b At 1A AEEAAEAATE L e mdEhdimseni ) 3,
i . free
' Extract Field '
] Name this fie fort":

12/06/23 — 10.00

i tort

_f\'. \'ERP
| Came' [ E

{"|xTRdr T T<thdr Jocal address .. Ixthdr local port

4. Click the +Field button, then from the Type drop-down, choose a field type, based on the context of
the log, either Text, Integer, Float, Epoch Date, or Calculation.

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 14
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3.2. Saved Search Definitions

Saved Definitions New

Name:

Pattern:

- I EEa

Type: Index:  Unique:

Text ~

Integer
Float
Epoch Date

Calculation

{"Ixthdr™:{"Ixthdr_local_address™™" Ixthdr_local_port™514,Ixthdr_method":"syslog”, Ixthdr_msg_id""Ixthdr_source_address™:"127.0.0.17"Ixthdr_z

______ -l £ ANESRNNTEN EO0E Lz 13 ATACOnAAEAN A1 TE Va1

Note: When selecting field type “Calculation”, you’ll need to specify the math to derive an integer
result. An example is a bandwidth calculation. In this case, the result is stored with the definition and

will be available to utilize on a dashboard.

Drag the field(s) to calculate, add a numeric input, and then design the equation by dragging the

operands and groupings.

The equation will display below the bar to allow for easy checking of the logic. Click Test Calculation
to allow the system to perform the math and display the results for further logic testing before saving

the calculation.

+* Field

Name: Type: Index:  Unique

Operations:

o Coems
Calculation

Numesic Input Operation
X x
o |

Formatted Calculation
1+

Test Calculation

5. Repeat these steps for each field you wish to analyze.

6. Once complete, fill out a name for the new search definition.

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 15
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3.3. Search for Dashboards

3.2.3. Manage Saved Search Definitions

This procedure clones, edits, and deletes saved search definitions/resources.

1. On the Insights Dashboard toolbar, click the toolbar System Configuration (Cog) icon £, then select
Search.

2. On the Create Definitions tab, select a saved search definition from the drop-down.
3. Choose an option:

+ Click Clone to copy an existing saved search definition, then give the clone a new name. Now
you can simply change only the field extractions you want instead of creating them from new.

» Modify an existing saved definition, then click Save.

When saving a modified definition, the dashboard updates when new log data arrives into the
system.

» Click Delete to remove a search definition from the list.

3.3. Search for Dashboards

You can use the Search bar at the top of the GUI to search for dashboards by their name, or part of their
name.

= VOSS VOSS Insights Q  search Dashboards

The toolbar dashboard search is a dynamic “contains” search. When filling out a value in the field, the
dashboard library panel opens on the left and expands folders that have dashboards with names matching
the search criteria.

= VOSS VOSS Insights

[ 1.AA
et 17,509
[ Microsoft !
[ Technical Detailed
[ Service Health ALARM TREND

A > T.Insights Refercnee Alerting - > Global Alarm Trend Analysis

@ Microsoft Teams Experience Overview
@ Microsoft Managed Issues

(3 Endpoint ISP Impact on Performance

® Microsoft Service Provider Impact ; I |
() Disgrostics f.f.f-f-'a'n'l'\'lll }

[ Microsoft
[ Management Executive Summary

@ A Microsoft Teams Call Review

Major ("REFERENCE_ID ... @ Critical ("REFERENCE.... Informational ("REFER.

[ Technical Detailed Chart

@ Microsoft Teams Call List
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4. Dashboard and Reporting

4.1. Introduction to Dashboards

4.1.1. Dashboard Library

Click the Menu icon E (Hamburger) on the Dashboard’s main interface toolbar to access the dashboard
library, which lists all reference and custom dashboards. From here you can:

+ Add new dashboards
« Add new folders

» Expand or collapse the folder tree

VOSS VOSS Insights

(3 1.insights
[ 1.Insights Reference
[ Alerting
[ Performance - Service Monitoring

A > -+ > Alerting -

(O Diagnostics

(3 Usage & Adoption

[ User & Device Inventory
O DH

17



4.1. Introduction to Dashboards

Related Topics

*Introduction” in the Dashboards Administration Guide.

* Insights Reference Dashboards in the Dashboards Administration Guide.
+ *Custom Dashboards* in the Dashboards Administration Guide.

» *Working with Dashboards* in the Dashboards Administration Guide.

» *Access Controls* in the Dashboards Administration Guide.

* *Reports™ in the Dashboards Administration Guide.

4.1.2. Add a New Custom Dashboard

To add a new, custom dashboard from the dashboard library panel, click the Add Dashboard icon at the top
of the panel. This opens a new page where you can add details for your new, custom dashboard.

Now you will need to create resource definitions and widgets to use in your dashboard.

Note: To make a custom dashboard based on a default dashboard, you can make a copy (clone) of one of
the default dashboards, then modify the clone and save it as a new, custom dashboard.

= VOSS

X W E[AddDeskbosd)

[ MyTeams (W =

VOSS «Back  VOSS Insights Q  SearchDashboards o
[ MyTeams

Dashboard Name

Refresh Interval

Dashboard Name

Manual v Refresh Interval
Default Date Range
Last 5 Minutes
Always use default range on dashboard load Default Date Range
Set as Default
Always use default range on dashboard load
Lock with Password
Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 18
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4.2. Insights Reference Dashboards

4.1.3. Add or Remove Dashboard Folders

Dashboards are organized initially in alphabetical order. When creating dashboards, you can organize these
into folders that expand out into trees based on the order you define.

To add or remove folders in the tree, click the Folders icon at the top of the dashboard library panel. When
removing a folder, first select the folder in the tree.

You can drag and drop a sub-folder into the relevant top-level folder, or drag the relevant dashboard into a
folder.

Note: Dashboards with the same name can exist in different folders. The names of dashboards in the same
folder must be unique.

New sub folder

New top level folder

Remave folder

4.2. Insights Reference Dashboards

4.2.1. Overview

Insights Dashboard ships with a collection of deployment-ready, read-only, standard reference dashboards
that are configured with predefined policies (alerting dashboards only), probes, and probe groups. This
means you’ll be able to deploy Insights without having to manually add and assign probes to retrieve and
display reporting data on these dashboards.

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 19
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4.2. Insights Reference Dashboards

Important: The Insights reference dashboards described in this topic is the standard set shipped with the
latest Insights release. This collection may be updated at each software release.

The Insights reference dashboards are read-only, they can’t be edited, deleted, or moved. If you wish to
use one of the Insights reference dashboards, you’ll need to create a copy (clone), then modify the clone to
create a new, custom dashboard that meets your requirements.

To access the reference dashboards, click the Menu icon (hamburger) E to display the dashboards library
pane on the left of the GUI. Expand the tree to locate the Insights Reference dashboards folder. The
dashboards are grouped in category sub-folders - at the time of writing, these are:

* Alerting

* Performance - Service Monitoring
» Diagnostics

» Usage & Adoption

» User & Device Inventory

Tip: To view a description of the data displayed in any of the widgets added to the dashboards, click the
information icon in the widget header.

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 20
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4.2. Insights Reference Dashboards

VOSS InSig hts (o } Search Dashboards

#& > ++ > Global Alarm Trend Analysis -

Description

14,150

ALARM CATALOGS - Top 10 © 4

Microsoft Teams Dashboards

Dashboards displaying Microsoft Teams data obtain data from Microsoft Teams to report on user activity and
resource usage in your system - for example, data relating to devices, chat, meetings, and calls. Data can
also be obtained for user licenses and subscribed SKUs, which allows you to determine how licenses are
being used in your organization so that you can manage license costs.

Call records from Microsoft Teams are pulled into the Arbitrator using Webhooks, and are used for alarms
and reporting.

Related Topics

» Custom Dashboards
« Policy Configuration in the Arbitrator Administration Guide

» Network Observability in the Arbitrator Administration Guide
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4.2.2. Alerting

The Alerting reference dashboards are based on pre-defined policies that ship with the system define when
an event coming in to the system will trigger an alert. When there’s a match for the condition specified in the
policy, an alert is raised and forwarded to the Dashboard system.

« All Alerts Overview

The All Alerts Overview dashboard provides an overview of all alerts and alarms, such as alerts by
severity and alerts over time by customer.

= voss VOSS Insights Q Sewch Dasttcers e

I

+ Global Alarm Trend Analysis

= voss VOSS Insights Q sownDasreonrss o

#& > « > Global Alarm Trend Analysis - = C 3

5 24 Aps, 2024 106 pm - 25 Ap 2024 106 pm

AL COUNT @

9,699

ALARM CATALOGS -Top 10 @ ¢ EVENTS-Top 10D 4 SYSTEM IP ADDRESSES - Top 10 @ 4

severTY © 4

Ke 1 > v

LIST OF ALARMS (Limited 10 200 sisems) © 4

* Microsoft Teams Alerts
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| 8
i
R
i

SRERRERRRT

4.2.3. Performance - Service Monitoring

Reference dashboards in the Performance - Service Monitoring category display performance and service
statistics for Cisco devices, Microsoft devices, and Insights components (DS9, Dashboard, and Arbitrator).

= B Performance - Service Monitoring
o
28 CUCM CPU & Memory Utilization
28 Cisco CUCM Combined data
s8 CUCM Service Status

CUCM Counters

CUCM Resource Summary

UNITY Counters
= B Microsoft

8 Microsoft Teams Experience Detail

& Microsoft Managed Issues Detail

2 Microsoft Teams - End User Locations and Service Provide

= @ Insights

8 Insights Components Arbitrator

8 Insights Components Dashboard

8 Insights Components DS9
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Cisco

+ CUCM CPU & Memory Utilization

A > - > CUCM CPU &Memory Utilization - = c

Average CPU Utiization % (Top 10 Nodes) - cucM @ CPU Utilization (cucm) @ 4

Qo
Processor cPu cPU
CLUSTER CALLMANAGER PercentageCP. UTILIZATION UTILIZATION
= 37 48 95
Chart
| T | (i || e | e ([ e
—— PercentageCPU (Avg)) PercentageCPU (Avg)) ecer PU (Avg)) PercentageCPU (Avg) PercentageCPU (Av))
—
o
11:00 AM -
K< 1 > ~
» Cisco CUCM Combined data
4 > - > Cisco CUCM Combined data - = C

FuTERBY CUcM © 4

Qo

MEMORY BUFFERS KBYTES @

CALLMANAGER Court

® ELITE-CUCM-PUB
® Voss-CUC

* DILET3

« CUCM Service Status

A > += > CUCM Service Status ~ = C

10:07 am - 26 Apr, 2024 10:37 am

FLTERBY cUcM @ 4

Qo
Assetame
1K< 1 >3 v
Qo

NAME SERVICE NAME SERVICE STATUS Timestamp (UTC)

+ CUCM Counters
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#& > - > CUCM Counters -

PROCESSOR(_Total) CPUTIME % D

+ CUCM Resource Summary

A > ++ > CUCM Resource Summary -

FXO Ports In Use @

XAOKe2.73 (FXOPor © PANDA-CUCM-EMEA-PUB ELITE-CUCM-PUB (FXOP. © PANDA-CUCM-APAC-PUB
Voss-CUCM-P1 (FXOPor. MADINA273  © PANDA-CUCM-EMEA-PUB O ELTECUCM-PUB O PANDA-CUCM-APAC-PUB  © Voss-CUCM-P1

MTP Resources In Use @ MTP Resource Unilization % @

XXXX <2

* UNITY Counters

A > += > UNITY Counters -

B 25 Apr, 2024 10:58 am - 26 Apr, 2024 10:58 am

cuc PHONE SYSTEM STATS @ 4
QO

CUSTOMER Counter_Category INCOMING CALLS TOTAL (Sum) CALL COUNT TOTAL (Sum) MWI REQUESTS TOTAL (Sum)

K< 1 >0l -
Qo
Used Mytes (Min Used Mbytes (Avg) Used Miytes (Max)
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Microsoft

» Microsoft Teams Experience Detail

Reports on service reliability status, call quality, over time, cloud service status, jitter, including audio;
packet loss; round trip time

A > - > Microsoft Teams Experience Detail - = C

B 20 Apr, 2024 12:00 am - 26 Ape, 2024 11:13am

Microsoft Experience Overview

v
Service Reliability Status @ 4 Audio Call Quality @ Audio Call Quality over Time @

ectendedRecovery

‘serviceDegradation
2188%

Latest Cloud Service Status @ 4

Qo

Ixt_customer_name. Temestamp (Africal Joharmesturg)  Service Status Description - Status

» Microsoft Managed Issues Detail

Reports on service reliability; cloud service status; top active event categories, service events, feature
events; incident resolved indicator; Microsoft event list and journal

A > -+ > Microsoft Managed Issues Detail - = C

B 27 Mer, 2024 12:00 am - 26 Apr, 2024 11:19 am

Microsoft Managed Issues

v
QO

bxt_timestamp_epoch (UTC) service status - Count

ertendediecovery 1 26/04/24911:14am

roceDegradaten
serviceOperational

4am o
semceOperabonsl
e o &
K< 1 >0 e
Top 10 Active Event Cate.. @ 4 Top 10 Active Service Events @ 4 Top 10 Active Feature Events @
[ e s [ S

* Microsoft Teams - End User Locations and Service Provider Performance Detail

Reports on top locations and service providers by poor audio density and quality, video density and
quality; call types; connection types
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A > =+ > Microsoft Te

- = C

B 1 Jan, 2024 12:00 am - 26 Apr, 2024 1121 am
Top 100 Client Locations With Their Audio Quality @ Top 100 Client Locations With Their Video Quality @

+ +

2 o=
O e .

= &=d B =y exa T
e &= (o=
T =) Ty

= = >

(= < @» o
Ucisss o Unciesa£ed e ;—.V— /‘\

Insights

* Insights Components Arbitrator

A > - > Insights Components Arbitrator -~ = C

B 1 Jan, 2024 12:00 am - 26 Apr, 2024 1123 am

Qo
fvionm gtem sevicesapache? JUUETIN . QUSRI L bt L et obeebe © seicemonit . senicesndcse sevicespostgrs sevicesscsd.  sevicesslapd - senicessshd - uptime hours
. - 9
run g . - e
s ning ’ 2 ing P
s ng -
- p .
K < > 1 v
QO
D Smestan htakit version - diskspace: diskspace.k diskspace:y memused memtotal  mem.useds wplime.n ‘
3% 3
1
22 RERN . ‘
* Insights Components Dashboard
A& > - > Insights Components Dashboard - = C

B 1Jan, 2024 12:00 am - 26 Apx

SERVICE STATUS @

QO

202411:312m

TMESTAP | AANTXP  posnuwe . veRson cones RepoRTER rencrez NOXSEWER . postoRess - RunT s ssp Count

26/04/249:3007 3m localhost sotestsh sp24 12 ruming

K< 1 >3 v

AVERAGE MEMORY USAGE % OVERTIME @ AVERAGE DISK USAGE % OVERTIME @

* Insights Components DS9
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A > - > Insights Components DS9 - = C :
Qo

TIMESTAMP (UTC) DSS IP ADDRESS HOSTNAME NUMBER OF CPU CORES VERSION sernces

SYSTEM STATS 4 AVERAGE SYSTEM LOAD
QO
DIsK MEMORY

TMESTAMP  DS9-IP IS — DIsK DesK uUSED MEMORY

4.2.4. Diagnostics

Reference dashboards in the Diagnostics category display diagnostics for SIP - E1, Cisco call quality,
Microsoft call statistics, and synthetic transactions.
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= m Diagnostics

Sl | Cisco Call Analysis

® -

SIP - E1

Call Analysis-All

Cisco Call Detail - Cause Code Analysis
CUCM Route Pattern Analysis

SIP Trunk / Gateway Status

= m Cisco Call Quality

Call Performance and Voice Quality
CUCM Voice Quality Site Performance

= m Microsoft

Microsoft Teams - Call List

Microsoft Teams Call Detail

Microsoft Teams - Call Debug

Microsoft Teams - Calls with Issues

Microsoft Teams - Call Debug Compact
Microsoft Teams - Direct Routing Call Analysis
Microsoft Teams - Direct Routing Call Count
Microsoft Teams - Call Debug Full Detail
Microsoft Teams Call Review Summary
Microsoft Teams Call Review Detailed

Microsoft Teams Call Feedback Detail

© m Synthetic Transactions

Cisco Call Analysis > SIP - E1

Cisco UCM SIP Trunk Reports

 Call Manager SIP Trunk Call Hour Stats
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f > > Manager SIP Hour Stat = C
Qo
CUCM PUBLISHER ALIAS CUCM P ADDRESS SIP TRUNK NAME P TRUNK DESCRIPTION ADORESS PORT

X0e L E-CBO-TRK 20000 2
R 73 LEVMSVCTrun Vosos mad senvice oeEKn7e
e PANDA-APAC-CBO-TRUNK PANDA-APAC CBO-TRUNK 10K 2

4 X2 X . 0EM2 91
e 8s

SIP TRUNK TOTAL CALLS vs DURATION SIP TRUNK TOTAL CALLS vs DURATION TREND

® Attempted Calls (Sum) <8 Duration (seconds) (Sum|

+ Call Manager SIP Trunk Call Success Status

#A > =+ > Call Manager SIP Trunk Call Success Status - T C

B 1.Jen 1970

SIP TRUNK LIST §

CUCM PUBLISHER ALIAS CUCM 1P ADDRESS SIP TRUNK NAME SIP TRUNK DESCRIPTION ADDRESS PORT
WXOOEXT: YCLECBO-TRX YOLE-CBO-TRX AN
XX

W08

WTLIOREL 90

AN 54

TOP UTILIZED SIP TRUNKS BY CALL VOLUME 4

Ca226-MS-Teams-Trenk
1500

63 0 0

CALL MEDIA TREND

+ Call Manager SIP Trunk Utilization (Daily)

A > == > Call Manager SIP Trunk Utilization (Daily) - = C

B 1 Jon, 1970200 am

CUCM PUBLISHER AUIAS CUCM IP ADDRESS SIP TRUNK NAME SIP TRUNK DESCRIPTION ADDRESS poaT

TOP CISCO UCM PUBLISHERS  # TC CO UCM SIP TRUNKS

CUCM Publisher Alias Completed Calls (Sum)

Cul26-MS-Tenma-Trunk
Iy

+ Internal SIP Trunk Utilization (Daily) -BHCC
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A > - > Internal SIP Trunk Utilization (Daily) -BHCC - = C

TOP CISCO UCM PUBLISHERS % TOP CISCO UCM SIP TRUNKS 4

Voss

100.00% _
® Voss ® Cu226-VS-RDG-CL1-AGGR. @ Cu226-MS-Teams-Trunk
SIP TRUNK BUSY HOUR LIST
Qo
TOTAL INCOMING TOTAL OUTGONG
S umLTR SIP TRUNK NAME Lo ey L LML iON s 1-HOUR PEAK (Max) BHCA (Max) (UTC) e o eresburg) COMPLETED CALLS COUPLETED CALLS
3 5 1
loss. /SROG-CLI-AGGR- 4 5 25/04/24 10:00:00 pm ] 86
Internal SIP Trunk Utilization
#A > - > Intenal SIP Trunk Utilization - T C

Call Manager Chuster Trunk Name Const_Calls_incoming. 200ayAvg Court_Calls_Outgeing 200wyivg Incoming Call Count Outgoing Call Count
A 100 Cu22 CL1-AG o o] 2

Cisco Call Analysis > Call Analysis All

A > - > Call Analysis-All - = c

am

Calls

calls Duration (Minutes)

AUDIO CONFERENCE @ OUTGOING CALLS TRANSACTION STATUS @
Calls

Count_Audio_Calls

376 0

K< 1 >3 w00~

CALLSOFFNET @ 4 TOTAL MINUTES OFF NET @ CALLSONNET @ 4 TOTAL MINUTES ON NET @

Calls duration (Minutes) Calls duration (Minutes)

376 23 0 0
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Cisco Call Analysis > Cisco Call Detail - Cause Code Analysis

A > -- > Cisco Call Detail - Cause Code Analysis - = C
am
Qo Qo QO
CUSTOMER Count MAPPED - ORIG CAUSE VALUE Count MAPPED - DEST CAUSE VALUE Count
1 28 a7 1 o
K< 1 >3 w~ K< 1 >3 10w K< 1 >3
Normal Call Clear No Error Normal Call Clear No Error
a7 1 1 A7
Cisco Call Analysis > CUCM Route Pattern Analysis
A > - > CUCM Route Pattern Analysis - = C

B 1Jen 197

ROUTE PATTERN TYPE @ 4 ROUTE PATTERN TYPE TREND ©

Route Hunt Pilot

am-26 Apr, 2024 12:00 am

45 3

Route
9375%

Count Count

® Route @ Hunt Piot

CALLED PARTY PATTERN CALL STATISTICS @ 4 CALLED PARTY PATTERN FAILED CALL STATISTICS @

QO
L eTre . caus caLLS caLLSFALED caLs caus
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Cisco Call Analysis > SIP Trunk / Gateway Status

#& > =+ > SIPTrunk/ Gateway Status - = C

SIP TRUNK STATUS (Latest) # SIP TRUNK REG!

TRUNK NAME COLLECTION (UTC) CUCM PUBLISHER NODE NAME DESCRIPTION STATUS
T . . -
ek B 0o
™ ‘i'vﬂ-w
e T e
T - - L=
K< 1 > - ® Aejected Regstered Uninown @ None.

SIP TRUNK UTILIZATION

ASSET NAME CALLS ATTEMPTED CALLS IN PROGRESS CALLS COMPLETED Court

Cisco Call Quality Dashboards

+ Call Performance and Voice Quality

A > - > Call Performance and Voice Quality - = C

—— VoS ty000206722 0 oSy 00020725 O oS oo0zooT O

B
.
@ +44208:
.-
Current Failed Audio Call Transacted CODECs @ Calls by CODEC (Calculat. Top Callers ®
c Failed 330.00
0 - om o I 2 l
10000% . .
e G711 o671 o eB8a16301

Call Transacted @ Current Audio Call Count @ Destination Out of Order @ Average and Max Packet .. @

+ CUCM Voice Quality Site Performance
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#& > -+ > CUCM Voice Quality Site Performance -

SCS Good Calls (Count) SCS Bad Calls (Count

» 8448301 @ CZSTIBNN @ DICMOBEX @ +41289ANX
® 441184021191 .

44 . . 845570 @

Diagnostics > Microsoft Dashboards

Microsoft Teams dashboards display various data for understanding usage and overall health for a range of
Microsoft Teams phones devices, including PSTN call records, and greater detail for Teamwork devices.

A > = > AllAlerts Overview -
o _‘1 | 1insights
| - W Alerting
- EY Al Alerts Overview
FILTE
8 Global Alarm Trend Analysis
23 Microsoft Teams Alerts

#  Performance - Service Monitoring

5 m Diagnostics

2 @ @ Cisco Call Analysis
3 # m Cisco Call Quality
4 = B Microsoft

- Microsoft Teams - Call List
88 Microsoft Teams Call Detail
8% Microsoft Teams - Calls with Issues
88 Microsoft Teams - Call Debug Compact
8 Microsoft Teams - Direct Routing Call Analysis
28 Microsoft Teams - Direct Routing Call Count
28 Microsoft Teams - Call Debug Full Detail
1 Microsoft Teams Call Review Summary
8 Microsoft Teams Call Review Detailed
8 Microsoft Teams Call Feedback Detail
+ @ Network Observability
# m SBC
# @ Synthetic Transactions
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Microsoft Teams - Call List

Reports on vendor, call type, list and error, modality and quality. Clicking on a user opens the Call Debug
Compact dashboard to view call statistics and incident detection and details for that user’s call.

A > -+ > Microsoft Teams- Call List - = C

0 am - 26
Call Reliability ® ¥ Stream Quality Audio ® # Stream Quality Video @ ¥

CDX - Peer To Voss Solutions - Voss Solutions -
Peer

Group Call Peer To Peer VousSoktns - Felre
’ COX - Success
oz
Voss Sclutions - Good
s0.10%
Voss Solutions -
Success
s159%
Count Count Count @ Voss Solutions - Na COX - Unclassified
® Voss Solutions - Failure ® CDX - Success ® CDX - Good ‘@ Voss Schutions - Poor
® Voss Solutions - Success @ Voss Solutions - Uncl. @ Voss Solutions - Good ® Good @ Poor
Top 10 Organizers @ 4 Call Reliability Trend @ ' Stream Quality Audio Trend @ ' Stream Quality Video Trend @

Microsoft Teams Call Detail

A > - > Microsoft Teams Call Detail - = c

Microsoft Teams - Calls with Issues
This dashboard provides a count of poor quality calls, by category, for example, audio or video, and allows
you to drill down into specific calls to view quality statistics showing why the call was poor or failed.

Reports on call details, status, duration, quality, participant list, user agent details (caller and callee), failures
by subnet/location.
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A > «= > Microsoft Teams - Calls with Issues - FTC i

o Mok e

Microsoft Teams - Call Debug Compact

A user-centric dashboard to investigate call quality for specific users. This dashboard allows an admin or
helpdesk support person to drill down to a user’s calls, and to drill down to detected incidents on a specific
call to understand exactly why a call failed or had poor quality - for example, you can see immediately whether
an error may be related to one or more of jitter, video frame rate, packet loss, or some other indicated issue.

A > = > Microsoft Teams - Call Debug Compact - =

A > - > Microsoft Teams - Call Debug Compact -~
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Wiedia " Tincident Direction  Detected Incident ——] Feadback Feadback Feadback
Rating Description Token
: = 166667 peccer - 1 peoe WA WA WA
calier
acoeptable 0.1% threshold. Chigwambs
2 JamidOBRErland  coller NA NA NA

I< < 1T >3 oo ~ IK < 1T > vox ~

Call Record Stream Details

QO

A Max Auda e A Ma "~ ! Aversge  Max v o » Max
e rers . o o rerage
Mede o - Network * Network < BT T So— e e Ml Uoer Jtter eter Metwork  Network T RTT
Jvar s Loes Jater nter
B N
3 data SopO 1 0 data P
Chugmamba Chigmamba
K < 1 > e K < 1 > wx
Qo
Average pe— Average - Average Pr— Ave
Sograane Media User streamid Vides Video Vides Processing Sapment Media User streamid Vides Vides. w
vio Frame Loss Frame Rate Packet ¢ . vio Frame Loss R aste Pac
Percentage Loss Rate Ratio Los
0 mamraudio Wil SO 55054 0000 % 0.000 fps. 0,000 9000 4 B Sppenanaton 127,406 B.000% -l'i
0 applcationsha 12360 0.000% 0000 fps. 0000 0000 s e e— 148 507 000N au

Microsoft Teams - Direct Routing Call Analysis

This dashboard allows you to monitor the connectivity status between your SBC (Session Border Controller)
and the direct routing interface so that you can track critical parameters related to your SBC, telephony
service, and network conditions along the path to the direct routing interface. You can use details displayed
on this dashboard to quickly detect and troubleshoot issues, including dropped calls.

To collect this data, your Microsoft tenant must be enabled for call collection. This is configured on
the Arbitrator via System Configuration > Archive Management > Configuration Management > API
Config.

Data includes details for the top ten failure reasons, top ten caller and callee numbers based on attempt, top
ten caller and callee numbers based on duration, as well as the call list, which provides summary data and
details per call.

By default, data is shown for the past two days, but can be configured to display data for a period not
exceeding 90 days, which is the maximum period that Microsoft allows.
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M > -+ > Microsoft Teams - Direct Routing Call Analysis -

Session Barder Call Count Succ
Controller (Count) Falled OB (%) =~
1 & s7.4%
‘Success
2
Faiure
738
@ Calls (Count) Max 4 SO% 3 Avg 122 Min: 1
i i RlEe K < 1 >3 wx v

Call Status Trend

Microsoft Teams - Direct Routing Call Count

A > e« > Microsoft Teams - Direct Routing Call Count -

@ Cails (Count)

Drsplay Mame User Principal Name Total Durstion (sec) (Sum) PSTN Call Count (Count)
S Darrel BtNer darrel bstes(@voss solutions com 9 seconds
3 Henry Easan e POEIBONE vOS$-SORNONS COM 2.298 seconds.
4 DaronBtilton daron MaMR0NEVOS S-SOLTIONS Com 123 seconds
2 Vincent Ratut wincenUtkNatEvoss-sokstions com 1441 seconds
1 1 00 R ———— §2.10c0nds
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Microsoft Teams - Call Debug Full Detail

Reports with full details on call quality for debugging purposes. See compact details for a specific user and
their calls on the Call Debug Compact dashboard for Microsoft Teams.

#A > - > Microsoft Teams - Call Debug Full Detail -

Media Type @

Qo

Start Time. Organizer callip CallType - EndTime Audio Quality Media Type detected_parbicipant displayname
651 29/08/247:52:5% pm « ze GroupCall  29/08/24 7:5323 pm ° 1 video 1 Marco Zoo
466 29/08/249:5208 am > . PeerToPeer  29/08/24 9:5212 am 2 wdeoBasedScreensharing 2 Marco Milan -X (mamilan)
44 28/08/24 4:54:39 pm [ . . GrowCall  28/08/24 4:5697 pe () 3 audio 3 Juff Monnse
16 28/08/24 4:48:28 pm . 7ok s Group Call 8/24 4:49:09 pm ™Y 4 Jeramin Oh (JEO)

27/08/24 70326 am  Nazees Rahiman GroupCall  27/08/24 71833 am o K< 130 :
991 23/08/24 54637 am  Chris Buflard Peer To Peer  23/08/24 10:19:53 am o

K< 1 >3 o~ K< 1 >0 o~

Call Duration (HH-MMSS) © iability Status ©

Participant Count @

00:48:36 Failure 44

Detected Quality Metric Incidents Participant Pros Feedback Scores @

Microsoft Teams Call Review Summary

A > -+ > Microsoft Teams Call Review Summary - = C

024 12:00 am - 26 A

Active Directory User Count @ Microsoft Reported Teams User Activity Trend @

coX Voss Solutions

64 466 ki T— R
-+~ Voss Solutions (Calls (Sum]) -+~ Voss Solutions (Meetings (Sum)) @ Voss Solutions (‘Meetings Organized (Sum)) @ Voss Solutions (Meetings Attended (Sum)")
User (Count) User (Count) = COX (Calls (Sum)) COX (Metings (Sum)) CDX (Meetings Organized (Sum)) CDX (Mestings Attended (Sum)

Number of Calls @ # Modality @ 4 Call Quality @ 4
CDX - Peer To Peer
8 CDX - audio Joss Voss Solutions -

Voss Solutions - o utions
video audio

Voss Solutions - Group Cal

= 8 102 633 909

Voss Solutions - Peer To Peer
848
s Count Count Count Count
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Mcrosoft Teams Call Review Detailed

#& > ++ > Microsoft Teams Call Review Detailed - = C

530

m_/ﬁ

© Cols (Sum) o= Mastings (Sum) @ Meetings Organized (Sum) @ Mastings Atended (Sum

71 3 Modality @ 4

794

Microsoft Teams Call Feedback Detail

A > -+ > Microsoft Teams Call Feedback Detail - = C

B 21 Apr, 2024 12:00 am - 27 Apr, 2024 733 pm

Rate My Call

Rate My Call (RMC) is built into Teams and Skype for Business. It automatically pops up after one in every 10 calls, or 10 percent. This brief survey asks the user to rate the call and provide a little context for
hy the call quality might have been poor. A one or two rating is considered poor, three to four is good, and five is excellent. Although it's somewhat of a lagging indicator, this is a useful metric for
uncovering issues that service metrics can miss.

excellent notRated
1 29
Count Count

Synthetic Transactions Dashboards

These dashboards present data that allows you to understand why events such as packet loss are occurring,
and to monitor performance indicators on router interfaces.

The dashboards are based on agents that can be deployed anywhere in a customer’s network, provided they
can contact the Arbitrator, and allow monitoring of Linux systems. For details on installing agents, see the
topic on Digital Experience Monitoring (DEM) Agent Installation in the Arbitrator Install Guide.
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Related Topics:

* Insights Agents in the Arbitrator Admin Guide

DEM Agent Stats Overview

A > - > DEMAgentStats -

Forwarder System Stats Forwarder Linux Distrubtions
Qo
bet_fimesta agent forwarder) distributior kemel_vess number_of, cpu_usags awerage_p memory_x disk usage ba timestem
27/04724_ bemypich  dhvagent  Ubunty 4 616% a18% 2% I 27/087245
27/04/24__ testuburty Ubunty- 27% 138 s7s 5T% 27/04/245
CoppelbTX 22042
K< 1 22 m~ ® bemypich - Ubuntu22 . @ testubuntu - Uburtu 2 K< 1 22 v

berrypidhs - dh-agent-115 - berrypidh - berrypidh - https:lagin micresoftanline. com - 200
667%

graph microsaft com - iemp R . o200 —
- -s - > 156% testubuntu - hitps-fteams microsoft com -

667 I errypich - https:foutiosk.office.com - 200
s6% o = ‘ 7%
Seltest-arb - - soltest-arb -

graph microseft.com - 1cp

» Example Web performance stats: chart and table:

Web Performance

testubuntu - - soltest-arb -
https:/graph.microsoft.com/v1.0/teams https:/flogin.microsoftonline.com
- 401 - 200

10.00% ) 10.00%

@ soltest-arb - https:/... @ soltest-arb - https:/... @ soltest-arb - https:/... soltest-arb - https:/...
@ soltest-arb - https:/... testubuntu - https://... @ testubuntu - https:/... testubuntu - https: /...
@ testubuntu - https://... e testubuntu - https:/...
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Web Performance c:
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1 05/07/2... testubun.. gg;gtetl.nl
™

2 05/07/2... testubun... Ubuntu-
o

3 05/07/2... testubun.. Ubuntu-
Coppell-
™

4 05/07/2... soltest-arb

5 05/07/2... soltest-arb

6 05/07/2... testubun.. Ubuntu-

Coppelk
@

interfacz  remote_n
ens192 40.126.2..
ens192 40.126.2...
ens192 40.126.2..

20.190.1...

52.123.1..
ens192 52.123.1...

url

https://o.

https:/fo...

https://..

https://o...

https://t..

httpsu/it...

method

GET

GET

GET

» Example Connectivity performance stats: chart and table:

DEM Connectivity

soltest-arb - - soltest-arb -
graph.microsoft.com - tcp

30.36%

soltest-arb - - soltest-arb -
teams. microsoft.com - icmp

21.43%

@ testubuntu - ubuntu-c...
» soltest-arb - - solt...

@ testubuntu - ubuntu-c...
soltest-arb - - solt...

4

@ testubuntu - ubuntu-c...

respons:_

200

200

QO

num_recin num_conn speed_dw size_upl

2

@ soltest-arb - - solt...

2 111 KBps
2 107 KBps
2 125 KBps
3 225KBps
1 91 KBps
1 79 KBps

soltest-arb - - soltest-arb -
teams.microsoft.com - tcp
19.64%

soltest-arb - - soltest-arb -
graph_microsoft.com - icmp
21.43%

0

testubuntu - ubuntu-c...
soltest-arb - - solt...
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nnectivity
Q0
Eﬁ rtllg: ager® forwon taskma host interfa asn sfc dst protect port-  hop psize drop. rev tos snt
1 05/0... solte trace  185.. as13.. solte.. grap.. tep 443 4 64 0 3 0 3
arb grap... arb
fcp
2 05/0.. solte... trace  185... as13.. solte.. grap.. tcp 443 3 64 0 3 0 3
arb grap... arb
fcp
3 05/0.. solte.. trace  185.. as13.. solte.. team.. tcp 443 4 64 0 3 0 3
arb team.. arb
tcp
4 05/0.. solte.. trace 185.. as13.. solte.. team.. tcp 443 3 64 0 3 0 3
arb team... arb
tcp
5 05/0  solte trace  1RS as13  solte  aran icmn A fid ? 1 n 3 K

Reported Incidents

A > -+ > Reported incidents - = c
82z 2 4 pm
Alert (Count mm@mﬂ

‘Alarm 1030304 (Exvoe Message Detected From a WEB URL

‘Aiar 10 80036 (SSL verficanon fesed for a WEB URL
) I

Ja S e oo e rene Seeeneeion

Alert Severities Trend @
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System Trace Details

A > -+ > System Trace Details - = c

B 27 Apr, 2024 6:38 pm - 27 Apr, 202

Connectivity Test Results @ #

QO
R comestur)” | Homnget Destination Protocal Tos Psize Number of Hops Latency Ster Loss Success
o 7 L ]
= °
" [
) 7 °
cmp 2 L ]
™ L]
= °
- .

Hop Average Latency (msec) ® [ Hop Average Jitter (msec) @ [1e Hop Average Loss (%) @ [0

System Trace Status

A > - > SystemTrace Status - = c

B 27 Apr, 2024 6:40 pm - 27 Apr, 2024 7:40 pm
Most recent Connectivity Test Results © 4

QO
DEM Agent Task Name Destination Protocal Port Tos Psize Number of Latency Jitter Loss Success
- ere 648y 067 mse: ®
2 7) berypid wp 223 Best EFfort 64Bytes 7
27/04 en iomy Best Eff 4B, 21 msec 9 msec [e]
12 berrypidh p 213 Best Effort 64Bytes 103
27/04/24 74017 pm fcom iom Best Effort 4 Byte: 2 meec 0.02mses P
27 sohestarb fcom tcp rs Best Effort 64Bytes 7 017 mse: 53
7 - Best Effort 64Byte 7 236 me= 0.03mse: ®

K< 1 >3 ;v

Average Hop Latency Per DEM Agent (msec) ® Average Hop Jitter Per DEM Agent (msec) ® Average Hop Loss Per DEM Agent (%) ®
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WEB Service Status

#A > -+ > WEB Service Status - = c

B 27 Apr, 2024 6:41 pm - 27 Apr, 2024 7:41 pm

WEB Performance Test Cases @ 4 WEB Performance Test Case Trend @ Top Response Codes (Top 10) @ 4

berrypidh soltest-arb testubuntu l

60 60 60

° 200
* 201

taskname (Count) taskname (Count) taskname (Count) - .
@ soltest-arb (tasknam... @ testubuntu (taskname... @ berrypich (taskname

Most Recent Web Performance Tests @ 4 Top Error Messages (Top 10) © 4

Qo

o EmptyGroup

4.2.5. Usage & Adoption

Microsoft

» Microsoft License Usage Activity

Reports on annual cost, user activity and inactivity by time periods (months, weeks), as well as tenant
and user breakdown by last teams activity and cost.

A > -+ > Microsoft License Usage Activity - = Cc

B 28 Mar, 2024 12:00 am - 27 Apr, 2024 7:46 pm

Microsoft License Usage Activity

v

Potential Annual License Savings for Teams @ Latest Reported Activity Ratings @ 4
nnual Co: ne
—— i
1<
— 1
* s
ePTIW eAcive ePTZW oPT3M oPTIM . PT6M o PTIZM

* Microsoft Teams License Trend

Reports on license usage by type and number of licenses used.
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A > - > Microsoft Teams License Trend ~ = C

B 27 Apr, 2024 7:52 pm - 27 Apr, 2024 7:57 pm

Microsoft Teams License Trends

v

MS licenses being utilized by type [Last 30 Days] @ 4

® Microsoft Power Apps
Microscft Teams Phone.
® 1840fa21-98c3-4e5d-95

® Power Bi ffree
Microsoft Teams Rooms.
© 36301353-2dbS-49ea-bf.

Chart
Mresott . Microsst Mot .
ssaress- lroso  gSeseg1T- . Micrsoht Micossh  SEI6R o 552865 Micosft Mot TOnl'  csn oo 36063 s
DutcTime TS Merssh  FnT 0diideee PR Power 355 Si2ed¥e O Betsn Towms oot MoomBase 305 O B | 99943 GAT41%.
eTme e 3sses 0P 4 B pcmete Suminess b 5 hone " aithot = - stoe -
0dbaS76410e6 O 1384354965 (") Free Basic  1dassd72ef80 — Audec 76213440638 5 21 4

»

User data for licenses being used ® 4

Qo

» Microsoft Teams Usage Analysis

A > - > Microsoft Teams Usage Analysis -

B 28 Mar, 2024 12:00 am - 27 Apr, 2024 7:48 pm

Microsoft Teams Usage Analysis

v
Total Calls @ Call Volume By Day @ 4 Calls Trend By Day @

Calls (St
Calls (Sum Saturday

Thursday
Fridey @ Wednesday
16 Ty Toesday
1211 Mondsy “ o Monday
, v

79

® Friday

® Saturday
Tuesday Sunday
181

Wednesday
9 Calls (Sum;
Total Meetings @ Meetings Volume By Day @ 4 Meetings Trend By Day @
Sum) Saturday
ot ) Thursday
onday . Wednesday
o . Thursday S
s
1240 ety

o Friday

» Microsoft Teams User Activity

Reports on active user counts by calling, meetings, chat, busiest days

A> - D

B 28 Mar, 2024 12:00 am - 27 Apr, 2024 7:49 pm

Microsoft Teams User Activity

Daily Active User Count Stats for MS-Teams Cal. ® Active User Count Trend By Day @

s
»
° .

o Calling (Min) @ Caling (Avg) @ Caling (Max)

Deily Active User Count Stats for MS Teams Me_. © \ / \

—
® Mectings (Min) @ Mectings (Avg) @ Mestings (Max Calling (Max)  © Mesting (Max) O Private Chat Messages. Team Chat Messages (Max Other Actions (Max)

» Microsoft Teams User Activity Detailed
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W

| =
v callcount (Sum)  © mesting count (Sum
[E— g
I
—
| N | pnlgp
I 'R B
EEE=szzs ssnigl EEEsE

® Audio (Sum) @ Screen Share (Sum) @ Video (Sum

« Microsoft Teams User Review

Reports on most active calling organizers, participants

#A > =+ > Microsoft Teams User Review -

5 28 Mar, 2024 12:00 am - 27 Apr, 2024 753 pm

Microsoft Teamns Calling Duration Trend (O

Top 10 Most Active Participants on Microsoft Teams Calis @ 4

Stacy powe e N

Webex

» Meetings

Meetings Quality

Meetings Quality 1

Meetings Who Joined

Participant Summary

#A > =+ > Participant Summary - T C

Webex Meetings %

HostsMame - MostsEmal - MestingTile - Webex UserName Wetes User Emal Meeting Start Time (UTC) Masting 10

» Devices
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B 26 Apr, 2024 3:44 pm

Webex Devices Interface Type #

a2y

Webex Devices Connection Status 4

A > = > Devices -
- v
Room-10-7 o

Cisca TekePresence
SX10 - VOSS-Ringwoed

s . SX
Webex Devices created trend

Webex Devices Stable software version 4

VOSSDEV

%19

@WLAN ¢ EmptyGroup

. LN

Webex Devices Software Versions 4

RosmOS 9.15.18.5 e#6875124c
957

 Licenses
D> -

Customer License Filter #

> Licenses -~

* Locations
A > - > Locations -

Webex Workspace Locations 4

Webex Workspace Locations - Number of cities 4
Cape Town

» People

Webex Licenses 4
K < 1 >3 e v
Webex Licenses Consumed Licenses
r

Henley-on Thames

Searnemouth

London
1

Email:
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A > - > People - T C

B 26 Apr, 2024 8:20 pm - 27 Apr, 2024 820 pm

Webex People - Number of Users by Customer 4

VOSSDEV

25

Count
Xose,

s.05%
VOSSDEV - Advanced

» Webex Calling
» Webex Insights
» Webex Security
4.2.6. User & Device Inventory
Cisco
» Cisco Headset Summary
# > - > CiscoHeadset Summary - =

HEADSET CONNECTION TYPES © ¢ HEADSET CONNECTION STATUS @ +

Cince - 34 Cinss - 862
00 s0.00
DECT Wirekess X300 42.70 conmected - JRLNNA2 70

100.00% 100.00°
XK

® DECT Wireless - 172.3 @ comnected - K00 42.70 ®Cisco- 562 & Cisco- 56

HEADSET CONNECTION ST

DOCK AND HEADSET ASSOCIATIONS @ 4

* Phone Inventory
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A& > -+ > Phonelnventory -

Qo
Customar
 Unfiegistered - 7230 Mene - MILEA 50 - Pho. - .
® Rejected - TTL30 42 8 :" ot 2 J0RL 34 - Prone
® Rojected - TXXI0.1.1
Registered - K804
I< € > v

STATUS COUNT BREAKDOWN O 4

| ]
Inventory
* Device Inventory Dashboard
= C

A > - > Device Inventory Dashboard -~

B 26 Apr, 2024 2:36 pm - 26

CURRENT ASSET GROUPS % @

ACME-EMEA-CUCMPT
07y

avs _EmaGroun
os7 392
PANDABANK
1 6s0%

Integrated Services Router G2

® EmptyGroup PANDABANK @ Cisco 3945 Integrated GSR10 Reading WPSS @ test @ dashboard ® Voss UK @ Voss AudioCodes © VOSS-NAM-UCX-P
v -1 « xP voss-8 o A-CUCM ® VOSS-CPT-UCK-P1 @ VOSS-CPT-CUCM-P1 © VOSS-CORE-SWITCH VMHOSTO1 VF1358-5001
VAUC-19.3.4 Tc10 SBC02-GSR10 SBCO1-GSR10 Poly X30-wifi Phone Server 1 ® POLYX30 ® POLY-X50 o NaM

@ Local Arbitrator Plat Insichts Netflow Coll GSR10 Readina WP @ GSR-10 Reading WP GSR-10 Reading Uniffie.. @ GSR-10 Reading Unifie. GSR-10 Reading Unifie. @ GSR-10 Readina Unifie_. @ GCP-VAUC

Current Asset List @

Microsoft

* Microsoft Teams Active Directory User List

Reports on user list with user details
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A > =+ > Microsoft Teams Active Directory User List ~

Microsoft Active Directory User

User Lis

« Microsoft Teams Audio Device

A > - > Microsoft Teams Audio Device -

Top 10 Media Capture Devices (Microphone) @ 4 Top 10 Media Render Devices (Speaker) @ 4

Microsoft Certified

Not Microscht Certified
%6.74%

® Not Microsoft Certified @ Microsoft Certified

Top 10 Media Capture Devices (Microphone) @ 4 Top 10 Media Render Devices (Speaker) @ 4

Qo

Microphone - User Platiorm Compliancy

GsplayName serPrincipaliame s jobTitle

Microsoft Certified
950%

Not Microsctt Certified
%0.50%

® Not Microsoft Certified @ Microsoft Certified

Speaker User Platiorm Comphancy "g:’:

* Microsoft Teams Audio Devices Detailed

A > - > Microsoft Teams Audio Devices Detailed -~

Top 10 Media Capture Devices (Microphone) 4

Integrated Webcam

376% 1
MAC/Linux bult-in device
376%

Reshek Ao \
s2m \

Intel Smart Sound Te. '
&77s

Defaultimput device K ek A
1830%

Buit In mput
ns

@ Realtek(R) Audic

@ Defauit input device
Realtek Audio
Integrated Webcam
2- DualSense Wireless.

Top 10 Media Render Devices (Speaker) 4

sbficeLocation metelePhane Count

B 20 Apr, 2024 12:00 am - 26 Apr, 2024 3:34 pm

Top 10 Capture Devices (Microphone) and User Feedbacks 4

and User Feedbacks 4

HD Audio Driver for Display Audio
EVEN 4

Jabra SPEAX 510 USB Realtek(R) Auds
343% 27.

MAC/Linux bult-in devi
6%

3
Micsosoft Hyper-V Vid
607%

Resitek Avso
a7

Defauit outpet device

9.50%

“letel(R) Iis(R) Xe Graphics
2150%

Bult-In cutpet
1240%

® RealtekiR) Audio
@ Built-in output
@ Realtek Audio
MAC/ Linux buit-in de.
® HD Audio Driver for D.

® Intel(R) Iris(R) Xe G.
@ Defauit output device
Microsoft Hyper-V Video

NVIDIA GeForce GTX 96.

« Microsoft Teams Devices

Intel® Smart Sound Technology for Digital Microphones.

Jatra Link 370

Realtek(R) Avso
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A > ++ > Microsoft Teams Devices - TC i

Teams Device Registration

Custorner

Oputng TR megettion e Comphant
System ?

Display Name

» Microsoft Teams Teamwork Devices

Reports on device types, hardware models, buildings and meeting rooms

4.3. Custom Dashboards

You can create new dashboards based on one of the Insights reference dashboards that ship with the system,
or create new, custom dashboards from scratch.

To create a new custom dashboard, use one of these options:

 Create a brand new dashboard. Click Add Dashboard from the dashboard library panel. See Add a
New Custom Dashboard

» Choose one of the Insights reference dashboards, clone it (make a copy), and modify it for your
requirements to create a new custom dashboard. See Working with Dashboards

Related Topics

* Introduction to Dashboards in the Dashboards Administration Guide.
* Insights Reference Dashboards in the Dashboards Administration Guide.

« Introduction in the Dashboards Administration Guide.

4.4. Working with Dashboards

4.4.1. View Dashboards

To access the dashboards library, click the toolbar Main Menu icon (hamburger) to expand the panel
displaying a list of the available default and custom dashboards.

Note: Folders and dashboards display only if search definitions have been performed. You will need to
create search definitions to view these items.
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Related Topics

« Add a New Custom Dashboard

4.4.2. Define Dashboard Time Frame
Select a dashboard to define its date/time frame (the period for which data displays), which defaults to 24
hours.

Click on the date drop-down at the top-right of the screen to open the calendar, along with a list of pre-set
time frames (for example, Last 5 minutes, Last 30 Minutes, Last Hour). Scroll through and select the
date/timeframe that you want to include on the dashboard.

Click to Refresh Data 11 Oct, 2021 12:13 pm - 12 Oct, 2021 12:13 pm -

¢ Oct w2021 w 3 Oct w|[ 2021 » Last 5 Minutes
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Last 30 Minutes
1 2 Last 60 Minutes
3 4 ) i] T 8 ]
Last 12 Hours
10 12 13 14 15 16 11 kel 13 14 15 16
Last 24 Hours
17 18 19 20 21 22 23 17 18 19 20 21 22 23
24 25 26 27 28 20 30 24 25 26 27 28 20 30 Lh LR
31 31 Last 30 Days
Last 2 Months
1 w || 00 w | AM W 11 w || 00 Wl AM W

An option is available to toggle between Local time and UTC time in the display.

Note that, as with the search definition, the more time selected the more data to analyze thus time to render
the widgets is based on the time frame selected and the amount of data to pull.

4.4.3. Clone a Dashboard

Cloning a dashboard creates a copy of an existing dashboard, which you can rename and edit to create a
new dashboard.

Note: The VOSS Reference Dashboards are read-only. You can clone a reference dashboard then edit the
clone to suit your requirements.

1. Select a dashboard from the dashboard library.
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2. Click the Dashboard Operations icon on the toolbar (vertical ellipsis), then select Clone Dashboard
to open the Dashboard Editor with a copy of the dashboard’s properties.

3. Change the dashboard name, then click Save.

The new dashboard you created (copy of an existing dashboard) opens. Now you can edit the
dashboard widgets.

= VOSS « Back VOSS Insights Q,  Search Dashboerds

Dashboard Name
Dashboard Name
All Alerts Overview clone

Refresh Interval

Manual v Refresh Interval
Default Date Range
Last 24 Hours v

Always use default range on dashboard load Default Date Range

Set as Default

Always use default range on dashboard load

Lock with Password
f this opt elected, the default range will a ys be applied every time the dashboard oaded. T

Set as Default

Lock with Password

4.4.4. Edit Dashboard

1. Select a dashboard from the dashboard library.

2. Click the Dashboard Operations icon on the toolbar (vertical ellipsis), then select Edit Dashboard to
open the Dashboard Editor.

Note: The VOSS Reference Dashboards are read-only. You can clone a reference dashboard then
edit the clone to suit your requirements.

3. Define a refresh interval from the drop-down to determine how often the system refreshes data from
the database for this dashboard.

4. Edit settings as required, then click Save.
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= VOSS « Back VOSS Insights Q,  Search Dashboards

Dashboard Name
Dashboard Name

All Alerts Overview clone
Refresh Interval

Manua v Refresh Interval
Default Date Range
Last 24 Hours v

Always use default range on dashboard load Default Date Range

Set as Default

Always use default range on dashboard load

Lock with Password
fth pt elected, the default range will always be applied every time the dashboa eloaded. T

Set as Default

Lock with Password

4.4.5. Add a Widget to a Dashboard

1. Select a dashboard from the dashboard library.

2. Click the Dashboard Operations icon on the toolbar (vertical ellipsis), then select Add Widget to
open the Add Widget dialog.

3. Select the widget type
4. Build the widget, then save your changes. See Working with Dashboard Widgets

4.4.6. Position Widgets on a Dashboard

1. Select a dashboard from the dashboard library.

2. Click the Dashboard Operations icon on the toolbar (vertical ellipsis), then select Position Widgets
to make the dashboard editable so that you can move widgets around the page and resize boxes.

3. You can drag the widget from the bottom right corner of the widget to resize it, or to move the widget, you
can click on it and hold the mouse down, then move the widget to another location on the dashboard.

4. Save your changes.
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4.4.7. Print Dashboard

1. Select a dashboard from the dashboard library.

2. Click the Dashboard Operations icon on the toolbar (vertical ellipsis), then select Print Dashboard
to open the Print dialog.

3. Fill out a title for print job, and choose print options.

For example, select Place descriptions below legend to place all description text in the widgets
below the charts.

You can also select the design by choosing the number of widgets to place on a page, and you can
upload a logo.

4. Click Print to print the report (or click the Close icon, X, to cancel).

Print 4

Customire Title

Dezcription Location

Widget Layout Per Page

o

Logo

4.4.8. Move a Dashboard

1. Select a dashboard from the dashboard library.

2. Click the Dashboard Operations icon on the toolbar (vertical ellipsis), then select Move Dashboard.
3. On the pop-up, choose the folder to where you want to move the dashboard.

4. Click Move.
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Select a Dashboard Group mx

VOS5
Concept
Reference V2

SOL-Test

¥y ¥y ¥y v v ¥

Voss-Reference

Ungrouped

4.4.9. Delete a Dashboard

1. Select a dashboard from the dashboard library.
2. Click the Dashboard Operations icon on the toolbar (vertical ellipsis), then select Delete Dashboard.

The dashboard will be deleted and removed from the menu.

Note: This does not delete the extraction definitions. You will need to go to the search screen for this
function.

ks il rafieraaug seT rn ¥

= =

= ==

4.5. Working with Dashboard Widgets

4.5.1. Overview

Dashboards contain several editable widgets that you can configure in the Widget Editor. You can modify
their look and feel, and configure the data presented in each widget.

The image shows a dashboard with several widget types:
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A > llinsights Reference > Alerting - > Global Alarm Trend Analysis = C

8 Jan 24, 2024 218 pm - Jan 25, 2024 218 pm

REFERENCE_ID (Count)

17,404

® Critical "REFERENCE_ Major (REFERENCE_ID Informational (REFER Minor (REFERENCE_ID Unknown (REFERENCE

Chart
Tiene Critical TREFERENCE_ID (Court])  Major ("REFERENCE_ID (Court]”) | Informational {REFERENCE_ID (Count]’)  Manor (REFERENCE_ID (Court]’) Unknown [REFERENCE_ID (Count))
CU24/24 1200 pm 1363 2
U244 G100 pm 1765 &7

AP B2 e 2154

ALARM CATALOGS - Top 10 4 EVENTS-Top 10 4 SYSTEMIP ADDRESSES - Top 10 4

0.114
1 ‘ 485% \
N I Aam; B ~\ EmptyGroup
= 1598
Cisco UCCX ' 42168
10.04% ‘ Sin%
Cucen_Rema_VaV 001 .'
1457% anvdt
® DEM Agent Reported In @ Alarm ID: 10000 PING eE 'Growp . 0.1
® PING Monitor & Alarm ID: 80001 (High_. ol 2160 o1 011120
® Cucm_Rtmt_VaV ® Alarm 10: 80006 (SSL ™ 1 6.0.114
& Cieen IFTY o Algrrm IN- AL Fern 1 042151 0.14.81

Note: For details around adding a new widget to a dashboard, or for changing a widget’s position on a
dashboard, see Working with Dashboards.

A widget is set up to define the data to display on a dashboard. The data may come from various sources,
including, for example, data from CDRs imported to a directory, data collected by probes, or data synced
from Automate. Regardless of the source, the system processes the data and populates the appropriate
database tables.

A CRON job, which runs every minute, processes the files to populate the tables on the Arbitrator. You can
then set up a widget on the relevant dashboard and select the resource, for example, Oracle CDR data, and
the required search definitions (data to display), to retrieve and display this data on the dashboard.

Note: When working with a dashboard, you may want to manually refresh the data in a widget (from the
database). In this case, you can click the Refresh icon C at the top right of the widget.

For details around choosing and configuring the resource and definitions for the widget, see Resource Tab

For details around adding customer CDRs to a directory, see:
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« Add Customer CDR Folders in the Arbitrator Install Guide.

4.5.2. Edit a Widget

You can access widget editing options via the vertical ellipsis icon : atthe top right of a widget. See Widget
Options Menu.

To edit an existing widget:
1. Open the relevant dashboard.

2. Click the ellipsis icon (Widget Options) at the top right of the relevant widget on the dashboard to
display the Widget Options Menu.

3. Choose the relevant option for updating the widget, for example, you can edit, clone, move, or remove
the widget, or download data.

Note: The widget editing options that display depend on the type of widget you're working with.

4. Make your changes, then save.

Related Topics

* Build a Chart in the Widget Editor
» Widget Options Menu

4.5.3. Widget Options Menu

Overview

Click the vertical ellipsis icon * atthe top right of a widget to access the Widget Options menu.

Editing options in the Widget Options menu depend on the widget type and user permissions. For example,
Save Chart is only available if the widget type is chart.

= VOSss VOSS Insights Q  Search Dashboards o

N > Reference V2 > AlertsV2 > Global Alarm Trend Analysis ~

™ Dec 7, 2023 12:58 pm - Dec 8, 2023 12:58 pm

ALARM COUNT  Widge Options
Edit Separators

REFERENCE_ID (Count)

28,437
| Rem Widget |
- T
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The table describes the possible widget editing options:

Option

Description

Save Chart

Edit Separators
Edit Widget
Clone Widget
Remove Widget
Move Widget

Download CSV

Download CSV - All data

Download Excel Work-
book

Download Excel Work-
book - All data

(Only available if the Widget is a Chart). Saves any widget to your
desktop. This file can then be imported into documents for custom
reporting.

Opens a separate page where you can select one or more separators
that you want to use on your widget, i.e. Left, Right, Top, Bottom or All.

Opens the widget editor, where you can edit the data and the analysis of
the data that is represented on the widget. See Widget Editor for details.

Creates a copy of the widget, which you can then modify to meet the
specific data analysis needed. This is much quicker than creating a
brand new widget/dashboard.

Deletes the widget from the dashboard.

Launches a tree of all the folders and dashboards in the system. Simply
choose the folder and click on the dashboard destination you want.

Downloads (formatted) underlying data (chart or table) to . csv file, which
you can save to your computer. Data is based on the time selected in
the time-bar.

Choosing “All data” downloads all table data (without formatting) in that
widget (regardless of the time set in the time-bar) to a . csv file that you
can save to your local computer. Global filters are considered.

(Only available if the Widget is a Table.) Downloads (formatted) table
data to an Excel file that you can save to your local computer.

(Only available if the Widget is a Table.) Downloads all table data to an
Excel file that you can save to your local computer. Global filters are
considered.

Downloading Files (CSV or Excel)

From the Widget Options menu you can download widget data in either CSV or Excel format files - standard
download (formatted data), or all data (which includes underlying data in the widget).

The image shows a file download with formatted vs unformatted data:
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Filter Data in Downloaded Files

You can filter data in a widget before downloading a file (CSV or Excel). Use the widget Search function to
filter for the data you wish to include in the downloaded file. The file will then only contain the filtered data.

Latest System Stats

Q, Search= 1 filter oppiied

BIE™ RRSS [ §E e

1131wzl 1723042, spll 145,058,97...
2 131021 11... 1723042 spll 145,858,94. ..
3131002111, 1723042 spll 145,873,52...
4 13010/21 11... 172.3042...  spll 145.874,51...
513102111, 1723042, spll 145,074,344,

Date Format for Downloaded Files

From the Widget Options menu, you can download CSV or Excel containing widget data. If you wish to
download the file with a specific date format in the filename, you should be working with widget data in a
Table 2 chart type. For Table 2 chart types, the date format also displays in the widget table header row.

The image displays Table 2 charts (marked 1 and 2), and a Table 1 chart (marked 3):
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Cack to Refresh Data 4 Apr 15,2024 1:58 pm - Apr 15, 2024 2:03 pm

+ Global Filters (3 applied )
System log [Last 2 Months] System log [Last 2 Months)
Q Search ~ Q Search ~
hﬁ.mmw area action duration (Sum) _' - :xt.ww)«ﬂ area action duration (Sum)
(America/Denver)
1/03/25/24 22600 pm | policy impon

1 03/25/24 82600 pm | policy
Displaying 1-10f1 «first prev next lasts -

Displaying 1-10f1 «first prev next last» 1000 v
3 System log [Last 12 Months]
Y

Q Search ~ 2

ASSET PHYSICAL Total Bytes Received Total Number
ADDRESS (Avg)

’
ASSET IPADDRESS Pockets (Sum)

1 XXXRX2,22 KSA 0

For Table 2 type chart widgets, you can set up the date format for the table - either UTC, local time, epoch,
or a specified regional timezone. Date format is configured via the Widget Editor. On the Settings tab, click
the cog icon at Table Field Renderer, and in the Table Renderers dialog, change Renderer Type to Date,
then choose a date format type. When selecting Timezone, you can also choose the region and city.

The image displays the date format settings in the Table Renderer dialog:

= Back Widget Editor

Chart Title Descript - |
Table Renderers

L) OverT
: 5 Region A v Gy v
= > action
Te Align Left align v
&= . Hide Column
H 5
+
]
-}
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Related Topics

* Build a Chart in the Widget Editor

4.5.4. Widget Editor

The Widget Editor provides options for configuring data resources, settings for configuring how data displays,
and drill down options. Configuring a widget in this way provides several powerful data analysis options.

To launch the Widget Editor:
1. Open a dashboard.

2. Click the Vertical Ellipsis icon : atthe top right corner of the widget you wish to edit, to display the
Widget Options menu.

3. Select Edit Widget.
Update the widget via these tabs:
* Resource Tab
» Settings Tab
* Drilldown Tab

Chart pane in the Widget Editor

The panel on the right (the chart pane) on the Widget Editor page, displays data based on the widget
configuration.

Fessures B Jan 23,2024 1:47 pm - Jan 24,2024 1:47 pm
4 Ao Query
Data Source Resout
Fields Definitions
=3
Filters | \

= LR

Critical CREFERENCE.... @ Informational (REFER. Major (REFERENCE_ID Minor (REFERENCEID . @ Unknown (REFERENCE 1

Chart

Time Critical (REFERENCE D Informational (REFERENCE_ID Msjcr (REFERENCE ID Miner (REFERENCE ID Uniknown (REFERENCE_ID
(County) (Count]) Count) (Count) Count))
o200
oM g

oz
- =

oB2eeI00
M “

Note: If the widget you open for editing contains pre-existing configuration and data, this data displays in
the chart pane without running additional queries. This means that you can view configuration changes
immediately, based on pre-existing data.

The table describes the chart pane configuration options:
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Configuration

Description

Date range calendar

Overwrite  Dashboard
Range

Auto Query

Date

Select a date range for the data you wish to analyze.

Define whether to allow the widget date range to overwrite the
dashboard date range.

Define whether to allow automatic queries. If you have this setting
enabled, the system automatically runs the query to refresh data
when you update the widget configuration. Disable this setting to
limit the number of queries, and to only run the query manually
once you complete the configuration. In this case, you'll click the
Query button to run the query when you're ready to do so.

Resource Tab

This tab configures the widget’'s data sources, search definitions, fields, filters, and sorting.

yDUVRETEERRE LR erad

Critical CREFERENCE.... @ Informational (REFER. Major (REFERENCE_ID Minor (REFERENCE_ID Unknown (REFERENCE |

Chart

Time

Critical (REFERENCE D Informational (REFERENCE_ID Major (REFERENCE ID Miner (REFERENCE ID Uniknown (REFERENCE_ID
(County) (Count]) Count) Count) Count))
0230100
ou 8

oz
ou =

o000
ou =

The table describes the fields on the Resource tab:

B Jen 23,2024 1:47 pm- Jan 24,2024 1:47 pm Save
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Field Description

Data Source This drop-down lists all the databases to which the VOSS Insights plat-
form has access. This can be its local database or it can contain multiple
databases.

Resource This drop-down lists existing resources.

When editing an existing widget within a dashboard, the default name
is the search definition used for that dashboard. However you can use
this to pull data onto a widget from any defined search definition, thus
creating a dashboard of widgets that analyze data from multiple data
sources (Ex: Firewall, DNS, Router, Application)
Data definitions are also available for:
» VOSS Automate MSgraph, MSteams, and Spark objects (search
for msgraph, msteams, spark).
» Webex API data (search for webex).
 Oracle SBC CDR (for visualization of Oracle SBC CDR data from
Oracle tables)

Fields Drag fields from Definitions that you want to analyze on the widget. You
can add as many fields as required to a single widget.
Definitions Definitions are categorized by type (Text fields, Integer fields, Float fields,

Epoch Date fields, Calculated fields, and Filter Only fields), based on the
data type extracted from the search definitions previously created and
associated with the widget.

First choose a resource to filter the field types and fields associated with
the definition, then you can drag the required fields into the Fields panel
on the left.

Filters Allows you to set a filter definition for the widget. For example, filter only
on values greater than 200. These filters allow the widget to be created
to provide analysis of the data based on the specific context.

Drag and drop fields here that you want to use as filters (from Defini-
tions).

Additional Sorting Allows you to set the starting order for fields that appear in a table. Using
this field allows the column sort to be pre-set based on the fields dropped
into this panel.

Drag and drop fields here, from Definitions.

Note: Where dates are listed, the zero (0) value is not interpreted and shown as Jan. 1, 1970, but simply as
0.
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Related Topics

» For more information around working with fields on the Resource tab, see Widget Editor - Fields

+ For more information around working with filters on the Resource tab, see Widget Editor - Filters

Settings Tab

This tab configures settings for widget data for charts, counters on cards, and tables:
* Charts

You can change the chart title, description, series limit, chart type, and chart colors. Additional
configuration fields on the tab are based on the chart type you choose.

= VOSsSs «Back VOSS Insights Q  SearchDashbosnts
Sattings ™ Dec 7, 2023 12:58 pm - Dec 8, 2023 12:58 pm
Chart Title ne
Series Lim an [ | | ]
» | |
L] ] aee
Type =
th ey
& 5 = (B T ~ .
B S E G
Sesolibar - Numbsr Of Columns §
— \ \ \ \ \ ‘ ‘ ‘
»
Crimcal (REFERENCE_ » Mag

« Cards with counters

Change the size and color of fonts for headers, counters, and footers. You can also choose to remove
headers on the card, if preferred.
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Series Lanit Dispiay cre Simansicn or one TeEnc 8%
~ Label Prefu Open
ih eY
OsEEHX
Header Font Size
e B Q. v
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Footer Fort Wesght -
» Tables
Change font sizes, and the background or text color in fields.
=
. Table Renderers ™
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Related Topics
» Tables
* Introduction to Building Charts
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Drilldown Tab

This tab defines the drill-down field behavior and allows you to choose the fields that will display as drill-downs.

= VOSS « Back VOSS Insights Q  Seaich Dashboards

Drilldown ™ Dec 7, 2023 12:58 pm - Dec B, 2023 12:58 pm

W

Critical ( REFERENCE

4.6. Widget Editor - Fields

4.6.1. Overview

Filter option Select Drilldown Fiekds

. Wame REFERENCE_ID
Feld REFERENCE_ID

. Name SEVERITY
Feld SEVERITY

No Selection

[Edit dashboard

Launch Third-Party URL

On the Resources tab in the Widget Editor you can choose field types to include in a widget, depending on
the type of data to represent in the field and the analytics required; that is, the context and purpose of the
field and its function. For example, an integer field with a SUM calculation.

Fields may be of type text, integer, calculate, float, epoch date, Json.
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Resource
Data Source Resowrce
Arbitrator (VOSS Default v Rl (anae e
2 R
Fields Definitions i

Collection Time

Data Source SV

p Text Fields

Event ID
Defintwons
p Float Fields

Title

p Epoch Date Fields

Origin B Json Fields
Classification

Service Fisld: classification

Field Type: Text

Feature Group

Table: MSTEAMS _JSSUES

Mappang

Chan Type

Sort: ) asc @) Desc (@ None

Related Topics

» Working with Dashboard Widgets

4.6.2. Text Fields

If the extracted field is a text field, the Field Type value is “Text”.

The Title is automatically populated with the field name from the log. This title can be changed to describe
more accurately the data field.

An Operation box provides these options:

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 69
doc-feedback@voss-solutions.com



4.6. Widget Editor - Fields

Option

Description

Grouping Count

Select Query

Count

Partition By and Partition Order

Groups all of the same fields and counts the number of times
they occur in the data, for example: Field is Acme Trading and it
occurred 35 times. The output will be Acme Trading count of 35.

Allows you to choose to output all records from the query with-
out grouping them. Warning: This could result in a tremendous
amount of data depending on the topic being analyzed. Example
is a call table that could return millions of rows.

Returns the total count of the value. If there are 1000 occurrences
of the value “350” the output will be 1000.

These two functions are specific to our PostgreSQL database and
allow you to show the most recent or the earliest entries in the
data. They are utilized with the “Select Query” on the data set.

Felgt omr_omrdevicelocation

| Fiald Typs: Tt

Table: CISCO CMR_CDR_CeOS_VIEW

REHEIEHEY o Geoaspeng Count i
ST Dudry
£
Mappin :::rm Hy
Parimon Oroer
Sort: i s ® Desc i Hore
Remove  Update

4.6.3. Integer Fields

If the extracted field is an integer field then it will show Infeger in the Field Type. The Title is automatically
populated with the field name from the log. This title can be changed to describe more accurately the data

field.

An Operation box provides eight options:
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Option Description

Grouping Count Groups all of the same fields and counts the number of times
they occur in the data, for example: Field is the value “350” and it
occurred 10 times. The output will be 350 count of 10.

Select Query Allows you to choose to output all records from the query with-
out grouping them. Warning: This could result in a tremendous
amount of data depending on the topic being analyzed. Example
is a call table that could return millions of rows.

Count Will return the total count of the value. If there are 1000 occur-
rences of the value “350”, the output will be 1000.

Min Will calculate the minimum value that has occurred in the data
and output that value.

Max Will calculate the maximum value that has occurred in the data
and output that value.

Avg Will calculate the average value of all the data and output that
value.

Sum Will calculate the sum of all the data and output that value.

Variance Will calculate the variance within the data and output that value.

Variance is how far a set of integers are spread out, thus a variance
value of zero indicates that all the values are identical.

Stddev Will calculate the standard deviation within the data and output
that value. Standard deviation will quantify the amount of variation
or dispersion of the data set. A value close to zero indicates that
the data points are close to the mean or the expected value while
a high value indicates that the data points are spread out over a
wide range of values.

Partition By and Partition Order | These two functions are specific to our PostgreSQL database and
allow you to show the most recent or the earliest entries in the
data. They are utilized with the “Select Query” on the data set.

Falc: origCause_valus

Field Type: Integer

Table: CXSC0_COR

Mappary

Farmattir

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 71
doc-feedback@voss-solutions.com



4.7. Widget Editor - Filters

4.6.4. Calculated Fields

If the extracted field is a pre calculated field, then it will show Calculated in the Field Type. The Title is
automatically populated with the field name used in the database. This title can be changed to describe
more accurately the data field.

An Operation box provides two options:

Op- Description
tion

Value Will output the exact value of the calculated field, for example: The calculation is the count of all
failed calls then the output will be that value.

Sum  Will sum up all the values of the calculated filed, for example: The calculation is the call failure
ratio then the output will be the sum of all of these values.

Fields

Field: Count_Calls_Falled

Fleld Type: Caloulated

Sum

Operation

Sort @ Asc i Desc

4.7. Widget Editor - Filters

4.7.1. Overview

This section allows filters to be applied to data elements being analyzed from the Fields element in the
Widget Editor. As with Fields there are several analytic options depending on the context of the filter and the
desired functions, i.e. Integer Field utilizing a greater than Calculation. The following options are available:

+ Text
* Integer

 Calculate
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Related Topics

» Working with Dashboard Widgets

4.7.2. Text

There is an empty Filter box labeled Filter where the custom filter function needs to be input. Next is an
Option box that provides/defines the filter that is applied in the filter box. There are 12 available filtering
functions:

» LIKE (Case Sensitive) - is a function that based on the pattern entered in the filter field will return the
data that matches the pattern from the extracted string. This function is case sensitive. An underscore
(1) in the pattern indicates matches any single character while a percentage sign (%) indicates matches
any sequence of zero or more characters.

» NOT LIKE (Case Sensitive) - is a function that based on the pattern entered in the filter field will return
the data that does not match the pattern from the extracted string. This function is case sensitive.
An underscore (_) in the pattern indicates matches any single character while a percentage sign (%)
indicates matches any sequence of zero or more characters.

* ILIKE (Case Insensitive) - is a function that based on the pattern entered in the filter field will return
the data that matches the pattern from the extracted string. This function is NOT case sensitive. An
underscore () in the pattern indicates matches any single character while a percentage sign (%)
indicates matches any sequence of zero or more characters.

* NOT ILIKE (Case Insensitive) - is a function that based on the pattern entered in the filter field will
return the data that does not match the pattern from the extracted string. This function is NOT case
sensitive. An underscore (_) in the pattern indicates matches any single character while a percentage
sign (%) indicates matches any sequence of zero or more characters.

» Equals (=) - is a function that based on the pattern entered in the filter field will return the data that is
equal to the pattern from the extracted string.

» Not Equal (!=) - is a function that based on the pattern entered in the filter field will return the data that
is not equal to the pattern from the extracted string.

* IN - is a function that based on the pattern entered in the filter field will return the data that exists within
a comma separated list, i.e. 1, 2, 3, 4.

» NOT IN - is a function that based on the pattern entered in the filter field will return the data that DOES
NOT exist within a comma separated list, i.e. 1, 2, 3, 4.

+ REGEX (Case Sensitive) - is a function that utilizes POSIX Regular Expressions to extract data. It is
case sensitive.

+ REGEX (Case Insensitive) - is a function that utilizes POSIX Regular Expressions to extract data. It is
NOT case sensitive.

+ EXCLUDE REGEX (Case Sensitive) - is a function that utilizes POSIX Regular Expressions to extract
the data that doesn’t match the pattern. It is case sensitive.

+ EXCLUDE REGEX (Case Insensitive) - is a function that utilizes POSIX Regular Expressions to extract
the data that doesn’t match the pattern. It is NOT case sensitive.
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4.7.3. Integer

There is an empty Filter box labeled Filter where the custom filter function needs to be input. Next is an
Option box that provides/defines the filter that is applied in the filter box.

There are twelve available filtering functions:

Less Than (<) - is a function that based on the value entered in the filter field will return the data that is
less than the value from the extracted string.

Greater Than (>) - is a function that based on the value entered in the filter field will return the data that
is greater than the value from the extracted string.

Less Than or Equal (<=) - is a function that based on the value entered in the filter field will return the
data that is less than or equal to the value from the extracted string.

Greater Than or Equal (>=) - is a function that based on the value entered in the filter field will return
the data that is greater than or equal to the value from the extracted string.

Equals (=) - is a function that based on the value entered in the filter field will return the data that is
equal to the value from the extracted string.

Not Equal (!=) - is a function that based on the value entered in the filter field will return the data that is
not equal to the value from the extracted string.

IN - is a function that based on the values entered in the filter field will return the values that exists
within a comma separated list (i.e. 1,2,3,4)

NOT IN - is a function that based on the values entered in the filter field will return the values that
DOES NOT exist within a comma separated list, i.e. 1,2,3,4.

REGEX (Case Sensitive) - is a function that utilizes POSIX Regular Expressions to extract data. It is
case sensitive.

REGEX (Case Insensitive) - is a function that utilizes POSIX Regular Expressions to extract data. It is
NOT case sensitive.

EXCLUDE REGEX (Case Sensitive) - is a function that utilizes POSIX Regular Expressions to extract
the data that doesn’t match the pattern. It is case sensitive.

EXCLUDE REGEX (Case Insensitive) - is a function that utilizes POSIX Regular Expressions to extract
the data that doesn’t match the pattern. It is NOT case sensitive.
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Filters

HOT IN

megex (Case sensitive)

Aegex [Case irsensitive)
Exclude Regex (Case sersitive)
Exclude Regox [Case insenstive)

4.7.4. Filter Only

If utilizing a Filter Only value in the Option box there are not any additional options. This is a predefined
function in the database and the system will utilize this for the filtered content.

Filters

dpbcn

Cption; Rl : N

4.7.5. Mapping

Figld: Client

Field Type: Teat

Operation: ey =T

Sort i) asc ® Desc
Remove Update

By clicking on the wrench icon, a page will pop up allowing a powerful feature of mapping data elements
to common names. This can be any data such as Cause Codes to Cause Names, Location Numbers to
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Location Names, Protocol Numbers to Protocol Names, etc. When applying a mapping to a Field then the
mapped value will show up in the widget in place of the data from the log.

Wapping Details m m

Mapping Name

{son Call Terrnination Cause Codes.

o Fegen
Greater Tras

“.:I':'}(

Mapging PRirs +

There are four flexible functions to utilize to map the data from the log:
» Regex
» Greater Than
* Less Than
* Range

The order of each mapping element is important since precedence is top down. You can rearrange them by
clicking and dragging the keypad icon next to the Key label.

4.8. Global Filters

4.8.1. Overview

Global filters allow you to view, edit, and apply a set of filters to a dashboard you’ve opened in the main pane.

Note: To display a dashboard in the main pane, you can search for it, or select it from the tree view in the
dashboard library panel.

The global filters are based on a data element extracted from a saved search definition and a resource
defined for the dashboard.

An example of a global filter is producing a performance dashboard by customer location. The widgets on
the dashboard are all the performance statistics but the data is filtered by the customer location.
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Related Topics

« Saved Search Definitions

4.8.2. Edit Global Filters

1. To show/hide the global filter configuration for a dashboard, open the dashboard, then click the toolbar

Show Global Filters icon = .

2. Click the Edit Global Filters icon to open the configuration screen for the filters.

= VOSS VOSS Insights

A& > e > Availability V2 ~ > System Uptime PING

Uptime % [Last 30 Days]

1h availability

24 Hour Uptime % Per Asset [Last 24 Hours] 4

- haat - AE MAME - abatine - b wcndlabili ™ -

3. On the filter configuration screen, select the resource and definitions to apply as a filter.

«Back VOSS Insights

Fiters for System Uptime NG

Resource Filters

Definitions

Note:

Global filters (and customer filters) work as an IN function that searches for exact string
match in SQL. For example:

IN (172.30.42.1, 172.30.42.2)
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You must type out all values in the search box (separated by commas), and then press Enter. If you

press Enter after selecting each IP address, the search only returns data if all of the IPs are found in
the field (which is unlikely).

4. Save your changes to return to the dashboard you're working with.
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5. Building a Chart

5.1. Introduction to Building Charts

5.1.1. Overview

Once you have the data elements defined for a widget (via the Resource tab in the Widget Editor), you
can choose how you want to represent the analysis. This means you choose the widget type, via the Type
section of the Settings tab of the Widget Editor.

Seftings

Chart Title Color Palette

—_— T snes
3} T
B SENEEes

Type Description n

Hide Fields |

Color Palette Option

5.1.2. Widget Types

Depending on the type of data you want to display on the widget, you can choose an appropriate widget type
from the selection of icons on the page:

* Line /Area Chart

» Column / Bar Chart
 Scatter Chart

* Pie /Donut Chart
Funnel Chart

» Gauge Chart
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5.2. Chart Types

Map

Card Chart

Table / Table 2 (see Tables)
Call Hops

SIP Ladder

Multi Charts

Heat Map

Chord Diagram

Combo Charts

Each widget type has conditions or rules that apply to specific data elements. For example, table data
elements over time (i.e. DNS Entries for the day by IP address) won't display in a Gauge chart widget type.

Configuration options also vary, depending on the selected widget type.

5.2. Chart Types

5.2.1. Line/ Area Chart

When clicking on the Line Chart the Settings options below are adjusted to that particular selection. You
have the following choices:

Color Palette - This defines the colors to associate with data values, the line plus allows you to save
that palette for use with additional widgets. See the options on how to define the palette below. (Color
Palette Changes)

Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Axis X Label - Labels the X Axis (Horizontal) for the chart such as “Date”.
Axis Y Label - Labels the Y Axis (Vertical) for the chart such as “milliseconds”.

Area Chart - By selecting this check box the chart will display the area under the line versus simply the
line within the chart.

Numeric Precision - Select the decimal precision for each point.

Over Time & Interval - By selecting this check box the chart will display the data over the specified
time and based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly, and
Monthly.

Over Time Accumulation — Selecting this box will accumulate all of the values as they are represented
in the chart versus each value.

Show Data Table - Selecting this will display data in a table below the chart.
Stacked - By selecting this check box the chart will stack the values on top of each other.

Show Labels - By selecting this check box then each value that defines the chart will be labeled on the
chart.

Show Bullets - By selecting this check box then a bullet will be placed on the chart for each value.
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5.2. Chart Types

« Show Legend - By selecting this check box then the Field Definition for the values being charted will be
displayed in the position selected, with the associated color representation.

» Placement — Drop-down box providing options on where to place the legend on the chart.

* Show Alert Line - This allows a value to be set to show a threshold or “Alert” line on the chart and have

it represented in a different color.

» Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).

& NEXTWAVE & AUDIO CODES
Lencorp 1 J\:} EmptyLroup
Vodd Salutions LK & CYCLETROMC
Settings

Color Palette

Alert Severity Map -

Description ﬂ

Axis ¥ Label

Axis ¥ Labe

Area Chart

Numeric Precision

2

Ower Time & Interval

b show Local time

5.2.2. Column / Bar Chart

Owvertime Accummulation
Show Data Table

Stacked

Show Labels

Contrast Label

Show Bullets 1

Show Legend
Placement | bobom
Show alert Line

value | o

Text | Akn

Default Text

color [

When clicking on the Column/Bar Chart, the Settings options below are adjusted to that particular selection.

You have the following choices:

+ Color Palette - This defines the colors to associate with data values, the columns/bars plus allows you
to save that palette for use with additional widgets. See the options on how to define the palette below.

(Color Palette Changes)

» Description - Allows you to enter a description of the chart to be displayed along the top portion of the

chart.
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+ Axis X Label - Labels the X Axis (Horizontal) for the chart, such as “Date”.
» Axis Y Label - Labels the Y Axis (Vertical) for the chart, such as “milliseconds”.

 Horizontal Chart - By selecting this check box, the chart will display the columns/bars horizontally
across the chart.

» Numeric Precision - Select the decimal precision for each point.

» Scrollbar — Number of Columns — Input the number of columns (vertical or horizontal) that you want to
represent on the chart. A scrollbar will appear that will allow you to scroll through the remainder of the
data while only representing the number of columns selected.

» Over Time & Interval - By selecting this check box the chart will display the data over the specified time
based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly and Monthly.

» Over Time Accumulation — Selecting this box will accumulate all of the values as they are represented
in the chat versus each value.

» Show Data Table - Selecting this will display data in a table below the chart.

» Group Columns on Dimension — Selecting this will allow you to group the metrics on the dimensions
being analyzed in the chart.

+ Stack Type — By selecting this box the chart will stack the values based on the type selected: Stack,
StackPercentage or Drilldown.

+ Drilldown Overtime — Axis X Type: Select the X Axis drilldown for an overtime chart based on the
“Category” or the “DateTime”.

» 3D - By selecting this check box the columns/bars will be displayed in a 3D representation.

» Show Labels - By selecting this check box, each value that defines the chart will be labeled on the
chart.

» Contrast Label — Select this to provide better contrast on the font. Usually utilized with dark mode in
the browser.

« Show Legend - By selecting this check box, the Field Definition for the values being charted will be
displayed in the selected position on the chart with the associated color representation.

» Placement — Drop-down box providing options on where to place the legend on the chart.

« Show Alert Line — This allows a value to be set to show a threshold or “Alert” line on the chart and
have it represented in a different color.

» Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).

& NEXTWAVE N ALUDID CODES

| 4
(emoorp 1 - Emptylroup

Vodd Salutions LK . & CYCLETRODM
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Settings

Overtime Accummulation
Color Palette

Alert Severity Map - show Data Table

Group Columns On Dimension 1
Description ﬂ stack Type
Naone W
Drilldown Overtime - Axis X Type
o
. Category w
Axis ¥ Label gory
3D
Axis ¥ Labe
Show Labels
Horizontal Chart
Contrast Label
Numeric Precision
- Show Legend
scrollbar - Number of Columns 1 Placement | botiom v
o Show Alert Line
Ower Time & Interval value g Color -
il show Local time Text |Alber
Default Text

5.2.3. Scatter Chart

When clicking on the Scatter Chart the Settings options below are adjusted to that particular selection. You
have the following choices:

» Color Palette - This defines the colors to associate with data values, the scatter plots plus allows you to
save that palette for use with additional widgets. See the options on how to define the palette below.
(Color Palette Changes)

» Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

» Axis X Label - Labels the X Axis (Horizontal) for the chart, such as “Date”.
» Axis Y Label - Labels the Y Axis (Vertical) for the chart, such as “milliseconds”.
» Numeric Precision - Select the decimal precision for each point.

» Over Time & Interval - By selecting this check box the chart will display the data over the specified time
and based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly and Monthly.
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» Show Labels - By selecting this check box then each value that defines the chart will be labeled on the

chart

» Contrast Label - Select this to provide better contrast on the font. Usually utilized with dark mode in the
browser.

« Show Legend - By selecting this check box then the Field Definition for the values being charted will be

displayed in the selected position on the chart with the associated color representation.

» Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).

® NEXTWAVE
Gencorp

Voss

& AUDIO CODES
EmptyGroup

Salutions LK & CYCLETROMIC

Settings

Calor Palette
-

Description

Axis X Labe|

Axis ¥ Label

Cheese

,

5.2.4. Pie/ Donut Chart

MNumeric Precision
2

Dwver Time & Interval

Hiourty

Show Labels
Contrast Labe

Show Legend

Default Text

Clicking the Pie / Donut chart icon at Type, in the Widget Editor Settings tab adjusts whatever data you're

viewing in the chart pane, to a Pie chart.
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Color Palette

L] L] ]
Type Description
ih cY
5 = X
v 5 = Aggregation
R oA B s
B % B Sk
Doughnut Chart
30
Show Labels
Contrast Label

Show Numbers & Hede Percentage

6 Jan 24,2024 1:51 pm - Jan 24, 2024 1:56 pm

’,

0.42 8¢ -
3042169 - - Ex
3.37.88- - Tow

The table describes Pie chart editing options on the Settings tab:

| v

Field

Description

Color Palette

Description
Doughnut Chart
3D

Show Labels
Contrast Label

Show Numbers & Hide Percent-

age
Show Legend

Empty Group Text

The colors to associate with data values and the pie/donut plots.
You can save the palette to use with other widgets. For details
around creating a custom color palette see Color Palette Changes

Fill out a description for the chart, which will display along the top
of the chart.

Defines whether the chart changes to a doughnut chart with the
values plotted around an empty space in the middle instead of
wedges in a Pie chart.

Displays the chart in 3-D.
Select this option to have each value as a label on the chart.

Enhance contrast on the font, typically used for browser dark
mode.

Defines whether to show values/numbers on the chart instead of
percentages.

Defines whether to display the field definition for values charted,
in the selected position on the chart, with the associated color
representation.

Fill out text to show if the group name is empty (instead of “Emp-
tyGroup”).
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Related Topics

Working with Dashboard Widgets

5.2.5. Funnel Chart

When clicking on the Funnel Chart the Settings options below are adjusted to that particular selection. You
have the following options:

Color Palette - This defines the colors to associate with data values and the funnel plots plus allows
you to save that palette for use with additional widgets. See the options on how to define the palette
below. (Color Palette Changes)

Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Show Labels - By selecting this check box then each value that defines the chart will be labeled on the
chart.

Contrast Label - Select this to provide better contrast on the font. Usually utilized with dark mode in the
browser.

Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).

Color Palette

(28

Description

Show Labels
Contrast Label

Default Text

® NEXTWAVE & AUDIO CODES
Gencorp Emptylroup
Vadd Solutiond UK & CYCLETROMC
Settings

MABE " n

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 86
doc-feedback@voss-solutions.com



5.2. Chart Types

5.2.6. Gauge Chart

When clicking on the Gauge Chart the Settings options below are adjusted to that particular selection. You
have the following choices:

Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Data Label - Labels the middle of the gauge with value from field extraction.

Minimum and Maximum - Place the starting value (Minimum) and the ending value (Maximum) for the
gauge needle to traverse, i.e. Start at 0 and End at 60,000

Labels Inside - By selecting this check box the value will be labeled with the definition based on the
field extraction.

Show Bands - By selecting this check box then the gauge will have a maximum of 3 colored bands
indicating certain severity levels. These are user defined thus a good, minor and major severity can
be easily defined based on the data elements extracted. Simply place values for each color in the
associated box to represent the percentage of the gauge band that color is to occupy. Tip: Make your
major issue (Red) 100 thus simply modifying the good and minor automatically recalculates the major.

Modify each color band by simply clicking on the color swatch. A color box pops up where you can
select the hue or enter specific values to change the color.

Type
th . 5 b | / 5 = 1
Settings F \
o2 o
o agloali]
inimaur Pt rev
i
Labeis |
ooy L
Band 1M ¥ W Hin
[
L ==
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5.2.7. Card Chart

When clicking on the Card Chart the Settings options below are adjusted to that particular selection. This
chart option creates a card for each value to analyze. You have the following choices:

Colour Palette - This defines the colors to associate with data values, and the Card plots, plus you to
save that palette for use with additional widgets. See the options on how to define the palette below.
(Color Palette Changes)

Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Hide Fields - Allows you to hide fields that you may not want to show on a graph. The field choice
starts at 1 from left to right. Enter the number or numbers of fields you want to hide. Separate each by
a.comma.

Colour Palette Option - This allows you to select a specific color for either the Text or the Background
on the Card Chart.

Card Type - This allows you to select the type of data to show on a Card. There will be additional
options that open up based on the value selected here. The types are Data Card, MM Data Card
(Multiple Metrics and Dimensions displayed on the Card), Trending Card (Provides a Direction or Color
change to indicate the positive or negative trend for the data), Accumulated Trending Card (same as
trending but based on the accumulated values versus the individual values).

Layout Vertically - By clicking in the check box this will orient all the cards in a vertical fashion in the
widget.

Label Prefix - This allows a description of the element on each card to be placed before the value.
Label Suffix - This allows a description of the value on each card to be placed after the value.
Font Size - Select the font size for the Label Prefix/Suffix and the data element.

Font Weight - Select the font weight, i.e. normal or bold.

Format As Decimal - Check this box to add the decimal point to the value on the card.

Display Text Only - Select this value to only show the text on the card.

Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).

& NEXTWAVE N ALUDID CODES
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5.2.8. Tables

Overview

The Dashboard system provides two table chart types for widgets, Table 1 and Table 2. You can select a
table chart type when adding or editing the widget via the Widget Editor, on the Settings tab.
Configuration options for the tables depend on the table chart type you choose.

The image displays Table 2 charts (marked 1 and 2), and a Table 1 chart (marked 3):

£3 Apr 15,2024 1:58 pm - Apr 15, 2024 2:03 pm

Q Search~

4 | Srmactamp_spoch [aren . ‘ .[u_mm

1,03/25724 82600 pm | policy iy 1037252422600 pm | policy

Displaying 1-10f1 «first prev next lasts 1000 v
Displaying 1-10f 1 «first prev next lasts 1000 v

System log [Last 12 Months)

s ASSET PHYSICAL Total Received  Total Number
ASSET IPADDRESS  annpess m)m Packets (Sum)

1 XKKRX2.22 KSA 0
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Note: In the Widget Editor (Settings tab), the Table 1 icon appears in the row above the Table 2 icon.

hesm® ¥

Table |

i’ 5 % IE ::.]F: X

H & 8 Q.

Related Topics

» Working with Dashboard Widgets
» Settings Tab

Configure Table Widgets

The table describes the configuration options for table widget types (Table 1 and Table 2), accessible via the

Settings tab in the Widget Editor:
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Field

Description

Description
Over Time & Interval

Over Time Day Pagination
Tree-Like Table

Hide Columns

Hide Count Column

Column Width Adjustment
Font Size

Show Metric Summary
Vertical Header

Table Renderers

The description that displays along the top of the table widget.

Defines whether to display the data over the specified time and
based on the interval toggled within the adjacent box, i.e. Minute,
Hour, Daily, Weekly and Monthly.

Allows you to view the table page by page, over the time interval.

Table 1 only. Defines whether each row in the table has an arrow
indicating parent / child relationships in a row. Clicking again
displays only the parent level.

Defines whether to hide columns in the table. Choose columns
from 1, left to right. Fill out the number of columns to hide. Sepa-
rate each by a comma.

A default “Count” column is added to the end of the table. Choose
this option to hide the Count column.

Table 2. Column widths can fit contents or can be customized.
Table 2. Adjust font size in the table.
Table 2. Adds a summary row to the bottom of the table.

Table 2. Defines whether to place the text within the header of
each column in a vertical position.

Table 2. Table Field Renderer and Table Tree Renderer. Click
the Cog icon to open the configuration dialog for each of these,
where you can design the data presentation format. The Table
Renderer includes a color palette for the background, the text, or
the text and background. For the Text & Background option, you
can choose a different color for each of the text and background.
Table Field Renderer
Column names display below Fields. You can choose a renderer
type, either of the following:

 Default - Just as it is present in the table

+ Text - Convert the data to text

« Traffic Light - A colored ball driven by values in the palette

+ Tick Cross - A symbol to represent the data type in the row
Tree Table Renderer
The Tree Table Renderer dialog allows you to control how data is
grouped per tree table.
Each selection provides for additional choices that are logically
assigned. Additionally, you can choose to put in a custom prefix
or suffix for the data. An example is a $ or a metric such as Gbps.
The Table 2 Table Renderer dialog also allows you to choose a
date format for the display of dates in the widget, and for down-
loading widget data (CSV or Excel). You can choose to present
dates as UTC, local time, epoch time, or for a selected timezone.
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Field

Description ‘

Selection Type

Color Palette Type

Color Palette Option

Choose Row or Cell. Cell underlines the field (similar to a URL)
that is being used in the drill-down selected at the bottom. Row is
a standard view.

Row or Cell. Allows a custom color (based on values, regex,

ranges, or comparisons) to be applied to either the cell or to the
row.

Choose the color to apply. The color palette is applied based on
the calculation set up and applied to the column selected next to
that field. (Starts with column 1).

The image displays the configuration dialog for Table Tree Renderer:

Tree Table Renderers

SO WD ones

Uit pRer

o e

iy

The image displays the configuration dialog for Table Field Renderer:
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Settings

Table Renderers

Chart Title

Fields

ASSET NAME
Series Limit Teat

ASSET IPADDRESS

Text

Type Total Bytes Received (Avg)
Integer

Total Number Packets
Integer

4 Jan 1, 2023 12:00 am - Jan 24, 2024 10:03 am

Renderer Type

Align v

Hide Column

Text /| Background color
k

Text & Background

Taxt Palette Color

Asset Table Text color -

The image displays the date format settings (Renderer Type field) in the Table Renderer dialog:

= Vvoss « Back Widget Editor
Char
Table Renderers
" Fields Renderer Type
Epoch Dete
Type Options.
5 Type v
Region | City v
Align ¥
Hide Column
+
o
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Search and Sort Table Widget Data

Table widget types include a Search box for displayed fields. You can search table data by a range of
matching operators, including regex.

Search Q & X

The following exampile illustrates the results of a combined “ends with” and regex SEP[0A] (contains SEP
followed by either 0 or A):

- ' regex=SEP[0A] |

- o >
—
W B -
e
w =
L L
—
- &
w Tl

Search and filter data in widget tables

1. Click the Search icon at the top right of the table to launch the Search box.
2. Fill out search criteria, click the Search icon, then view results.
Search criteria displays with search results.

You can click the Reset icon to clear search filters.
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Sort table data in widget tables

Click a table header to sort table data. Click the Reset icon to clear the sort.

Paging in widget table data

For tables with two or more pages of data, you can click the left < or right > paging arrows to view additional
data, or click the first page |< or last page >| paging icons.

Hover over the paging icons to view a tooltip that tells you the page you're on and the total number of pages.
In some tables, the paging tooltips include over time range information. In this case, clicking the first page |<
paging icon displays the page for the first date where data exists, which may not be Page 1.

arb assets C:
Q QO
a  AsSETNAME o ASSEREMVEICAL o AsseTwaDORESS o Count -
1 12.74 12.74 1
2 290 1291 1

100 1

. IsonParses LXT_STATS_ARE(
I ’

2 ADS poso <. [ o - e I sl kel i B
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5.2.9. Call Hop Charts

When clicking on the Call Hop Chart the Settings options below are adjusted to that particular selection.
This chart option creates a view where all the individual hops of the call are visible along with each hop

latency.

» Color Palette - The color palette can be utilized to design specific highlight colors based on the amount
of latency on each hop. For example: If a hop is over 200ms of latency that value on that hop can be

colored red. The color palette is a choice for the user.

+ Description - A complete description of what this chart and widget represents can be typed in this box.
This description will show up when you click the “i” in the top right corner of the widget.

« Call Displaying Type - There are two choices. Call Hops utilized for Skype for Business and Call Paths

utilized for Avaya RTCP.

» The boxes just under the description are auto created based on the fields dragged out on the “Fields”
bar. The numbers can be changed to represent the position that each of these fields show in the Call
Hop chart. The last box Metric Suffix allows you to enter the metric measurement that the latency is

presented in, i.e. ms for milliseconds.

Type

I7]

Settings

5.2.10. SIP Signaling Ladder Diagram Charts

This chart is a speciality chart utilized only when you are collecting SIP signaling data from pcap files. Select

the specific data type from the drop-down menu under Data Type.

A full description of the chart content can be placed in the box under Description.
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Type
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5.2.11. Multi Chart

When clicking on the Multi Chart the Settings options below are adjusted to that particular selection. You
have the following choices:

« Color Palette - This defines the colors to associate with data values, the columns/bars plus allows you
to save that palette for use with additional widgets. See the options on how to define the palette below.
(Color Palette Changes)

+ Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Combination Chart Type - There are 3 choices to choose from.
— Single Y-Axis Title - This places the data on a single axis.
— Multi Y-Axis Titles - The titles and the data are represented across the Y Axis individually
— Individual Charts - Each data point is graphed across the chart individually.

» Over Time & Interval - By selecting this box the chart will display the data over the specified time and
based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly and Monthly.

» Dimensions - This allows the dimension to be displayed with the metric on the chart label if applicable.
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Settings
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Default Palette -

Label Auto Rotaths
88 TEEEeTe R
] o n

. - . . . Crwer Tima & Inteneal

Descoriptian

i memssans
Joined Dames Sons w

Default Text
Combinaticn Chart Type

Caombined Chart - Single Y-Axia TH

5.2.12. Chord Diagram

A chord diagram displays the inter-relationships between data in a matrix. Configure the first field (to) as a
dimension, the second field (From) as a dimension and the third field (Weight) as a metric.

When clicking on the Chord Diagram the Settings options below are adjusted to that particular selection.
You have the following choices:

» Color Palette - This defines the colors to associate with data values, the columns/bars plus allows you
to save that palette for use with additional widgets. See the options on how to define the palette below.
(Color Palette Changes)

» Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

« Contrast Label - Select this to provide better contrast on the font. Usually utilized with dark mode in the
browser.

* Label Font Size - Input the font size.

» Chord Diagram Type - The two choices are Sankey, which shows the relationship horizontally or
Dependency Wheel, which connects the relationship in a wheel design.

Settings
& Contrast Label
Color Palette
Lab#l Fonl Sise
Metfow - Default -
=.. .==- Chard Diagram Type
28 ean - o
Deseription A chord diagram displays the inter-relationships between
data in a matrin. Configure the first feld (To) as a
dimension, the second fisld (Fram) a4 a dimension, and the
third field (Weight) as a metric
Default Text
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5.2.13. Combo Chart

A combo chart allows you to combine multiple metrics with a dimension to be displayed on the chart.

When clicking on the Combo Chart the Settings options below are adjusted to that particular selection. You
have the following choices:

+ Color Palette - This defines the colors to associate with data values, the columns/bars plus allows you
to save that palette for use with additional widgets. See the options on how to define the palette below.
(Color Palette Changes)

 Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

» Over Time & Interval - By selecting this box the chart will display the data over the specified time and
based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly and Monthly).

» Show Labels - By selecting this box then each value that defines the chart will be labeled on the chart.
» Show Data Table - Selecting this will display data in a table below the chart.

+ Contrast Label - Select this to provide better contrast on the font. Usually utilized with dark mode in the
browser.

» Chart Type - The choices are Line, Spline, Column, Bar, Area or Areaspline. Select what works best to
represent the data on the chart.

Settings

Show Labels
Color Palette

Alert Severity Map - chow Data Table

[ ] 1] | ]
. Contrast Label
L] L[ ]

Description Chart Type
ne L'

Default Text

Over Time & Interval

5.3. Manage Charts

5.3.1. Color Palette Changes

Click the Edit button next to the Color Palette name and a box is displayed allowing the color palette to be
changed.
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Select the color to represent each data elements/values extracted from the log field definitions. Name the
choices and click Save. Now you can simply select this name in the Color Palette drop-down box. The
associated chart will apply the colors based on the selected Color Palette name.

= VOSsSs « Back VOSS Insights Q  SearchDashboards

1 Nov B, 2023 12:00 am - Dec §, 2023 135 pm

Palette Wizard

3 eI

.-
. v
[ +] -
T —
- -
5.3.2. Build a Chart in the Widget Editor
Build Chart
T".I:m Chart Title Series Limit
i ¢ Y 5 &= S NS p—
Serkngs & Jan 5, 315 5003 pm - Jan %, 2006 502 pm . m

Chart Title

Once you’ve completed the design of your widget, give it a title. In the text box below Chart Title, enter the
specific name you want to represent the data in the Widget. This name will be at the top of the widget on the
dashboard.
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Series Limit

Next select the number of data points that need to be reflected in the chart.

This is an upper limit thus the chart will not reflect more than selected here.

Timeframe

Next select the time frame by clicking on the data box just below the Chart Title.
A box will pop up showing a preset list of time frames.

If desired select one of these, i.e. This Month, otherwise a custom date and time frame can be selected by
choosing the day/month/year/time in the left hand from calendar and the same in the right hand to calendar.

Chart Title Series Limit

& s - .
£ 4 % ¥ £ ¥
[ 2| v [ |

Query Data

By clicking this button the system will query the data based on your inputs and return a chart to inspect.
The chart will auto update its preview chart upon any field changes.
Save Widget

The Save Widget button is located in the top-right corner of the screen.

Make sure that you click this button before exiting the widget editor. If you don’t click this button, changes will
not be saved.

"N 1. B
u ALl LTy
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Back

The Back button is located in the top-left corner of the screen. Clicking this button returns you to the
dashboard associated with that widget.

E VOSS « Back

Resource

5.3.3. Drilling down into the Data

Drilldown Options

After you have your widgets and data sources defined you will find an option at the bottom of the Widget Editor
screen that will allow for drilling into the data elements within your dashboard. This enables rapid viewing of
data associated with certain elements and enables consolidated workflow through the data analysis.

If the selected data elements for your widget allow for drilldown then they will automatically appear in the
Select Drilldown Fields bar.

Check the check box next to the field that you want to utilize as the basis of drilling into the data. An example
could be an interface address on a router to see all data associated with that interface.

* Filter option: For example, if Filter Other Widgets is selected, then IN will match “Ann” exactly in
other widgets and REGEX will match “Ann”, “Anne”, “Annie”.

Next select the type of drilldown behavior you want for this widget.
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Drilldown
L1
Filter option Select Drilldown Fields
il Hame ASSET IPADDRESS

Select Drilldown Behavior R

None . Msme ASSET PHYSICAL ADDRESS

Filter Other Widgets = Feld ASSET PHYSICAL ADDRESS

Search Index Name ASSET NAME Name SITE

Search is not available for the selected Feid ASSET NAME . Field SITE

resource and dalasource

Link To Another Dashboard Name CUSTOMER

Mo Selection Field CUSTOMER

Mame Total Bytes Received

Fisld Total Eﬂeg Received

Edit dashboard

Launch Third-Party URL

Mame Total Number Packets
Field Total Number Packets

7|

Use {1} {2}, efc. for fields you wani placed in
the URL. Order is based on the ordering of the
list of elements selected. Add {startlime}

{endTime} to include dashboard time

o Drilldown Conditional

{'conditions™,
{0, name" "first_condition”typa™:"0R";

Enter the configuration jsan
» Selecting None disables drilldown functions for this widget.

+ Selecting Filter Other Widgets causes all of the other widgets on the dashboard to recalculate based
on the selected field/data element checked in the bar to the side. This will allow a field such as an
IP address in a table to be selected within the widget and all of the other analytic widgets on the
dashboard will recalculate to only show the data associated with that IP address.

» Selecting Search Index enables the automatic launching of the Index data search screen. Populating
it with the exact text selected within the widget and then setting the date range in the search return
based on what is defined in the dashboard, pulls up all the logs that match that text string. This is a
very rapid way of searching for all logs based on certain analysis observed within a dashboard widget.

« Selecting Link to Another Dashboard opens up a tree of all the dashboards defined within the system.
Select the dashboard to which you want to link the drilldown function. You can also select to edit this
dashboard prior to the linking. This function allows the flexibility of defining dashboard for certain
analysis and linking to them from an overview type of dashboard. The example is an overall dashboard
of multiple customers with a drilldown to a specific customer dashboard enabled by selecting that
customer identifier within the widget.

+ Selecting Launch Third-Party URL and entering the URL for the selected page to launch in the URL
text box, will tie that URL to the data fields within the widget on the dashboard. This is a very quick
analytic drilldown into more detail about certain elements and behaviors within the dashboard. An
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example is to tie a Malware definition website to malware behaviors observed from firewall log data.

» The Drilldown Conditional option is only available if it is enabled in the User Settings - see: User
Settings.

The options allows for the definition of a series of pre-conditions to to determine drilldown behavior: to
drilldown to a different widget or dashboard. For details, see: :ref’drilldown-conditional-syntax.

5.3.4. Drilldown Conditional Syntax

When selecting the Drilldown Conditional option, the condition needs to be entered in JSON format into
the input box. This section provides syntax details and examples for this configuration.

If an item matching the condition is selected from the dashboard, the conditional drilldown is then carried out.

JSON format

¢ If conditions are all met
+ then carry out actions

* else Defaults ("default...")

Structure
{
"conditions": [],
"actions": [],
"defaultDrilldown": 1,
"defaultDashboardId": "",
"defaultUrl": "",
"defaultFilterFields": []
}
conditions
conditions: list of conditions on rules.
* id: “integer” - zero-based
* name: “text” - condition name
* type : “OR” or “AND”
— conditions.type: “AND” means action will be taken when all conditions are met.
— conditions.type: “OR” means action will be taken when one condition is met.
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rules

e rules: list of rules:

ruleid: “integer” - zero-based

field: “integer” - zero-based
Field order in the drilldown tab (0 base)

fieldType: “text”, “integer” or “float”

"oy« " LTI TR L]

operator: “==", , <=7, f>=", 4, 457 or “regex”

T

» fieldType text operator choices: “==", , “regex”

= fieldType integer and float operator choices: “==", “I=", “<=", “>=", “<” “>”

value: value of the field; according to fieldType: “text”, “integer” or “float”

actions

List of actions:
* drilldown: “integer”
— Drilldown type:
= 1 (drilldown to other widgets)
= 2 (drilldown to other dashboard: dashboardid)
« 4 (drilldown to external link: url)
* dashboardid: “text”
The ID is available as dashboard_id URL parameter value when on a dashboard.
* url: “text”

The value is a URL containing position variables for filterFields references, whose values in turn
are substituted into the URL. The position variables are one based, for example:

"url": "https://{1}/ui/index.html?{2}"
refers to the first and second filterFields list entries, which in turn take the format
"filterFields": [0,1]

The value of the first filterFields entry is therefore for example substituted into the URL variable {1}
above.

« filterFields: list of fields (“integer” = index number)
Field order in the drilldown tab (0 base)
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Defaults

* defaultDrilldown: “integer”

* defaultDashboardid: “text”

* defaultUrl: “text”

» defaultFilterFields: list of fields (“integer” = index number)
Field order in the drilldown tab (0 base)

Examples

Drilldown to other widgets

Explanation:
» If 7th field ("field": 6) data != 0 and 6th field ("field": 5) <=0 then
— run action drilldown to other widgets ("drilldown": 1)
= using filter values of first, second and 4th field ("filterFields": [0,1,3]).
« If the condition is not met, then
— run default action which is drilldown to other widgets ("defaultDrilldown": 1)
= using filter values of first and second field.
JSON:

{
"conditions": [
{

"id": 0,

"name": "first_condition",

"type": "AND",

"rules": [

{

"ruleid": O,
"field": 6,
"fieldType": "integer",
"operator": "!="
"value": "O"

"ruleid": 1,
"field": 5,
"fieldType": "float",
"operator": "
"value": "O"

<=,

}
1
"actions": [
{
"drilldown": 1,

(continues on next page)
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"dashboardid": ""
Ilurlll : mu
"filterFields": [

1;

"defaultDrilldown": 1,
"defaultDashboardId": ""
"defaultUrl": "",
"defaultFilterFields": [

(continued from previous page)

Drilldown to other dashboard

Explanation:

« If second field data is “keller, texas” or 5th field is “TX” then

— run action drilldown to other dashboard ("drilldown":

= using filter values of first, second and 4th field.
« If the condition is not met, then
— run default action which is drilldown to other widgets

= using filter values of first and second field.
JSON:

2, "dashboardid":...)

P
{
"conditions": [
{

"id": 0,

"name": "first_condition",

"type": "OR",

"rules": [

{

"ruleid": 0,
"field": 1,
"fieldType": "text",
"operator": "==",
"value": "keller, texas"

(continues on next page)
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(continued from previous page)

"ruleid": 1,
"field": 4,
"fieldType": "text",
"operator": "==",
"value": "TX"
}
1
"actions": [
{
"drilldown": 2,
"dashboardid": "M20QQMVN3IWI102P1686581558847Y2FRT98M8V24GS",
"url": ""
"filterFields": [
0,
1,
3
]
}
1
}
i
"defaultDrilldown": 1,
"defaultDashboardId": "",
"defaultUrl": "",
"defaultFilterFields": [
0,
1
]
}

Drilldown to external link

Explanation:
+ If second field data is “keller, texas” or 5th field is “TX” then
— run action drilldown to other external link
= using filter values of first and second field.
« If the condition is not met, then
— run default action which is drilldown to other widgets

= using filter values of first and second field.

JSON:
{
"conditions": [
{
"id": 0,
"name": "first_condition",

(continues on next page)
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(continued from previous page)
"type": "OR",
"rules": [
{
"ruleid": 0,
"field": 1,
"fieldType": "text",
"operator": "==",
"value": "keller, texas"

"ruleid": 1,
"field": 4,
"fieldType": "text",
"operator": "==",
"value": "TX"
}
1:
"actions": [
{
"drilldown": 4,
"dashboardid": "",
"url": "https://{1}/ui/index.html?{2}",
"filterFields": [

i[e

"defaultDrilldown": 1,

"defaultDashboardId": "",

"defaultUrl": "",

"defaultFilterFields": [
0,
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6. System Configuration

6.1. System Configuration Menu

To access the System Configuration menu, click the Cog icon & on the toolbar to open a menu with the
following options:

* Import/Export Wizard
* Manage Dashboards
+ Edit Field Groupings

+ Edit Mappings

* User Settings

+ Manage Forwarders

+ Configuration

+ Stream Monitor

» Theme Management
+ DS9 Configuration

+ Search

» Schedule Reports

+ Data Sources

+ Access Controls

» About

* Help

+ Edit Account

 Sign Out
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6.2. Import/Export Wizard

Import / Export Wizard

Manage Dashboards |

Edit Field Groupings

Edit Mar
User Settings
Manage Forwarders
Configuration
Stream Monitor
Theme Management

DS9 Configuration

6.2. Import/Export Wizard

The Import/Export Wizard allows you to save dashboard templates and to move them between systems.
To open the Import/Export Wizard, click the admin menu then select Import/Export Wizard.
The Import / Export Wizard page contains the following tabs:

* Import

» Export

6.2.1. Import Tab

This tab allows you to select a saved template and to import it into your system. The saved files are in a
proprietary format (.1xtr).
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«Back VOSS Insights Q  SearchDashboards

Imgot

Select afile 1o import

UPLDAD

With a CSV Mapping import, options are available to create, overwrite, or append the new mappings.

« Back VOSS Insights Q| Search Dashboards
Import
Import
Salect file type
Default import file
o_:. mapping

Mapping Namse

Defauit magging tyoe s Reges Vou can ovenide 1o Eguals by selcting she checkbos

Select a file to import

UPLOAD

Click Choose File, select the required file and click Upload. The dashboard template will be imported into
the system where you can modify, customize and arrange it as needed.

If the dashboard you’re importing contains widgets using field groupings, the field groupings are also
imported.
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6.2.2. Export Tab

This tab allows you to select a dashboard template on your system and to export it to another system.

Click Export to open a window showing all of your dashboards as well as a ‘drop zone’.

On Export dashboards tab:

1. Click the triangle button(s) to display and expand the dashboard tree.
2. Select the folder or dashboard checkbox(s).

3. Click the Export .Ixtr button when complete.

The .1xtr file will be saved to your local computer.

The export retains any field groupings created on the dashboard. See Edit Field Groupings.

Export

4 ¥ ¥F ¥V VY Y

T.AA

1.VOsS

Concept

Reference V1

SOL-Tewt

Woss-Reference
1. Alerts

Al Agra Cteine

Glabe Aarm Trend Ariyss

Call Analysis

Call Quality

Cloud LVideo Collaboration
Compliance

Inventory

Performance -Avadabsiny

VO5S Analynics

Ungroupsd

Export

Dashboards
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6.3. Manage Dashboards

6.3.1. Overview

When logging in, users can view available dashboards via the Main Menu icon E

Admin users can manage the tree and the list of dashboards via the Admin menu. To access the Manage
Dashboards page, select Admin > Manage Dashboards

Note: You cannot edit, move, or delete the standard, default, read-only VOSS reference dashboards that
ship with the system. You can only clone these dashboards to create new custom dashboards.

You can select the following tabs on this page:
* Management
+ Data Source
» Arrangement
» Dashboard Synchronization
» Report Synchronization

* Report Management

= VvoOSsS <Back | VOSS Insights Q  SearchDeshboars o
Masagemsnt
[ ¢ o | B ]

Source Destination Output

148 v Top Level Folder
1.v0sS 188
Concept 1v0ss
Reference V2 Concept

SOL-Test Reference V2

yYYvwvowevw

Voss-Reference SOL-Test

Yy Yy vowyw

Ungrouped Voss-Reference

Ungrouped

6.3.2. Management Tab

This tab provides the following dashboard management options:

» Source: a tree of all the dashboards defined in the system along with all the user accounts defined in
the system. This column shows available dashboard screens.

+ Destination: the top level and sub folders the dashboards will be copied or moved to.

» Output: shows the output of the command used, for example, if Copy was used, the heading Copying
will be shown, followed by the list of copied items.
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Select items from Source and use Copy, Move or Delete to carry out tasks on the selection. When copying,
duplicate dashboards will be cloned: the text “(clone)” will be appended to the dashboard name.

Click Save to save the dashboards after you've made any changes.

= VOSS «Back VOSS Insights Q,  search Dashboards o 3

Management

Source Destination Qutput

184 v Top Level Folder
1.voss 144
Concept 1v0ss
Reference V2 Concept

SOL-Test Reference V1

L B B I

Voss-Reference SOL-Test

Y Y Y vvewvw

Ungrouped Voss-Reference

Ungrouped

6.3.3. Data Source Tab

This tab provides the following dashboard management options:
» Drop-downs: Data source types, Data sources
+ Columns:
— Dashboard: select elements from the tree to carry out the bulk update of data sources.
— Widget: displays the current data sources of the selection

— Changes: according to the selected values in the Data source types, Data sources, shows
updates to be made to the data sources of the selected elements.

Click Save to save the dashboards after you’'ve made any changes.

= VoOsSs «Back VOSS Insights Q  SeerchDashbomss E e

Blsee

Dashboard Widget: Data Source name (type) Changes
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6.3.4. Arrangement Tab

This tab provides the following dashboard management options:

» Source: a tree of all the dashboards defined in the system along with all the user accounts defined in
the system. This column shows available dashboard screens.

To arrange, select dashboard folder. It will then show up in the List column.
» List: this column will allow you to arrange the order of items, using drag-and-drop.
» Changes: shows the output of the arrangement.

Click Save to save the arrangement.

List Changes

@ A Cisco Call Manager Express - Call Overview

Ds3

6.3.5. Dashboard Synchronization Tab

This tab provides the following dashboard management options:
+ Actions: Sync, Copy and Overwrite
+ Columns:
— Choose the relevant user to which you want to to sync selected dashboards
— Dashboards: user associated dashboards are selected. Select or un-select manually.

— Preview: output of selection
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VOSS Insights Q_  Search Dashboards

Dashboard Synchronization

Dashboards dect A Preview

1TAA v Voss-Reference

1.voss v 1. Alerts

Reference V2

»
»

> Concept
>

> SOL-Test
v

Voss-Reference
v [ Aens

¥ Call Analysis

v SBC

[ service impacting Alarms -
v [ call analysis v SP-El
v Mss v Cisco UCM SIP Trunk Reports
- -

6.3.6. Report Synchronization Tab

This tab allows you to sync reports (via the Sync Reports button), and to view available reports that can be
synced (via the Dashboards column).

Logged in users can create and share reports with other users.

Target users won’t need to recreate synced scheduled reports, and they will be able to delete synced reports,
if necessary.

The Preview column displays the target user’s reports and any synced reports.
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6.3.7. Report Management Tab

| admin-users-only |

This tab, which is only available to admin users, allows an admin user to delete scheduled reports belonging

to other (non-admin) users.

The tab lists all non-admin users that have scheduled reports associated with their usernames. You can click
on a user to view their scheduled reports, and select any reports you wish to remove. You can do this for one
or more users, then click Delete to remove the reports.

Once processed, the page refreshes with the updated list of non-admin users and their remaining scheduled

reports.
= Voss «Back Manage Dashboards admin -
Report Management
CE < crnges
. Tables with local time L 584

Chart widgets

System doumtime
Report names.

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:

doc-feedback@voss-solutions.com



6.4. Edit Field Groupings

6.4. Edit Field Groupings

Click the Admin drop-down menu and select the Edit Field Groupings option. This function will pull up
another window where you will be able to define and label similar groups of data that will provide for common
analysis and drill down functions on a single dashboard.

An example is the device IP address from three different data resources such as SNMP Query Stats, API
Calls and Log Data. This will allow all of the drilldown functions defined in a widget to recalculate the data
associated with these multiple data sources on a single dashboard.

= VOSS «Back VOSS Insights Q  Search Dashboards
o Field Groupings
-]

Resource Field Group items

A sers_vies v Name ASSET NAME x Name Asset name x
Asset to Server IP Resource arbitrator_alerts Resowce Arbitrator Alarms - Reporterpush
e Coden S AP Aot Narme Name Asset name
BC API Asset Nam Flalds Seevwee Asbitraitor Alanms - Reporterpush - All &

6.5. User Settings

Click the System Configuration (Cog icon) to open the admin menu, then select User Settings.
This functionality is primarily intended for international date representations on dashboard and reporting
output.

VOSS «Back VOSS Insights Q Search Dashboards

Edit User Settings

Save

Date Format A a ~

Theme Options
Overrde Therme Management

Tab Title

Product

Experimental Features
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Experimental Features are also available under User Settings.

The Enable Conditional Drilldown setting can be enabled to expose the Drilldown Conditional option -
see: Drilling down into the Data.

Note: Since this option requires knowledge of the conditional drilldown JSON syntax, it is hidden by default.

Other user specific settings will be added to this section in the future.

6.6. Manage Forwarders

| admin-users-only |

Forwarders are individual Windows applications that load on Windows-based servers to allow for the
definition, monitoring, and extraction of data from the server, the Windows operating system, and the resident
applications.

This section provides for a centralized method of acquiring status and changing configuration profiles on
each Forwarder deployed. The Forwarder is scheduled to check into this dashboard host on a regular interval.
If there is a new profile loaded, then it will update itself automatically.

FOrRTSs

D0 D0Do0obDoao

6.7. Configuration

6.7.1. Overview

| admin-users-only |

The Insights Dashboard Configuration page, accessible only to admin users, provides several options for
configuring and administering application functionality.
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Note: To access this page, log in as an admin user, then click the System Configuration (Cog icon) to
open the admin menu, then select Configuration.

You can select the following tabs on this page:

Archive

DS9

DS9 Flow Summary
Import

LDAP

Sendmail

SNMP

Syslog

VOSS

Widget Resources

6.7.2. Archive

The Archive tab configures archiving (backup) settings for the Insights Dashboard application.

= VOSS «Back VOSS Insights Q,  Search Dashboards

0 DR I I C ES

Dashboard Backup e ade to i

Dashboard Backup

Dashboard configuration and data backup. This page contains the settings for the backup of the entire Dashboard
system. There is nothing to edit here. The settings are simply displayed for informational purposes only. This Archive
group contains the following data: Dashboard configuration settings (Assets, Licensing), User Permissions settings
(Idap). and NDX files. The backup excludes data from the Broadsoft, and definition data and files. Broadsoft

definition and definition files files each have their own separate Archive group.
archive_interval

daily

method

destination

You can select the following tabs on this page:
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Dashboard Backup
Dashboard Files
Definitions Data

* Ndx

Remote Storage

Dashboard Backup

This tab displays the Dashboard backup settings. The settings are read-only, for informational purposes only.

This Archive group contains the Dashboard configuration settings (assets, licensing), user permissions
settings (LDAP), and NDX files.

The backup excludes data from the specific Broadsoft data store, along with definition data and files.
Broadsoft definitions and definition files each have their own separate Archive group.

Dashboard Files

Read-only, Dashboard files archive group settings. This archive group will archive all Dashboard settings. This
includes all user created definition files, mappings, color palettes, user configs, schedules, and dashboards.

Dashboard Files

Dashboard Files

Archival for Dashboard files. This Archive group will archive all Dashboard settings. This includes all user created
definition files, mappings, color palettes, user configs, schedules, and dashboards

age archive_interval

Haily
method

destination

monthsKept
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Definitions Data

Read-only, Dashboard definitions archive group settings. This archive group backs up all User Search
Definitions data in the database tables. This is the data that drives the widgets.

OO

DEﬁnitinns Data

Archival for User Search Definitions data. This Archive group will kup all User Search Definitions data in the
Ndx

database tables. This is the data that drives widgets from user defi search definitions

e Storage archive_interval
method
destination

daysKept

80 ~

WARNING! The system will trim data from all search definition tables based on this setting. This will result in data

loss. The trim is done on a nightly basis.

Ndx

This archive group manages Ndx files. The default for monthsKept is 6 months.
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Mdx

This screen can be used to manage Mdx files on the system,

max_ndx_file_size

The maximum size the nax searchable fite should be. Once the max size is hit, the ndx server will create a new ndx [ile.

max_searchable_days

1 W
The maximewn number of doys that should be searchable, Nax files greater than this time will st fve on the system but will not be

searchable from the U,

monthsKept
L w
The maximum number of months to keep nax archives around, Each archived ndx will take up disk Space, Warming Frcreasing this

numiber foo farge may require customer to also imcrease the hard disk size,

Netflow Definitions Data

The NetFlow definitions data archive group backs up all Netflow Definitions data, which is the data that drives
the widgets. These are read-only settings, for information purposes only.

Setup Chuanges have Daem mass 1o this cond

Arubsm Bacioup

Braaes Fle Metflew Dwfinitions Data
_— " Archival Tor Liser Seanth Mefiow Definil
rashbcard Fries S
Defration: Daca wchive imereal
iy
®emole Wor age i
ool
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Remote Storage

This tab allows you to configure remote archiving of the system backup files, if you’ve chosen standard /

local storage in the setup.

Each archive group produces one or many archive files. The system can be configured to scp these archive
files to a backup location or to another VOSS Insights system.

The archives can be sent to a separate backup location (SFTP-server, SCP or remote synced to another

Dashboard).

The table describes settings on this tab:

archive_interval Choose a schedule, either Daily, Weekly, or Monthly.
method Choose a method. Either of the following:

scp: System will copy archives to a remote
location. Scp is not a sync. To reduce load on
system and network, system only copies new
/ changing archives over to the scp location.
sftp: System will copy archives to a remote
location. Sftp is not a sync. To reduce load on
system and network, system only copies new
/ changing archives over to the sftp location.
rsync: System will sync the archive directory
to remote system. The remote system must
have rsync installed for this to work.
rsyncToArb: System will sync the archives
directory to a remote Dashboard. This utilizes
the rsync protocol so both Dashboards will
always be in sync.

IP location The IP address. Also add username and pass-
word.
destination The path on the remote server to the folder where
backups are to be stored.
monthsKept Choose how long to retain the backup.
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Definit ta Remote Storage

This page does not describe an Archive Group. If standard / local storage is chosen in the Archive Setup page, then
this screen allows the user to configure remote archival of the system's backup files. Each Archive group produces

one or many archive files. The system can be configured to scp these archive files to a backup location or to another
Remote Storage
system.

archive_interval

daily

Select an option
o disabled

nfs

rsync

rsyncToArb

scp

sftp
disabled’ - keep archives locally, 'nfs’- Will mount a network file system as a local drive, which preserves local
device disk space, ‘'scp’ - System will copy archives to a remote location. Scp is not a sync. In order to reduce load
on system and network, system only copies new / changing archives over to the scp location, ‘sftp’ - System will

rnny archives tn a remate Incatinn_Sftn is nnt a swne_in arder tn reduce [nad on svstem and netwinck _svstem anly

Related Topics

» Backup and Restore the Dashboard

6.7.3. DS9

This tab configures settings for DS9.

For details, refer to the *DS9 Configuration on the Dashboard* section in the DS9 for NetFlow Install Guide.

6.7.4. DS9 Flow Summary

This tab displays and configures DS9 NetFlow summary status, options for detection of applications, internal
subnets, and NetFlow, and port filtering.
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6.7.5. Import

This tab allows you to import data into the system from a . csv file.

Note: Only csv file imports are supported.

File import allows you to manually add data that can be used in various contexts within the VOSS Insights
platform. An example could be specific costs associated with calling functions.

= VOSS% = « Back Configuration Settings

Save Delete
Changes have been made to this configuration item

mport - Date Range Mapping
Import

Impart Configuration. This configuration is used to import a file to server. Enter tablename to

insert data and select a file to be imported then click IMPORT button
Table
msteamsdevices
Tablename that the CSV file will be written. Note: LayerX will prefix the tablename with “Ixti_

to ensure its unigueness from internal tables.
delimiter
CSV delimiter character.

Import File

Choose File | No file chosen

Import- Date Range Mapping
This setting allows you to import in a list of named date ranges (for example: Fiscal Quarters that may not
align to standard calendar quarters, etc.).

If a date range mapping is imported, the Dashboard GUI allows you to change the Dashboard calendar
by the imported date range name. Multiple named date ranges may be provided. Only dates are currently
supported. The times for the entire day will be used (midnight to midnight).

Select a file to be imported then click IMPORT.

Note the instructions on this page around formatting rules for the .csv file.

CSV file to import. The CSV should adhere to the CSV RFC https://www.ietf.org/
—rfc/rfc4180.txt.

(continues on next page)
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(continued from previous page)

Additionally, there are two more requirements. First, the first line of the.
—CSV must contain the

desired names for each CSV placement. Secondly, the second line of the CSV.
—must contain the desired

types for each CSV placement. Use 'integer', 'float', or 'string'. The normal..
—,CSV data can then start

on lines 3 and above. Inherently a CSV file does not describe the names or.
—types of each CSV placement.

This is required so the system can create the proper database table and store.
—.the data appropriately.

Failure to include these two lines will result in a failure to import in the.

—.CSV data.
N\ J

= VOsSs «Back Configuration Settings

Changes have been made to this configuration item

mport

Import - Date Range Mapping

Import - Date Range Mapping

The "Date Range Mapping Import” is a feature that allows the user to
import in a list of named date ranges. If a date range mapping is
imported, the Dashboard Ul will allow the user to change the
dashbeard calendar by the imported date range name. Multiple
named date ranges may be provided. Only dates are currently
supported. The times for the entire day will be used (midnight to
midnight). Select a file to be imported then click IMPORT button. CSV
format requirements are described below.

Table

LayerX defined.
delimiter

CS5V delimiter character.

Impaort File

Choose File | Mo file chosen

IMPORT

Date Range mapping CSV file to import. Download template from

htips:ii<ip

Once imported, you can use the date range drop down to cycle through and select the custom dates.
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& Options - & admin -

Elick e Fefresh Dorn i Jul 7, 2020 12:57 pm - Jul 7, 2020 1:02 pm
P11 1819
SMP12 1818
SMPOT 19y20
SMPOZ 159/20 |
SMPO3 19720
Ugers with Device ®  SMPO4 19/20 Destination
| SMPOS 19720
u SMPOE 18720 18 18
19 SMPO7 19420 3,243 3,243
SMPOS 19720
7 SMPO9 19/20 174 177
o SMPI0 19/20 21 21
SMP11 19720
SMP12 18420
4] SMPOT 20/21 3 3
SMP02 20/ 86 a7
SMPO3 20127
0 SMPO4 2021 7 8
SMPOS 20121 c
SMPOG 2021 .
SMPO7 20/21 1o 1
SMPOS 20,21 Displaying 1 -530f 53 «first prev next last» 1000
SMP0S 20421
SMP0 20/

Users with Remote Destination
Profiles

L
(7]

6.7.6. LDAP

The system uses a local LDAP server to store user information.

For all types of external authentications, if the user is successfully authenticated, a user account will be
created locally for that user. Local user accounts are necessary to set specific system privileges. Please
note that passwords are never stored locally. Authentication always occurs with the external system. Once
authenticated, the system allows the user access based on the user’s local system privileges.

The system also supports:
» Authenticating with an external Microsoft Active Directory server:
— external_type is set to windows.
— Authentication server details are required: is_ssl, Ip.
— Refer to the additional settings required for the external_type = windows setting.
 Authenticating with an external VOSS Automate server:
— external_type is set to automate.
— Authentication server details are required: is_ssl, Ip.
— The user credentials should exist on the VOSS Automate server.
» Authenticating with a central, external Dashboard server:
— external_type is set to dashboard.
— Authentication server details of central dashboard server are required: is_ssl, Ip.

— The user credentials should exist on the central Dashboard server.
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V0SS Widget Resources

DS9 Flow Summary m Sendmail | SNMP

External Config Chan

Changes have been made to this -'_i-"'gLr_T. on item

External Config

Ldap is used for system authentication. The system also supports authenticating
with an external Microsoft Active Directory server, a Voss Automate system, or a
remote Dashboard server. If authentication is succcessful with the remote box then
a local account will automatically be created only for that user. Mote, remote
passwords will never be saved locally as authentication occurs with remote server at
login. Additionally, the user will automatically be added to a default permissions
group and a default role (if configured). The 'admin' user can be used to further
restrict permissions for any local user.

Test LDAP configuration

Test LDAP configuration

Use this button to test the configuration that is filled in the form below

external_type

dashboard w
focal'- local authentication, ‘windows' - use external Microsoft Active Directory
server for authentication, ‘sutomate’ - use external VOSS Automate server for
authentication. ‘dashboard’ - use central VOSS Dashboard server for

authentication.

is_ssl

true ~
Reguired only for ‘windows', 'automate’, and 'dashboard’ setting. Set to ‘true’ if

authentication server requires ssl for connection.

The username and password fields can be used to test your authentication configuration by completing
these according to a known user on the authentication server and then selecting the Test LDAP configura-
tion button.

The auto_sync_always_clean option can be set to clear user dashboards before sync.
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auto_sync_always_clean

false W
If this is set to ‘true’, then the system will always clear the users dashboords before performing
an autosync. The 'true’ setting forces the users dashboard to afways be the some as the
Administrator’s set of dashboards. This flag is used when either
'windows_aouto sync_dashboards' is set to 'true’ or when the
‘aute sync_dashboards_by permission_groups' is set to ‘true’. if there users on the system thot
creates their own dashboaords, then this setting showld be set to false' Sync fs done everytime a

user logs into the system

6.7.7. Sendmail

Although the system has Sendmail built in, this tab allows for specific configuration changes to allow the
system to interface with specific customer mail functions.

For example, you can set up an alternative IP address, in the sendmail_from_host field, to define the
IP address used in email reports. This is useful where Dashboard systems may have multiple network
interfaces, especially if end-users cannot access the Dashboard system’s default IP address. Emailed report
recipients will find the IP address you configure here, in the email notification they receive for the report.

Note: All settings on this tab are optional.
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Configuration Settings

Related Topics

» Schedule Reports

« Access Controls

6.7.8. SNMP

Configuration

Sendmisd Confegurptaon Thel COROLr BN SCI0EN Can De used 10 Change & few sendmail opticns. All ields ane
optonl

erunrt_relay hoytrose.

Optetraad Teat I pous Srpanilaton Mad & WM feley Berve (a0 ented he fully puallfed Bams af the Mo Smame

Fupre ip sddresies ore nod pupporied by sevndmys

Optionad Text I eheg is filled in, the syatem will use this 53 the Trem' emad address on all emails genevated by this
spuierm The def s from sddreds o root Bhosinames

EY

Opleonal Tewl M Bha rs Alled w5, P i bivn woll wid s dd the UIRL TP fadme o0 all wradls givieraled by this

systemn The ety defaut i the 07 addnes snsocusted with eibd

This tab allows the system to be configured to work with SNMP v3. It allows you to select the specific

authentication and encryption methods to be utilized.
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« Back Configuration Settings

Save Delete
SNMPv3 User Config Changes have been made to this configuration item

SNMPv3 User Config
Setup the configuration for SNMP.

Commit SNMPv3 User Configuration

Commit SNMPv3 User Configuration

Engine ID

OCTECT STRING

User Name

OCTECT STRING

Authentication Protocol

MD5 v

6.7.9. Syslog

This tab configures the IP address of your central syslog server.

The system can send out syslog messages about several of the internal functions, including backup and
archival success.

This is a system-wide setting. If an IP address is specified, the system will send any internal messages onto
the specified syslog server. Only one central syslog server can be specified at this time. Please validate
firewall settings are open to allow incoming messages on the specified IP address and port.
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« Back

Configuration Settings

Syslog Server

Changes have been made to this configuration item

Syslog Server

Use this screen to configure the ip address of your central syslog
server. This is a system wide setting. If an ip address is specified the
system will send any internal Layer X messages onto the specified
syslog server. Only one central syslog server can be specified at this
time. Please validate firewall settings are open to allow incoming

messages on the specified ip address and port.

external_syslog_ip

Optional. Enter in the ip address of your organization's central
syslog server. A single Ip Address or a single Domain name. Note.
Domain name entries must resolve through the system configured

DNS (user specified in system DNS settings)

protocol

6.7.10. VOSS

This tab configures the setup for VOSS Mongo database.
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= voss « Back Configuration Settings

Save Delete
Voss Mongo Config Changes have been made to this configuration item

Voss Mongo Config

Setup the configuration for Voss Mongo database. Please only save
one datasource per IP.

Test mongo connection

Test mongo connection

Commit Voss Datasource

Commit Voss Datasource

Begin Voss Collection

Begin Voss Collection

Begin Voss Transaction

Begin Voss Transaction

6.7.11. VPN

The system can be connected to another Dashboard/Reporting platform, an Arbitrator Correlation platform,
a Windows Forwarder or other client that supports the connectivity. Utilize this screen to set up automated
connections to a server or client. The default port utilized is port 1194. Note that the screen selections will
change based on the context selected (server or client).

Configuration

Display Commecmhsng
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6.7.12. VPN Manual

» Configuration: Client - Add Server Config: The system allows you to enter a VPN configuration file
directly into the system. Just paste the config directly into the bar under the label vpn_config.

and BUFAtion: Server Add Clnt

Configuration: Client - Add
This Bcreds 1 isad ko maanubll &
Display Servers
Display Servers

Comymard will dispidmy the coarmen

wpn_config

« Configuration: Server — Add Client: This screen is used to obtain a VPN Client Configuration file.
This will allow connectivity from the Windows Forwarder directly to this server utilizing OpenVPN. There

are a few prerequisites:
1. There must be network connectivity between the Windows Forwarder machine to this server.
2. The specified OpenVPN port (default port 1194) must be opened on the firewall between this
server and the Windows Forwarder IPs.

3. This server VPN Configuration screen should be configured for server mode.

Configuration: Server - Add Client

btain & VIR et Configaration fe. This
Thaere are & v [Ie-reqrResine. TRere Tats I nenw

Doewn losd WFH Config
Downiboad VP Config

Mtiaded foF Formaroes. [ dowevsnd v (il Covt B Sou bl ¢

Duigslay Tl
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6.7.13. Widget Resources

This tab allows the auto-creation of a dashboard widget’s resource description for a new table. At a minimum,
the IP address and table name should be provided to fetch/create the 1xtapi_* definitions. This functionality

may also be used to generate dashboards for generic Postgres databases, if the database’s security
information is known.

= VOSS «Back VOSS Insights

Q Search Dashboards

D0 e 3 3 50 E20 2 3 )

Widget Resource Control

Widget Resource Control

This page will allow the auto-creation of a widget's reource description for a new table. At a minimum, the IP add
and table name should be provided to fetch/create bxtapi_* definitions. This functionality may also be used to
generate dashboards for generic Postgres databases, if the database's security information is known

IP location

The IP address of the database’s host

Database Name
[Optional] The name of the database.

username

[Optional] The database username.
password

[Optional] The database password.

6.8. Theme Management

The Theme Management screen provides several options to configure themes: create, modify, reset and
delete. Custom themes can also be created.
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6.8.1. Create a New Theme

1. From the reporter user menu on the main screen, choose Theme Management.

2. From the Select action drop down, choose Create New Theme.

Theme Management

Theme name

Arbitrators

3. Enter a Theme Name and optionally any arbitrator to share the theme.

4. Login Options: refer to the Login sample for a preview of changes.

Login Options
Login oolor opitions

Login Background

Login Button Background

Import login image

o

Imgort background image

Background image
Login Label Colo

Login Container

Ramnus Barbornnd im aog

o

IJSERMAME &

PASSWORD

a. For Login color options (Login Background, Login Button Background), click in the color box to
open a color picker widget. You can use the sliders, buttons and input boxes to set a color. Verify
your color shows in the Hex: input as a hex value and click Select.
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Select a Color
|-

b. From Import login image, select the image to show on the login page, above the username and
password input boxes.

c. From Import background image, select the image to show as background on the login page,
behind the login box. If not used, then the Login Background color applies.

If needed, select the Remove Background image check box to remove any imported background
image.

d. From Login Container, select the required color options. The Privacy Security Text box can be
used to enter login privacy text:
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Login Container

[_| Login Container Background
[] Login Container Header
(] Login Container Text

[_| Login Container Button

(] Privacy Security Text =

Tab Title

A Tab Title text value can be entered to show as the browser tab text.

5. Dashboard Options:: refer to the Dashboard sample for a preview of changes.
Dashboard Options o

Dashboard color options

Banner Background -

Dashboard Background

Import logo image

Click to edit
Logo Image Ratio 104
Logo Image Top Padding o

a. For Dashboard color options (Banner Background, Dashboard Background), click in the color
box to open a color picker widget. You can use the sliders, buttons and input boxes to set a color.
Verify your color shows in the Hex: input as a hex value and click Select.

Copyright © 2024 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 140
doc-feedback@voss-solutions.com



6.8. Theme Management

For the dashboard, Theme Color Options are also available for text, Container, Primary Active

elements and Containers.

Click the i icon to open a list of screens affected by a color option, for example, for Dashboard

Background:

Theme name

Arbitrators

Theme Color Options Pt

Dashboard Background 1

Dashboard Text - 1

Container Background 1

Container Text - 1

Container Frame 1

Primary Background - 1

Primary Text i

Primary Active Background - 1

Login Options ~
Dashboard Options V
Widget Options o

Login sample -

Dashboard background usage X

The color will impact background/text of the following product screens:
On Reporter

Impert / Export Wizard
Manage Dashboards
Edit Field Groupings
Edit Mappings
Configuration Settings
Theme Management
Search

Reports

Access Control Editor

On Arbitrator

Asset Explorer

Alert Analyzer

Search

Call Path Monitor

Call Details Explorer

Caontrols Configuration -

Additional Arbitrator Configurator colors are also available:

Arhitrator Configurator Options

List Renderer

List Renderer Alternative

Enabled Rule Renderer

Enabled Rule Alternative

Disabled Rule Renderer

Dizabled Kule Alternative

List Henderer Active

List Renderer Text

-~

b. Select an image from Import logo image to use as a logo on the banner. The image can be
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scaled and positioned using Logo Image Ratio and Logo Image Top Padding. An option is also
available for a browser tab icon: Import Favicon image.

6. Dashboard Menu Options: the Menu color options group of settings are available to customize the
colors of the menu and its text (Menu Background, Menu Text, Menu Hover Text, Menu Button) - using
the color pricker widget.

1 1.NDEMO

hboard Menu Dptigns

[ 1. Alerts

Menu codor options

Menu Background

Menu Text

Menu Hover Text

MeEnu Bulttor

7. Widget Options:: refer to the Dashboard sample for a preview of changes. The widget sample is
shown on the dashboard.

Dashboard sample

— sample Dashboard

widget Options

Widgpet Header Color - r\

sample Widget Header

Widpget Title Color \\}
Widget Body Color '
4
f
’
Chart Weekend i

Set the Widget Header Color, Widget Title Color and Widget Body Color using the color picker
widget.

The Chart Weekend setting can be used to set a different chart color for charts that show daily data
over a number of weeks.
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03,03 AT CIE 51 [T 3 0

O VAITOTALEYTES METRE. < JOLLEDS1 (MOTALRYT. 1A A744 iITOTALEFT... CRTOTALEY TS _METHIC.
o UT (TOTALEYTES METRIC.

8. Click Save. When done, the Status shows 100% and a message shows “Theme saved successfully”.

6.8.2. Apply a Theme to the Dashboard

1. Log in on the command line and navigate to the Change Reporter Branding menu.

4
I
|
|
I
|
I
I
I
|
I
I
|
I
I
|
|

+
I

2. At Enter Branding Theme: input box, enter themes/<your-theme-name> and select OK. A console
message shows: Putting THEME:themes/<your-theme-name>.

3. If you log in on the reporter now, the theme is shown.

6.8.3. Apply a Theme to the Arbitrator

1. On the selected theme on the Theme Management menu, ensure that the arbitrator is selected in the
Arbitrators drop down box and that the theme is saved. (You need to make a change to the theme to
save.)
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Click to edit

Logo Image Ratio 45

Logo Image Top Padding | 0

Arbltrators

2. Click Save. You should now also see an Output: message: “Generating Arbitrator <IP> theme
<your-theme-name>”

3. Log in on the command line and navigate to the Change Arbitrator Branding menu.

4. At Enter Branding Theme: input box, enter themes/<your-theme-name> and select OK. A console
message shows: Putting THEME:themes/<your-theme-name>.

5. If you log in on the arbitrator now, the theme is shown.
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6.8.4. Example Custom Theme

Theme Management ™

Thermas

Stsaio

Thema Colar Dptions
Login Dptican
Dashboard Qptin
USERMAME &
Widges Dpsars

Arberame Contguam Dptioms “ w X - PASEWODRD G

g yosT Frivacy

Dashboard sampile

Glabal Fiters [ 0 apphed )

6.9. DS9 Configuration

6.9.1. Overview

| admin-users-only |

The DS9 Alert Management page allows you to view, edit, disable, or delete existing alerts for DS9, and to
add new alerts for DS9.

Note: To access this page, log in to the dashboard as admin user, and from the admin menu, select DS9
Configuration.
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6.9.2. Alert types

DS9 ships with three standard alert types:

Alert type

Description

Application Threshold This alert notifies you that a NetFlow-reporting node reports traffic
for an application over or under a certain threshold. After you
create an alert for the application and the threshold for a particular
node, the alert is triggered when the traffic exceeds the threshold.
The alert can be created across multiple applications. This means
that the alert will be triggered when the combined threshold of all

selected applications is reached.

Top Application This alert notifies you whether an application is present in Top
XX Applications lists. After you create an alert for a specific
application for a node or interface, the alert is triggered when the

application is missing in the Top XX Applications resources.

The flow is no longer being received.
This alert notifies you that a device (node or interface) is not
sending data over a defined time period.

No Flow

6.9.3. View alerts

1. Log in to the Dashboard as admin user.
2. From the admin menu, select DS9 Configuration to open the DS9 Alert Management page.

3. On the DS9 Alert Management page, select a DS9 system to view alerts for this system in the table
in the Alert Table panel.

Note: You can choose to view details for all alert types or choose one. In the Alert Table panel, you
can choose to view active or disabled alerts. Click the Refresh button to update alert configuration
details in the table.

089 System

[”,, .

Alert Type

= voss 3 « Back DS9 Alert Management admin -
Alert Configuration Alert Table
_ Dissbled

Agplication Threshold
Appheation

Flabame - inten st

Tree Application IDs Control Por
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6.9.4. Add an alert

This procedure creates a DS9 alert.

1.

A 0D

Log in to the Dashboard as admin user.

From the admin menu, select DS9 Configuration to open the DS9 Alert Management page.
On the DS9 Alert Management page, click Add.
At DS9 System, choose a DS9 system from the list.

Note: The list is populated based on DS9 data sources. Once you choose a DS9, the system runs a
query and populates the table in the Alert Table panel, displaying the details of any active / disabled
alerts already configured for the DS9 you choose (active or disabled, depending on whether you select
the Active or Disabled radio button).

At Alert Type, choose the alert type you want to add. Options are: No Flow, Top Application, Application
Threshold

Configure the alert:

Choose the agent ID (the address for the alert) (relevant for all alert types).

Note: The option you choose at Agents populates the Interfaces drop-down.

Choose interface type (relevant for all alert types).

Choose interfaces (relevant for all alert types).

Note: The list is dynamically populated based on the agent you select, via an API call to the DS9
data source or the local database.

Choose time interval (the number of minutes to query in the past) (relevant for all alert types).

Configure threshold (unit, compare symbol, and value) (relevant for alert type Application Thresh-
old only)

Define whether to include applications, and if yes, specify application IDs (one or more, in a
comma-separated list) (relevant for alert type Application Threshold only)

Define whether to include ports, and if yes, specify ports, one or more, in a comma-separated list
(relevant for alert type Application Threshold only)

Choose severity (minor, major, or critical) (relevant for alert types No Flow and Top Application
only).

Choose the condition at Exists, either true or false (relevant for alert types No Flow and Top
Application only).

Mandatory. Define a numeric value as the limit (relevant for alert type Top Application only).

7. Click Add.
The system adds the new alert and progress displays in the display field adjacent to the Refresh
button.
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Wait a short while (approximately one minute) to allow the system to process the new alert and to run
the query, then click the Refresh button to view the new alert in the table.

Alert Table
Please walt a minute to refresh o view new slert
Disabled &

Note: The Clear button clears the interfaces data and the agent. If you don’t clear these fields before
adding a new alert, the value for agent and interfaces is the same as the last alert you added.

6.9.5. Edit, disable, or delete an alert

This procedure edits, disables, or deletes a DS9 alert.

1.

Log in to the Dashboard as admin user.

2. From the admin menu, select DS9 Configuration to open the DS9 Alert Management page.
3. On the DS9 Alert Management page, click Edit.

4.
5

. View active alerts for this system in the Alert Table panel.

At DS9 System, choose a DS9 system from the list.

Note: Select Disabled to view disabled alerts.

. In the table, choose the alert you wish to edit. The alert’s details populate the configuration fields,

including a file name.
Choose an option:
+ To modify the alert, update the data, then click Edit to update the alert.

» To disable the alert, click Disable. The alert is removed from the table of active alerts, and is
added to disabled alerts.

» To delete the alert, click Delete. The alert is removed.

6.10. Schedule Reports

6.10.1. Overview

The Report Scheduler allows you to schedule each report based on customer, duration, repeat time-frame,
and email address.

You can access the reports functionality via the System Configuration menu (Cog icon) on the toolbar, then
select Schedule Reports.

You can select two tabs on this page:

+ Configure
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+ Display

6.10.2. Configure Tab

On the Configure tab you can trigger a schedule, run a report, delete a report, or clone (copy) a report.

Note: Cloning allows you to create a copy that you can customize to add new recipients or a different time
zone, for example.

On this tab you can also scheduling and arrange dashboards into reports.

= VOSSs «Back VOSS Insights Q_  Search Dashboards Q
Configure
° Reports
—— Ccaea

Report Name

Output Format

On L2 cov 53] oo 5] @ns

Start Date End Date

Dec 7. 2023 306 pm -] @ Noend date

Delay Report Creation (In Hours) o after . .

- Endby Dec 8, 2023 3:06 pm (=}
Time Zone
Regon | A -

The table describes options for working with reports:

Action Description
Plus icon (+) Click the Plus icon (+) at Reports to add a new report.
Run To run a report manually, select the report, then click Run.

In the Print dialog, choose a date for the report, then click Print to
run the query and generate the report. You can view the progress and
details of the query as it runs. When it's done, click Download to save
the report to your local computer or to a network location.

Clone To clone a report, select the relevant report, then click Clone. This
allows you to create a new report based on settings in the cloned report.
Trigger Schedule To manually trigger the schedule for a scheduled report, select the report,

then click Trigger Schedule. For reports executed via a schedule, the
system writes the report log details to the database (to the Ixt_perf _data
table). Event data display in a Dashboard widget ( Ixt_perf_data widget),
where you can view progress and print the details.
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Related Topics

* Introduction to Dashboards

« Access Controls

6.10.3. Schedule and Arrange Dashboards into Reports

This procedure sets up reports.

Prerequisites:
* In Access Controls, add users who may receive emailed reports, along with their email address. See
Access Controls

» For emailed reports, if you need to set up an alternative IP address that will allow recipients to access
the Dashboard to view reports in the Dashboard system via an IP address in the email notification sent
to them:

— Go to System Configuration > Configuration.

— On the Sendmail tab, in the optional sendmail_from_host field, add an IP address to use as the
URL for all emails that the system generates.

See Configuration

To schedule and arrange dashboards into reports:

1. Go to System Configuration > Scheduled Reports.

On the Configure tab, click the Plus icon + at Reports to add a new report.
In the Report Name field, give your new report a custom name.

Choose the output format. Options are PDF, CSV, JSON, or XLS.

A 0D

Note: Outputting to Excel workbooks (.x1s) creates a new tab for each widget inside a single Excel
workbook file.

Configuration options on the page depend on the output format you choose. For example, only the
PDF output format allows you to define widget layout per page.

5. At Start Date and End Date, select a start date, and report end date options.

6. At Time Zone, choose a time zone region and city.

Note: The system uses a city library that represents most zone locations. If your city is unavailable,
choose an option matching your required time zone.

7. At Report Interval, choose the period to query data for the report. For example, Last 12 hours.

8. At Repeats, choose how often you want to repeat the running of this report. Options are: Never, Daily,
Weekly, Monthly.

9. At Descriptions Placement, choose whether to display widget descriptions below the chart(s).
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10.
11.

12.

13.

14.

15.

16.

At Widget Layout Per Page, select the number of widgets to print on a page

At Users, click the Plus icon (+) to add recipients (one or more), then select the users who should
receive the report.

Note: Non-admin users can also add other users to reports.

At Destination, choose whether to:
« only display the report on the GUI: Display only, i.e. no destination
+ send the report via Email
* send the report via SFTP

Note: Reports can be sent via SFTP to a host destination.

Under File name option, if the Override default File name checkbox is selected, report filename
options are available to include the username, date and time (HH_mm_ss) with the name (separated by
an underscore _).

File name option
Override default File name
File name File name includes User name
File name includes date

File name includes time

» The date format is obtained from the User Settings: (MMM-D-YY or D-MMM-YY)
At Transform, choose formatting options.

For the output format you chose (PDF, CSV, JSON, or XLS), define whether to transform epoch to
formatted time, and if your selected file output format is CSV, you can also define whether to remove
backend formatting in the generated CSV file.

Note: If you've chosen the option to remove backend formatting (CSV output only), then all data in the
CSV (each cell) will have minimum formatting applied. This speeds up file generation for reports, and
when you wish to download a CSV file (via a dashboard widget). This option is thus useful for large
files.

Transform

Transform Epoch to formatted time

No backend formatting - useful for large CSV generation

At Dashboards, drag the dashboards you want to include in the report, to the Selected Dashboards
field.

At Summary Page, use the text editor to design a summary page (including images) that will be placed
at the top of the report.
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17. Click Save.

Note: Now you can manually run the report, or you can click Trigger Schedule to generate the report
at the predefined schedule value. If you've chosen to email the report, the report is emailed to the
recipient you specified in Users on the Reports page. Email recipients click the link in the email to
open the report in the format you specified, and at the specified IP address - either the default, or a
value you provided.

Report Name
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6.11. Data Sources

The Data Sources page allows you to define multiple data sources to extract data on which to analyze and
report. Several options are provided for connecting to external data sources.

Note: To access Data Sources, click the System Configuration icon, then select Data Sources.

Insights can extract data from any SQL data source as well as all VOSS systems. The Data Sources page
displays all of the data sources from which the system is currently configured to extract.

To add a new data source:
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1. Click New Data Source, then fill out a name for the new data source.

2. Select a data source type from the drop-down, then fill out details relevant to the selected data source,
for example, Microsoft SQL Server, Ndx, or any of the other available data source types.

3. Fill out required credentials.
4. Save.

This source will now be available to extract data and define resources.

= VOSS «Back VOSS Insights

Data Sources
Data Source

\ -
New Data Source

MName Name

10.13.37.87

Data Source Type
Data Source Type
Remote Arbitrator Postgres Database v

5432

6.12. Access Controls

6.12.1. Overview

The Insights Dashboard system Access Controls page allows you to set up and configure the following:

 Set up multi-tenant customers and users

Note: You can set up multiple tenants to have their own, read-only only access to dashboards, and to
receive their own reports.

« Configure role-based access to the dashboards
+ Configure system permissions

+ Add or configure users and customers
 Configure SAML settings

+ Configure user log in credentials and system password policy
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Note: Only the system super user (admin account) may view and edit the password policy.

= VOSS « Back VOSS Insights Q,  Search Dashboards *

Permissions

o Permissions

Delete Sawe

Reporter Permissicns

Group name

Permissions

View

Action

To launch Access Controls, click the toolbar System Configuration (Cog) icon £ then select Access
Controls.

6.12.2. Access Controls Editor

You can select the following tabs in the Access Controls editor:
* Permissions Tab
» Users Tab
* Roles Tab
» Customers Tab
SAML Tab
Password Policy Tab
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Permissions Tab

This tab adds and configures permission groups.

« Back VOSS Insights Q,  Search Dashboards

Permissions

° Permissions

Group name

Delete Sawe

Permissions

View

Action

The Reporter Permissions group is a default permissions group, and is assigned by default to the Default
role.

All new users added to the system are automatically assigned to the Reporter Permissions permissions
group, which provides View Application rights to the system.

You can add new permissions groups, and for each permission group, you can choose permissions, and add
Or remove users.

Note: A user can be in one or more permission groups, but only the most restrictive one is used.

» The Users in group and All users fields display the names of users added to the system.
» The View and Action checkboxes define the permissions that can be assigned to a selected permission
group.

+ To create a new permission group, click the Plus (+) icon at Permissions, define a group name, choose
permissions, add users to the group, and save your changes. Users in this group will have access to
the system based on permissions configured for their permission group.

Note: All permission groups should have at least the View Application permission.
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Related Topics

» Add and Configure Permission Groups

Users Tab

This tab adds, edits, and deletes users.

VOSS Insights

Users

o User
~ Username

Display Name Email Super User Force Password Change  No Timeout

v - v

- - v x

- - - x

There are two default users upon installation:

ad- A system superuser. The admin can perform all functions in the system. Set these credentials and
min  only share them with your administrator.

Ixtsso A single sign-on credential, used only when the system is integrated to another platform, such as
an IT Operations platform.

All new users are automatically created with a default role (called Default), and the Reporter Permissions
permission group, which gives at least the View Application permission. Provided the default role is enabled
and has dashboards associated to it, new users can log in to the system and will have access to the
predefined collection of dashboards you associated to the default user role (typically dashboards you want
all users to have access to). This simplifies the onboarding process.

Related Topics

» Assign Dashboards to Users via User Roles
» Add New User with Default Role and Dashboards

» View a User’s Roles, Permissions, and Dashboards
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Roles Tab

This tab adds and edits role-based access to the dashboards.

Note: You can assign dashboards to specific roles. Users can be part of one or many roles. If the role is
enabled (see Role Synchronization settings), any user with that role will have all the dashboards assigned to
that role. Roles tie together permission groups and dashboard collections.

VOSS Insights

Rode name Full Foater Syne Roie Spnehrsnctatan

: -

Detactt e ® Syme

[——

Users Dashboards

.....

The table describes the fields on the Roles tab in the Access Control Editor:
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Field Description

Roles Click the Plus icon (+) to add a new role. Select a role then add or
remove users associated with the role.

The system ships with a role called Default. All new users are
automatically associated with the Default role. It is recommended
that you assign a selection of dashboards to the Default role.
These are dashboards that you want all new users to have access
to as soon as they’re added to the system.

You can create additional roles based on the requirements of your
organization, then add or remove users as required, and choose
the dashboards to assign to users based on their roles (users can
have more than one role).

Users Associate and remove users from a selected role.

Dashboards Choose dashboards to be associated with a selected role. These
dashboards will be available to users assigned to the role when
saving your changes.

Role name A customizable name for the role. The system ships with a default
role (called Default).

Full Folder Sync Defines that when syncing dashboards to user roles, the system
syncs the entire folder where dashboards are selected for the role.
If Full Folder Sync and Overwrite is selected, when an admin
user adds another dashboard to the folder, that dashboard is
available to the user the next time the user logs in.

Default role Defines that the selected role is the default for the system. Any
new users added to the system are assigned to this role, and will
have access to any dashboards associated with this role. Addition-
ally, new users are automatically assigned Reporter Permissions
(permissions group), which gives them view access to the system.
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Field Description

Role Synchronization Options for how a selected role is synced and dashboards made
available or removed for users associated with the role:

» Disabled - The role is disabled. Any dashboards assigned
to this role won'’t be synced to users added to this role.

» Sync - When a user with this role logs in, they will have
access to any dashboards associated with the role. Sync
occurs when a user logs in. If a user is logged in when
dashboards associated with their role is changed, they will
see the change the next time they log in. This option deletes
all dashboards currently assigned to users with the role,
and copies over the current dashboard selection for the role.
Manually assigned dashboards and roles are replaced in
this automatic sync.

» Overwrite - The existing dashboard to role association is

overwritten when the next role sync occurs.
If Full Folder Sync and Overwrite is selected, when an
admin user adds another dashboard to the folder, that dash-
board is available to the user the next time the user logs
in.

Related Topics

Add and Configure Roles
» Assign Dashboards to Users via User Roles
» Add New User with Default Role and Dashboards

» View a User’s Roles, Permissions, and Dashboards

Customers Tab

This tab adds, edits, clones, and deletes customers.

Customers can be actual companies (if you are an MSP), or they can be departments/individuals (if you are
an enterprise).

= voss sk VOSSInsights Q  sachoasioads Qo

Cusiomers

o Customers

Customer Name External Id # of Filters
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Related Topics

» Add and Configure a Customer

SAML Tab

This tab configures SAML settings, which are used to enable single sign-on across security domains.

You can choose to enable SAML along with the specific signature algorithm and various attributes. This
function often requires close interaction between the customer and the VOSS engineer.

Note: Security Assertion Markup Language (SAML) is an open standard for exchanging authentication and
authorization data between parties, in particular, between an identity provider and a service provider. As its
name implies, SAML is an XML-based markup language for security assertions (statements that service
providers use to make access-control decisions).

VOSS Insights supports single sign on (SSO) for authentication via the SAML v2.0 standard for SSO. When
SAML is enabled for your system, the Sign Out menu option (accessible via the admin menu) is not required
or available as the Insights system does not initiate the termination in this case.

SAML is enabled/disabled on the SAML tab of the Access Control Editor on Insights Dashboard. To bypass
SAML authentication, you can set nosaml=true in the URL.

= VOSSs «Back VOSS Insights Q,  SearchDeashboards

SAML

SAML 2.0 Settings

Enable SAML

Shew All Customers’ Data

SAML Signature Algorithm

Arvribute Mapgings
Email (Optional )

Usermame {Optional]
First Name (Optional):

Last Name (Optionai):

Identity Provider Metadata XML
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Password Policy Tab

This tab configures the system password policy, allowing the system administrator (super user with admin
role) to enforce an application user password policy across all local users.

VOSS |nsightS Search Dashboards

Password Policy

Minimum Length

Minimum Uppercase

Minimum Lowercase

Minimum Numeric

Minimum Special

Password Lifespan

a o >

Maximum Login Attempts

Related Topics

» Configure Password Policy

6.12.3. Add and Configure Roles

This procedure adds and configures a new user role.

Note: Roles are used to give users access to a collection of dashboards. The system ships with a default
role called Default. This role must be enabled, and you will need to select the dashboards that all users
should have access to by default. All new users are assigned the Default role, and will have immediate
access to the dashboards associated with this role when they first log in. This simplifies the onboarding
process for new users.

1. Log in to the Dashboard application as admin user.

2. Click the System Configuration icon (Cog), then select Access Control to open the Access Control
Editor.

3. Select the Roles tab.
4. Click the Plus icon (+) at Roles, then configure the new role:
+ At Role name, fill out a name for the role.
+ At Users, move relevant users from All users to Users in role.

» Choose whether this is a default role.
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+ Choose whether to enable full folder sync.

» Choose role synchronization options.

+ Choose dashboards to associate with this role.
5. Click Save.

Provided the role is enabled and you have selected one or more dashboards for this role, any users
with this role will have access to these dashboards the next time they log in.

Note:
 To edit a role, select the role on the Roles tab, update the role, and save.

» To delete a role, select the role on the Roles tab, click Delete.

Related Topics

* Roles Tab

6.12.4. Add and Configure Permission Groups

Permission groups are a way to give users specific permissions in the system.

Note: The system ships with a default permissions group called Reporter Permissions and a default user
role called Default. New users are automatically assigned the Default role, and the Reporter Permissions
permission group. Reporter Permissions automatically assigns the View Application permission to new
users. A default collection of dashboards must be added to the Default role, and this role must be enabled
(via the Roles tab in the Access Control Editor). These are dashboards that you want all new users to have
access to as soon as they sign in to the system, and is a quick way of onboarding new users.

1. Log in to the Dashboard application as admin user.

2. Click the System Configuration icon (Cog), then select Access Control to open the Access Control
Editor.

3. Select the Permissions tab.
4. Click the Plus icon (+) at Permissions, then configure the new permission group:
+ Fill out a name for the permission group.

» Choose permissions.

Note: All permission groups should have at least the View Application permission.

» Add users to the permission group.
+ Click Save.

Users in this permission group will have access to the system based on permissions configured
for their permission group.
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Related Topics
* Permissions Tab
6.12.5. Configure Password Policy

This procedure configures the password policy for local users.

1. Log in to the Dashboard application as admin user.

Note: Only a user with the admin role (super user) can view and configure the password policy.

2. Click the System Configuration icon (Cog), then select Access Control to open the Access Control
Editor.

3. Select the Password Policy tab.
4. Configure the password policy settings, including:
» minimum length of password
* minimum uppercase letters to be included in the password
* minimum lowercase letters to be included in the password
* minimum numeric characters to be included in the password
» minimum special characters to be included in the password
+ password lifespan (number of days before password will need to be changed)
* maximum login attempts
5. Click Save.

Related Topics

» Password Policy Tab

6.12.6. Assign Dashboards to Users via User Roles

This procedure automatically assigns a collection of dashboards to users via their user role.

Pre-requisites

« Add the user. See Add New User with Default Role and Dashboards
« Add the role.
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Associate dashboards and users to a role

1. Log in to the Dashboard application.

2. Click the System Configuration icon (Cog), then select Access Control to open the Access Control
Editor.

3. Select the Roles tab.
4. Select the role.

5. In the Users fields, move the relevant users from the All users field to the Users in role field, or
remove users from the Users in role field to the All users field.

6. At Dashboards, select the relevant dashboards. Select an entire dashboard folder tree, or select a
dashboard folder and select or deselect dashboards, as required.

7. Choose options for the sync:

+ Select Full Folder Sync if you want to refresh the users’s dashboard whenever changes are
made to the selected dashboard folders.

+ Select Default role if you want this role (and the associated dashboards) to be assigned to any
user with this role.

» Choose a Role Synchronization option:
— Select Disabled if you don’t want this role to sync dashboards to users with this role.

— Select Sync to remove dashboards previously assigned to users with this role, and to replace
manually assigned dashboards with dashboards associated to this role. When the user next
logs in, they will have access to these dashboards.

— Select Overwrite to replace existing instances of this dashboard with the dashboards associ-
ated with the role.

Note: If you have both Full Folder Sync and Overwrite selected, if the admin adds another dashboard
to a dashboard folder, the user has access to the new dashboard the next time they log in.

8. Repeat this procedure to configure additional roles, if required.
9. Click Save.

The sync runs based on the settings you defined per role. The next time the user logs in, they will have
access to the dashboards associated with their roles (one or more).

6.12.7. Add New User with Default Role and Dashboards

This procedure adds a new user so they have the dashboards they require for onboarding purposes.

Note: New users are automatically assigned the Default role, which should contain a default collection of
dashboards that you want every user to have access to. This role is also assigned the Reporter Permissions
permissions group, which provides at least View Application (read) access to the system. When a new
user logs in the first time, they will have access to the default collection of dashboards. This makes it easier
to onboard new users. The Default role must be enabled for your system, and you will need to associate the
default collection of dashboards to the Default role (via the Roles tab in the Access Control Editor). The
Default Role does not ship with dashboards already assigned to it.
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1. Log in to the Dashboard application as admin user.

2. Click the System Configuration icon (Cog), then select Access Control to open the Access Control
Editor.

3. Select the Users tab.
4. Click the Plus icon (+) at Users to add a new user.
5. Fill out details for the new user:

+ Add a username, display name, and email address.

Note: The username is used to log in to the system. The display name is the name that displays
at the top right on the GUI.

+ Define whether to force the user to change their password when they first log in.
+ Define whether the user’s session can continue without a timeout.
» Choose the customer where this user will be assigned.

+ Optionally, select additional roles for this user.

Note: All new users are automatically assigned the Default role.

+ Optionally, select additional permission groups for the new user.

Note: All new users are automatically assigned to the Reporter Permissions group via the
Default role. This permission group provides View Application (read) access to the system.

+ Optionally, select additional permissions for the user.
* Fill out a password for the user.
6. Save your changes, then click out of the screen to refresh it.

7. View the new user listed on the Users tab. Use the icons to the right of the username to manage the
user:

+ To edit a user account, click the Edit icon (pencil).
+ To clone (copy) a user account, click the Clone icon (down arrow).

+ To delete a user account, click the Delete icon (X).

Note: The user can now log in to the system with their username and Default role. On log in, the
user has access to the dashboards associated with the Default role, plus any dashboards assigned
via additional roles you may have configured for this user.
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6.12. Access Controls

Related Topics

» Users Tab

6.12.8. View a User’s Roles, Permissions, and Dashboards

This procedure displays a user’s account, their permissions, roles, and the dashboards associated with their
role.

1. Log in to the Dashboard.

2. Click the System Configuration icon (Cog), then select Access Control to open the Access Control
Editor.

3. To view or update a user’s account:
+ Select the User tab.
* Locate the relevant user, then click the Edit icon (pencil) for this user.

» View the user’s settings, including their assigned roles, permission groups, and permission rights.

Note: The following settings are editable: username, display name, email, whether to force a
password change, whether timeout applies for a user’s session, the assigned customer access
(that is, display data only for a selected customer, or all customers, or no customers), the report
logo, and the password.

Access Control Editor

nnnnnn i Confirm Password

4. To view the dashboards this user has, select the Roles tab, then:
» Select arole.
» At Users in role, inspect whether the user is assigned to the role.

* Once you locate a user in a role, inspect the dashboards selected in the Dashboards tree
structure for that role. These are the dashboards the user has access to.

Note: All new users are assigned the Default role and the collection of dashboards associated with
this role. A user can have one or more roles, and will have access to the dashboards selected for each
role.
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5. To view a user’s permissions, select the Permissions tab, then:
+ Select a permission group.

+ At Users in group, inspect whether the user is in the permission group.

» Once you locate a user in a permission group, inspect the permissions selected for the group.

Note: All new users are assigned the Reporter Permissions permissions group in the Default role.
All permission groups must have at least the View Application permission. A user can be in one or

more permission groups.

6.12.9. Add and Configure a Customer

This procedure displays, edits, clones, and deletes an existing customer, and adds a new customer.

1. Log in to the Dashboard.

2. Click the System Configuration icon (Cog), then select Access Control to open the Access Control

Editor.
3. Select the Customers tab. Existing customers are listed on the page.
4. Choose an option:
+ To add a customer, click the Plus (+) icon at Customers.
— In Display Name field, fill out a name for the customer.
— Click Edit Filters, then configure filters:

Note: Filters allow you to define the data (tenanted) that only this customer will see.

« Back Access Control Editor

Filters for Customer B

Resource Filters

Arbitrator_alerts - AD_NAME ~ N aip =
Definitions

» Text Fields

¥ Integer Fields

ACK_LEVEL

ASC_ID
EXTERNAL_QUEUE_INTERVAL

IRP_ID

IRS_ID

PCOUNTER

» Epoch Date Fields

» Calculation Fields

Update

= At Resource, select the resource that applies to the customer.
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6.12. Access Controls

= At Definitions, select the specific definition that is unique to that customer. Drag and
drop that definition to the Filters field. You can select multiple filter definitions.

« Click Update to return to the Customer tab in the Access Control Editor (or click Back
to cancel).

— Click Save to create the new customer.

« To create a clone of a customer, select the Clone icon (down arrow) at the relevant customer (the
one you want to clone).

You can create a clone (copy) of an existing customer, then modify the clone to create a new
customer based on the settings in the clone. Save the new customer.

+ To edit a customer, click the Edit icon (pencil). Update the customer, then save.

+ To delete a customer, click the Delete icon (X) for that customer.

6.12.10. Change your Password, Display Name, and Report Logo

This procedure allows a system user with minimum permissions to change their own password, their display
name, email address, and the report logo.

Note: By default, all new system users are assigned the Default role, with Reporter Permissions. This
role and permissions group allows the minimum View Application permission, but also allows non-admin
users to change their own password, their display name, email address, and report logo, via the Access
Controls menu (accessible via the Main Menu).

Admin users (superuser account) change their password via the Profile menu (click on the profile, then select
Edit Account.)

To update your profile

1. Log in to the Dashboard.

2. Click the System Configuration icon (Cog), then select Access Control to open the Access Control
Editor.

3. On the Users tab, click the Edit icon (pencil).
4. Update your profile.

You can change your own password, your display name, your email address, and the report logo.
5. Click Save.
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6.13. About

Related Topics

» Edit Account

6.13. About

| admin-users-only |

Click the Admin drop-down menu and select the About option. This will pull up a window that displays the
current product key and license details.

ABOUT

EDNT FRODUCT KEY

6.14. Help

Click the System Configuration (Cog icon) to display the drop-down menu, then select Help to open the
online system help.

6.15. Edit Account

| admin-users-only |

Click the System Configuration (Cog icon) to display the drop-down menu, then select Edit Account to
open the Edit Profile dialog, where the Dashboard admin user (superuser) can change their password.

Fill out your old password, and then your new password. Confirm your new password, then click Save.

Note: By default, all new system users are assigned the Default role, with Reporter Permissions. This
role and permissions group allows the minimum View Application permission, but also allows users with
minimum permissions to change their own password, display name, email address, and report logo, via the
Access Controls menu (accessible via the Main Menu).
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6.16. Sign Out

= VOSS VOSS Insights Q,  Sesrch Dashboards
ﬁ > nsignis .'F'.':'.'|'."I.'T' > '-".:T'- pere S 2hahial dasian Tecsed lasluss

' | EDIT PROFILE

SAVE

6.16. Sign Out

To log out of the system, click the System Configuration icon (Cog) to display the drop-down menu, then
select Sign Out.

Note: This option is not available when SAML is configured for your system as VOSS Insights does not
support sign out when SAML is enabled. See SAML Tab. To bypass SAML authentication, you can set
nosaml=true in the URL.
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7. Dashboard Maintenance

7.1. Backup and Restore the Dashboard

7.1.1. Step 1: Backup

To configure the Dashboard backup, see Archive

Next steps

* Restore

7.1.2. Step 2: Restore

This procedure restores a backup of the Insights Dashboard.
Pre-requisites:

» Backup (see see: Archive)
To restore the Dashboard application from a backup:

1. Log in to CLI as an admin.

2. Go to Backup Restore and click OK.
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7.1. Backup and Restore the Dashboard

A TMSTration -
Please choose from the following cptions.

Network Configuration
Time Configuration
advanced ARB Options

Arbitrator Branding

changc Passwords

Fix Corrupt MNdx

Log Ssnaps
NRS
Resize Disk ldap
FRestart open
Upgrade
VPN Client Configuration
- 68%
i K

3. Navigate to Restore a backup.

Please choose from the following options.

Create a backup

Fetch a backup
Femove a bac UP

ouit

 ———ee e}

4. Select the data source of the backup. This will be either self - which is stored locally, or a remote
location. The example below has dh as an sftp server.

ease_choose a data source Tor the restore:
2.30.42.169

(cancel)
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7.1.

Backup and Restore the Dashboard

5. Select the data types to restore.

Pplease choose a data type to restore:

. AT
. Avaya
. CISCD
. config
. DEM
. Identity
. NDX
. Pexip
. Polycom
0. Themes
. UHE
t. VDF
. Webex
4. Zoom
. DBDATA_ONLY

1
3
4
5
6
7
8

(cancel)

6. Select the number of months to restore (0 to 60 or all).

self All

many months of data to restore? (0..60, all)

(no number means cancel)

7. Confirm the restore.

s5e A U

Requested data and cbn_ﬁgur.:ttwrm will be restored. _
Existing data and configurations may be replaced/overwritten.

Are you sure you wish to restore the data (y/n)?

8. View the message that displays when restore is complete.
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