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1. Upgrade

1.1. Pre Checks

1. Verify your access to the Ul, then verify the application version via the profile menu (your username),
for example, admin (top right).

2. Verify available storage of the disk of the server, via system/stats dashboards.

1.2. Backup VM Before Upgrade

If the application is a Virtual Machine (VM), then a pre-upgrade snapshot is recommended.

1.3. Backup Dashboards before upgrades

1. Log in to the Ul as admin.

Click on your profile name (top right). As super user, this is admin.
From the drop-down, select Import/Export Wizard.

Click the Export tab.

Select all the dashboards.

Click the Export .Ixtr blue button on the top right.

N o o M 0D

Click the Download button, then save to your local computer or a secure network location.

1.4. Backup Arbitrator Before Upgrade

1. Log in to the Ul as admin.
2. Select the System Configuration icon (spanner), then select the Import & Export icon (down arrow).
3. Drag the following items from the Configuration Iltems pane to the Export pane:

 Asset Entries

+ Asset Groups




1.4. Backup Arbitrator Before Upgrade

» Controls
* Policy Modules

» Probe Groups

* Response Procedures

IMPORT & EXPORT = Export  Import

Configuration Items Export
I Arbitrator Modes ' 0 B Asset Entries 26
B Asset Entries 26 il Asset Groups 10
il Asset Groups | 10 Bl Controls | 3
B Customers | 0 I Policy Modules | 58
il Controls | 3 il Probe Groups = 34
@ Permission Groups = 32 i Response Procedures = 2

i Policy Modules = 52

il Frobe Groups | 34

il Protected Subnets '~ 0
B Realms 0

@ Response Procedures 2

il Users 1

4. Click Export

Export finished

5. Click Download, then save to your local computer or a secure network location.
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1.4. Backup Arbitrator Before Upgrade

1.4.1. Admin Menu Backup (Arbitrator or Dashboard)

1. Log in to server using Putty via the admin account.
2. From the admin account Administration menu:
Arbitrator

Administration
Pleass choose Trom the Tollowing aptiens.

e - -

Tine Configuration
Advanced ARB Options
Backup Restora

Change Arbitrator Brandimg
Chamnge Passwords

Fix Corrupt Hdx

Loag Snapshot

Resize Disk

Restart openldap

Upgrade

¥PH Client Configuration
YPH Group Hame

‘0

or Dashboard

Administratiom
Please choose from the following cptions.

Nntwerk Camfiguratien
Time Configuratiam
hnalytin Init

|

|

|

|

| Change Passwords

| Change Reporter Branding

| Configure Cisco Call Managers
| Fix Corrupt Rdu

| Log Snapshet

| Jut ef Band Cenfiguration

| Fostgras

| Furge Database Data

| Ae-imstall LayerX Packaged Dashboards
+

wl+)
o

choose Backup Restore, and then choose Create a backup.

Please choass from ths following options.

Fetch a bachup
iestore & bachkup
Remove a backup
Cuit

|
|
|
|
|
|
|
|
|
|
|
|
|
+
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1.5. Upgrade Timings

This backup creates a backup tar.bzz2 file in the 1xt_archive/ directory.

If needed, then the Administration menu can be used to restore a selected backup.

Please chooee From the following cptions.

Create a backup
Fetch a back

Femove a backup
Lwit

i
|
|
|
|
|
|
|
|
|
|
|
|
|
+

Note: If any themes were present on the system, these are also backed up and will also be available from
the restore list.

g lf
Please choose a data type Te Fastoro:
1. &1L
Ayaya
CISGD
Config
OEM
Tdentity
MO
"'-"j-IF
Solycen

18. Themes

A e DD L

14, foom
16. DBOATS_OMLY¥

d. {cancel)

1.5. Upgrade Timings

* Arbitrator = Approx 20-30 Mins
+ Dashboard = Approx 20-60 Mins

1.6. Upgrade Method of Procedure (MOP)

1. Using Winscp and the drop account, copy the file (example file for the arbitrator
insights-arbitrator-<from>-<to>.1lxsp) to the 1xt_upgrade directory.

2. Log in to server using Putty via the admin account.

3. Select Upgrade from the admin menu.
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1.6. Upgrade Method of Procedure (MOP)

pgrade

4. Select the Check and Upgrade option.
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1.7. Patch Install Steps

1.7. Patch Install Steps

1. Using Winscp and the drop account, copy the file (example file for the arbitrator
insights-arbitrator-<from>-<to>.1xsp) to the 1xt_upgrade directory.

2. Log on to the server using Putty and the admin user credentials

3. Navigate down to Upgrade

Please choose from the following options.

Network Configuration
Time Configuration
Advanced ARB Options
Backup Restore

Change Arbitrator Branding
Change Passwords

Fix Corrupt Ndx

Log Snapshot

NRS

Resize Disk

Restart openldap

VPN Client Configuration

G e

68%

= -:

4. Select Check and Upgrade:
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1.8. Post Checks

“heck and Upgrade

(Optional) Select Perform Checksum and enter the downloaded filename. This step will verify the
downloaded file against its .sha256 file.

5. After the upgrade is complete, reboot the server and log in again to verify.

1.8. Post Checks

Check the system’s version by selecting the About menu in the Ul, for example:
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1.8. Post Checks

or

admin ~

Import / Export Wizard

Manage Dashboards

Edit Field Groupings
Edit Mappings

User Settings
Manage Forwarders
Configuration
Stream Monitor

Theme Management

About
Help

Edit Account

Sign Out

imaining: Unlimited

in & Profile

£X User Settings

() Sign Out
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1.8. Post Checks

Current wersion and releass here

."II {
ABOUT /) | f.f X

[ /

|
-
=
version [ > EDIT PRODUCT KEY

RELEASE [

Note: If the version does not appear to be updated, then clear your browser’s cache and reconnect.
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2. Add or Update Certificates

Users can now update SSL Certificates and SSL keys from the Admin console menu.

Netmork Contiguration
What would you like to configure?

nterface Settings
DNS Settings
Hostname

+

I

I

I

I

I

Apache Certs |
Apache Contig |
S55H Config |
SSHD Config I
Juat |
I

I

I

E

I

e — ———— — — — — —

2.1. Add Certificates

To add your own certificate, you will need both the certificate and private key.
1. SSH to the system using admin account
2. Select Network Configuration
3. Select Apache Certs
4. Select Insert Cert
5. Paste in customer certificate

A certificate has the following header and footer

--BEGIN CERTIFICATE--
--END CERTIFICATE--

10



2.2. Update Certificates

Please Enter New CERTIFICATE 4

6. Select Insert Private Key
7. Paste in customer private key

A private key has the following header and footer

--BEGIN PRIVATE KEY--
--END PRIVATE KEY--

Please Enter New PRIVATE KEY

[IMITEVQIBADANBgkqghkiGIWOBAQEFAASCBKcwggS jAGEAACTBAQDGpeDKBUBsZTES
(lughGi5+yX9dRy tDVym9k9IvDQBxg/ezgsv/nONIHeDb8+ASFFGILQMKYSmE2YIS1
[|1x30bx89TcORIHZGN1waX1X1Y4TzhBrL jcvsaKDP@iNnKdeRi F2i jxUSWGF 7w2/F
(|8 ToNp86EihvF8YamHIVWL tArT30wbtz8EDUGT FkGANHTGAZZ+ TKwghE9CwyyD 18
IfgUv4YalpITAgBhsItMgSal JzdVCFtVnaHkKPQLPYSOHT FACINDWK+Gp95+)sj17
I12TsszHtbrIRCWR40c581IU1pcOosS6KHhNGRsKpORPINS0s+1 fHDCYHMz+0QsZC]
[t@P1xy01AGMBAAECggEAXSS2cfwa7Y chL SeHVAAURydmA3IVABNj i YHMxxNuEGA
11 d99duMKkI Ftk2BwoSrcitbK/1i7ENx039reXmtbhlUspqBZEalgq8+4n48nDkbshr

| 1UzUeYL i 3FmHzz6rZhMHi TeBCIuUrs+QYNO1Ha631yiVupZ/SPHpln0+113Ca+Rh
l|cSNzKZET7ASe141 FpYAP144Xd8HESNDUBRQ+QFKUZIKXWVAT PPzd/xxOEVHR fwM
ll0+V7eA8Bhu9rGE TedaHjHr2XHox+wru7a01H8/UT8aQrNEVXaRWc 1 10gd) Iv/uS
| BgQﬂBDISZyCthmISJ(ckalﬂ'RYoBgdl-l(PZhngKBgQDrd-lﬁBPKEuCdeBTI

8. Select Display Cert Details to view certificate details.
9. Select Back and exit the menu.

10. Refresh the browser. The system should be using the new certificate.

2.2. Update Certificates

If you want to generate a new unsigned certificate or to reset a certificate and private key:
1. SSH to the system using admin account
2. Select Network Configuration
3. Select Apache Certs
4. Select Generate New Unsigned Cert
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2.2. Update Certificates

5. When prompted, fill in the information requested.

ng new private key to '/etc/apache2/server.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Nome or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ".", the field will be left blank.

Country Name (2 letter code) [ﬂ.U]:I

6. Select Back and exit the menu.

7. Refresh browser. The system should be using the new unsigned certificate.
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