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1. Introduction

The VOSS Insights MS Teams collector in conjunction with the VOSS Insights Dashboard provides an insight
into service and quality of MS Teams users’ experience. For example, enriched data can be displayed in
an easily customizable dashboard format based on the range of your business use cases. This includes
advanced and scheduled multi-vendor reporting using calculated data and allows users to populate and
analyse their measurement values based on complex multi-dimensional comparison of attributes over time.

The VOSS Insights MS Teams collector is configured in your MS Azure Tenant environment and can then
integrated with VOSS Insights Dashboard.

Document Purpose

The primary objective of this document is to define the process for building and integrating the VOSS Insights
MS Teams collector in Microsoft Azure to a VOSS Insights dashboard.

Specifically, the aim is to focus on VOSS Insights and its role as Service Assurance for the solution.
Audience

This document is intended for use by Customer Azure admin and engineers and VOSS staff involved in the
implementation and support of the VOSS Insights Solution.

Scope

The scope of this document is to cover Service Assurance design for the solution.




2. Frequently asked questions

Does the global reader account need any licenses?
No the user does not need any licences to be purchased
Does the global reader account need to be built in the same region?

The region in which the global reader user is created has to be the same region that the container has to be
built to allow the right permissions for the global reader to access the API.

Can the global reader user account be stored on an Active directory server?

No the global reader needs to be an Azure user. This is because the system can not do the two factor
authentication to the login screen of the Active Directory server.

Containers and default public IP address, what happens if the container restarts?

If the container is restarted a new IP address is allocated. This could affect and network policies and rules
between the MS Teams collector in Azure and the location of the Dashboard server. Consider making the IP
address for the container static.

Can the username and password for the container image registry be used on different customer?
No the username and password is specific to the customer and is valid for 6 months.
Can VOSS help explain the network setup in the Azure platform?

The customer will need to provide a design and expert who ensures the business security rules and policies
are adhered to in the build process. This guide acts as a generic guide to get the collector working but the
customer may wish to alter network to change security settings.




3. High Level Build process




App,

Locate Tenant ID From Azure: Home > overview

Create an app registrations = Client ID

(Create secret in the agg) certificates and secrets value = secret
|

¥

(Load Docker and PowerShell to workstation)

¥

(Create Global User on Azure AD)

. . Email address: support@voss-solutions.com
(—Q—VOSS Requests access to container. Send emall.) Information: First Name, Last Name, Email address, Username

(VOSS sends welcome email to log in to their container.)

Container/

docker logout azure
docker login azure
docker login layerxdocker.azurecr.io
(use the credentials provided in your welcome email - previous step)
(Enter commands in PowerShell) add a context:
docker context create aci [somename]
Finally install:
docker --context somename run -d --restart always --cpus 2 --memory 4G
-p 5000:5000 layerxdocker.azurecr.io/microsoft-teams-debian:v3

(Take note container name created in PowerSheII)
I

¥

(Log in to Azure = container instances. Find container name in Iist.)

¥

(Copy sandbox hostname) Containers > Connect

(Send sandbox name to VOSS to create login credentials) layerX ties up license to the container name.

(VOSS sends GUI Login User creds for the new container)

. . . . Containers > overview > public IP address.
(Flnd ublic IP of the container, take note and enter into browser) https://<IP>:5000

)’

(Use creds from second email to log in to GUI.)

(Setu GUI to pull data and send to MS Teams. Enter Dashboard server.)

®
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4. Architecture Diagram
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5. Port Information

Please make sure that the following ports are open on the corresponding firewalls:

Rule From Device To Device Direc- Pro- | Port
tion to- Number
col
1 Cloud collector agent Cloud Microsoft APls Uni- TCP | 443
(IP: Any) * (IP: Any) direc- (En-
tional crypted)
2 Cloud collector agent VOSS Dashboard Server Uni- TCP | 5432
(IP: Any) * (IP: Defined by the client) direc- (En-
tional crypted)
3 Cloud collector agent VOSS License Server Uni- TCP | 443
(IP: Any) */** (IP:13.86.4.217) direc- (En-
tional crypted)
4 Cloud collector agent VOSS Cloud Backup Server Uni- TCP | 22
(IP: Any) */** (IP: 40.86.94.9) direc- (En-
tional crypted)
5 Administrative portal users of the | Cloud collector agent Uni- TCP | 443
cloud collector (IP: Defined by the client) * direc- (En-
(IP: Any) tional crypted)
6 Administrative portal users of the | Cloud collector agent Uni- TCP | 5000
cloud collector (IP: Defined by the client) * direc- (En-
(IP: Any) tional crypted)

Prerequisites:

 Build dashboard server and have the IP address to hand

» Open up ports between the dashboard server and the Azure cloud collector

* Build Azure AD global reader account

* Build App

Please create a dedicated user account on your Microsoft Admin Portal with “Global Reader” privileges.

See details in the Microsoft 365 documentation

VOSS agent will be using this account to collect the information it needs to display the historical

Microsoft Teams call details. For further support, please contact the VOSS Team.

— Please register your VOSS agent as an app on your Azure portal using details provided by

Microsoft.



https://support.microsoft.com/en-us/office/add-a-new-user-10d7c185-34d1-4648-9b1d-40c45305d2cb#:~:text=In%20the%20Microsoft%20365%20admin,Enter%20a%20Username.

See details in the Microsoft Quickstart

VOSS agent will be using this account to collect the information it needs to display Microsoft 365
service health status and incidents. For further support, please contact the VOSS Team.

— You will need your Azure admin portal login details and VOSS provided credentials to install the
Azure Container Instance in the relevant ACI context.

— Please contact VOSS support to get your cloud agent access package before any configuration.
This package should include:

« Access link to your VOSS Cloud Agent Webapp via a WEB portal.
= A set of credentials to access your VOSS Cloud Agent Webapp via a WEB portal.

» An encrypted import module file to enable some of the internal features of the agent.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 7
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https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

6. Container Sizing

Sizing requirement | Size of container

CPU 2 CPU

Memory 4 Gb Ram




7. Send Email to Get Container Login Details

The repository where the container is located is a private registry and to get access and load the container
from the image, a user needs to be created to access the image.

A VOSS engineer will need to send an email to VOSS to have a user created. A user can only be created if
the customer has a valid license.

The email information to supply:
» Email address: support:voss-solutions.com
» Subject: User to be created for private docker registry
* Message body:

Customer name:

First name of customer:

Last Name of Customer:

Email address of customer:

This request will be processed after 14:00 GMT time. Once the request has been processed, the customer
will get a copy of the username and password to log in and to get the docker container image.

The following is a example of the email.

yran <asavran@ . n.coms t

Your credentials to access private Docker registry

@ ou forwarded this message on 25/03/2021 13:21.
Hello Rich

You may use the following credentials to start vour docker container: 2

Username: SYN1{84-1796-4539-a354-f8b147888 YN
Password: b~-eZkl6~xqFS_ 8YNnsc62n-78H~xesnl.

Once vou have access to your WEB GUIT login page, we will have to transfer the existing license to this new installation. We only need to know the hostname of vour docker
container which can be obtained by accessing the console of the docker container on Azure. Please let me know if you can't find the instructions for that in the video recording we
took this moming.

Thanks,

Arda




8. Take a Note of the Tenant ID

Log in to portal.azure.com and on the Overview page, take a note of the tenant ID which will be added in to

the GUI later.

i

j055-50lU.
VoSS SoLUTIONS (vosssown... &

e e e o ()

Home >

© Voss Solutions | Overview

Azure Active Directory
«

@ overview

“ Getting started

B Preview features

. Diagnose and solve prablems

Manage

& users

2 Groups

& Roles and administrators
A Administrative units
Enterprise applications

4 Devices

App registrations

&) 1dentity Governance

Application proxy
% Licenses
% Azure AD Connect

k=) custom domain names

Il company branding
& Usersettings

Properties

@ Switch tenant

Cresteatenant [ Whatsnew | [l Preview festures

O Aereisra e A R G S s

VOSS Solutions

 Got feedback?

[ e your et

2 Tenant information

Your role
User More info

License
Azure AD for Office 365

Tenant ID

Primary domain

VossSolutions0365.0nmicrosoft.com

Sign-ins

Create

D Azure AD Connect

Status
Enabled

Last sync
Less than 1 hour 2go

Only global administrators, global readers, security
administrators, security readers, and report readers can view
sign-ins. More info ¢

Your role User
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—

. Microsoft Azure > App registrations
+New Registration

Give it a name

o M D

Click register

Create an app in Azure

Select the access type (Used Single Tenant)

® Upgradel O Search resources, services, and docs (G+/)

0 & ®s 2 0O

Dashboard > ablitt >

Register an application

* Name
The user-facing display name for this application (this can be changed later).

VOSS MS Teams Collector

Supported account types
Who can use this application or access this API?

(®) Accounts in this organizational directory only (ablitt only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

v

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies ¢

Take note of the following details

Application (client) ID

a7228bda-ca72-4dbf-b20e-fOba72ba727f

Directory (tenant) 1D

c85a72ba-cf50-48e8-91f1-0c08a721c9dc

6. In the app just created Go to Certificates and secrets

richardablitt@ablitt.on...
ABLT

11



Dashboard > ablitt > VOSS MS Teams Collector

VOSS MS Teams Collector | Certificates & secrets  # - x
0 Search (Ctrl+/) | « O Gotfeedback?
B Overview = Credentials enable to identify tothe service when receiving tokens at a web addressable location (using an HTTPS -

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Quickstart

# Integration assistant »
Certificates

Manage
9 Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

= Branding
D Authentication 7T Upload certificate

Certificates & secrets Thumbprint Start date Expires D
Ml Token configuration No certificates have been added for this application.
2 APl permissions
@ Expose an APl

App roles Client secrets

2 Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
&, Roles and administrators | Pre...

+ New client secret
| Manifest

Description Expires Value )
Support + Troubleshooting

No client secrets have been created for this application, <
& Troubleshooting

7. In the Clients secrets section +New client secret

@ Upgrade [l 0 Search resources, services, and docs (6+/) % TR

Dashboard > ablitt > VOSS MS Teams Collector

VOSS MS Teams Collector | Certificates & secrets  » - X

[ search (ctrl+)) | « O Gotfeedback?

= Overview Add a client secret

& Quickstart Description
# Integration assistant
Manage Expires
(® In1year
B2 Brandin
9 QO In2years
D Authentication O Never

Certificates & secrets
11! Token configuration
- API permissions

@ Expose an API

App roles Client secrets
22 Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

& Roles and administrators | Pre...
~+ New client secret
Manifest

Description Expires Value D
Support + Troubleshooting

No client secrets have been created for this application. <
& Troubleshooting

Give the secret a Description.

8. Choose Expires (if 1 or 2 years this will need to be added and renewed).

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 12
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Dashboard > ablitt > VOSS MS Teams Collector

2 VOSS MS Teams Collector | Certificates & secrets = - X
[P Search (Ctrl+/) ] « Q Got feedback?
W = .
¥ Overvew Add a client secret
& Quickstart Description
# Integration assistant [ VOS5 Ms Teams Collector Secret
Manage Expires
O In1year
B Branding O In2years
D Authentication (® Never

Certificates & secrets
11! Token configuration
- APl permissions

@ Expose an AP|

App roles Client secrets

28 Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

&. Roles and administrators | Pre.
+ New client secret

M Manifest
Description Expires Value D
Support + Troubleshooting
No client secrets have been created for this application. <
& Troubleshooting .
‘ \

9. Copy the value against the new secret created as this will be added to the cloud collector GUI later.

ey

VO5S MS Teams Collector | Certificates & secrets = *

Saech (1114 7 Gt heidback?

L

WD Copry thee e chant et vakie. Yo mn L e sl b e il oo periery anatie cpenion or ke This s

& Quickstut

& Wniegration askiant
T Uplosd canificaie
Wirage
Thumibgrint st diate Expires o

aluri. huiros Bt ackdind o th

cation

Canificatis & sicnits

aken configunstion

Clant secrets

&P permasons

A mmcrat atring tha

sppiTation wees o prove ity ideniisy when eequtting A token Ao can ke méerred 5o s apploation pasmso
& Exgase an 4R m 7 ¥ & q =y ;

o rclis b bhaws chent seeran

B Cwren
o D feacription tiakam [}

4. Fole and adminitraon | Pre

WSS MS Teams Colector Secret E-40M0- 3523 07 Ida e 56T

ity EAr -Tedand3WT - 415 a1 Sadd-02
W Wonifest

Suppart = Troubleshooting

& Troublestoonang

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 13
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10. Assign Role to App

1. Go to portal.azure.com > Azure AD > App registrations > select the app.

— Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > WOS5 Solutions

g2 VOSS Solutions | App registrations =

Anure Artive

L: =

t Mew registration &8 Endpoints &7 Troubleshooting ) Refresh 4 Download [ Preview features 77 Got feadback?
0 Overview
BB Froview features

@ Try out the new App registrations search preview! Click to enabls the previss, —3
# Disgnose and sohwe problems

Manage . N . . . _ N
@ Sarting kune 30th, 2020 we wil fa larger add any new features 1 Azure Aetive Directary Authentication Lisrary (ADAL) amd Azwre AD Graph, W will eanbeu
[ upgraded to Microsaft Authentication Library (M3AL) and Microsoft Graph. Leam more
B Users
& Groups
All applications Owned applications  Deleted applications
e Roles and administrators A Start typing a name of Application ID 10 filter these results

& Adminstrative units

i Enterprise applications

B._apn ragistrations I

2. Go to portal.azure.com > Azure AD > App registrations > select the app > API permissions.

14



e pESCTOTOTS

Home > ¥W055 Solutions > VOS5 M5 Teams Collector

- VOSS MS Teams Collector | APl permissions  #

B Caarch (Cid+ 5 L C) Refresh b Got feedback?
B oveniew
ik

Cuickstart
ﬂ The “Admin corsent required” colsmn shows the defaul value for an ongenization. Howeve
& Integratian assistant

Manage Configured permissions

appbcations are suthornized to call &P1s when they are granted permissians by users/admirs
all the permissions the application needs. Learn more about permissions and consent

Branding

3 Authentication

+_&dd A permissinn
Cortificates & seorets

_— Description
:l' Token configuration N Ll pt

issi " Microsoft Graph
£ 4P| permissions Microsoft Gragh [4

& Fxpose an AP Audialog Reads Application Read all audit log data

i Agp roles Repariy Read All Application  Read all usage reports

8 Owners User Read Delegated  Sign in and read wser profile
i Rodes and sdministraton | Preview Uzer Read &y Application  Read all users' full profiles
B rianifes " Oiffioe 365 Management APs {1

Click Add a permission.
3. Select the Microsoft Graph API.

Request APl permissions

Select an AP

Microsoft APls  APls my organization uses My APls

Commonly used Micrasoft APls

-— Microsoft Graph

L Take advantage of the tremendous armawnt of data in Office 365, Entenprize Mability + Security, and Windows 10
Access Azure AD Excel Irbuns CLTm-:-'E'-':ﬂa.r;r_ Onelnve OreMote, SharePoint, Planner and more I:hf:thI' a
’ singbe endpaint

4. Select Application permissions.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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Request API permissions

{ All AP
= Microsoft Graph
&
hittps://graph.microsoft.comy  Docs

What type of permissscns does your application require?

Delegated permissions Application permissions

¥our application needs to access the APl as the signed-in user ‘Wour application runs a5 a background service or daemon without &
signed-in user

5. Use the search to find the Service health read. Select the role and select Add permissions.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
doc-feedback@voss-solutions.com
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Request APl permissions X

€ all 4Pk
@ Microsoft Graph
hitps://fgraph.microsoft.comy Docs

What type of permissions does your application require?

Delegated permissions Application permissions
Your application nesds to access the AP as the signed-in user Your application runs as a badeground service or daemon without a
signied-in user.

wrpand all

Select permissions

I zervice

Permigsion Admin consent requined

) DeviceblanagemeantServiceConhig

™ ServiceHealth (1)

|ﬂ ServiceHealth Read All &
Read service health

Vs

} Servicebassage

} ServicePrincipalEndpoint

[ 7o permisions | IERE

An administrator will need to grant consent by logging in and granting admin consent for the customer to
make the option active.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 17
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11. Create an Azure Service Account User

The following section explains how to create a global reader user that allows the MS Teams collector in Azure
to access the MS Teams admin APl and gather the data that will be sent to the dashboard server.

1. Log in to portal.azure.com and select the Azure active directory icon
2. Azure Active directory > Users
3. + New user

4. Fill out the following:

= Microsoft Azure () Upgrade | & Search resaurces, services, and dacs (G+/)

Dashboard > ablitt Users >
New user
ablitt

7 Got feedback?

(®) Create user ) Invite user
Create a new wser in your Irvite a new guest user to
organization. This user will have a callaborate with your crganization.
user name like The user will be emailed an
alice@ablittonmicrasaftoom, imvitaticn they can accept in onder
| want to create users in bulk to begin collabarating

| wiant to invite guest users in bulk

Help me decide

Identity
Lser name * (3 | msteamscollector + @] ablittonmicrosoft.com w7 E

The domain name | need isn't shown here
Mame * (D) [ MS Teams Collector -
First name | WOSS .

18



+ Username

* Name

+ First Name

+ Last Name

* Let Me create the password > Enter a password
» Group = Company specific (left blank in lab)

* Roles = Global Reader

Select Create

The user needs to log in once to ensure and make sure there are no password issues or authentication
issues. This will ensure the following do not stop a successful connection:

Password is correct

Password has not expired

Not forcing user to change password on first login

No need to verify user password via emalil

No need to verify user password via text

No two factor authentication with passcode generator
User is not being directed to a on premise active directory

User can login successfully

The user needs to log in once to change the password for the first time and verify Admin.

Navigate to http://admin.microsoft.com/.

Choose Use another account.

& Microsoft

Pick an account

Ricl
richardablitti@ablitt.onmicrosoft.com

Connected to Windows

E layersdacker@ablitt anmicrosaft.com

—I— Use another account

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
doc-feedback@voss-solutions.com
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http://admin.microsoft.com/

6. Enter global reader account created.

B Microsoft
Sign in

msteamscollector@ablitt.onmicrosoft.com

Mo account? Create onel

Can't access your account?

Qh Sign-in options

6. Select Next and enter password

a" Microsoft
& msteamscollector@ablittonmicrosoft.com

Enter password

LR R LT ]

Forgot my password

7. Enter password and create a new password

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
doc-feedback@voss-solutions.com

20



a" Microsoft

msteamscallector@ablitt onmicrosoft.com

Update your password
You need to update your password because this is
the first time you are signing in, or because your

password has expired.

Current password

MNew password

Confirm passwora

=" Microsoft

msteamscollector@ablitt.onmicrosoft.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Next

Don’t skip this otherwise you can’t use it in the collector.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
doc-feedback@voss-solutions.com
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KEED your account secure

Your crganization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

United States (+1) d Enter phone number

—

(!Zl Text me a code

l"'__:f' Call me

p

Message and data rates may apply. Choosing Mext means that you agree to the Terms of service and Privacy
and cookies statement.

Mext
| want to set up a different meth Skip setup

8. Once you have received a text with the code enter it into the box

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

We just sent a 6 digit code to +44 7966705371. Enter the code below.
347016

Resend code

. ]
Lwant to set up a different method Skip setup
Next
Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 22

doc-feedback@voss-solutions.com



KEEP your account secure

Your organization requires you to set up the following metheds of proving who you are.

Phone

SMS verified. Your phone was registered successfully,

Skip setup
Next

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method: Phone - text 7966705371

Phone
+44 T9RETO5371

Done

9. Successfully logged in

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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Microsoft 365 admin center P search

ablitt D Darkmode £ What's new?
| @ Home

R Users o - Add cards (9 more available)

@ h Microsoft Teams Billing . Office apps

5 Biling v

2 sewp Support remote workers £0.00 riboence Install the Office

with Teams desktop apps
+ Show all

Learn how to manage Teams for remote work, with setup
guidance, short videos, and tips,

@ Teams is on for your organization
Balance Subscription v Install Office

@ Check setup status for new Teams users

@ Guest access is on Training & guides

[ ] Training for admins
-« Microsoft 365 tutorials and videos
@
f Customized setup guidance
s Choose a setup path to fit your org

HI Training for users

Learn to use Microsoft 365 and the Office apps

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 24
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12. Build the Azure Collector using the Azure GUI

1. Log in to portal.azure.com.

2. Click on the icon Container Instances.

= Microsoft Azure & Search resources, services, and docs G+

Azure services

+ > @ |~

Create a AZLEne ACt Container ruickstart
PELOLfoE Duiesctary IFERArEES Carer

MNavigate

Sunsoptions [ "] RESQUITE Qroups

Note: First time users may have to enter payment details to cover the Azure running costs.

3. Click the Create button.

‘ = Microsoft Azure ]

Home

Container instances =

(VossSelutions0365.onmicrosaft.com
8! Manage view ~ () Refresh t1 *5 Open query
Filter for any field.. Subscription == all Resource group == all (14]]

showing 0 to 0 of 0 records.

Mame

4. Fill out the following details:

» Resource group: customer specific

25



» Container name: example msteams collector
* Region: needs to match global reader user
* Image source: docker hub or other registry

p seacrl — servm and dm [G‘ﬂ

Home Container instances

Container instances  « Create container instance

VOS5 Solutions (VossSolution S.onMICrosoft.C.,

+ create ' Manage view
Basics Metworking Advanced Tags Review + create

Azure Container Instances (ACH) allows you to quickly and easily run containers on Azure without managing seniirs or having
Nama T to leam new tools. AC1 offers per-second billing to minimize the cost of running containers on the cloud.

Learn more about Azure Container Instances

Project detalls

Select the subscription to manage deployed resowrces and costs. Use resource groups like folders to arganize and manage all
your resaurnces.

Subscription* (T

Resource group* (@ | WOSS_Anahytics_Assurance

Container details

Container name * I: vaamsteamscollector

Region * (@ [Europe] UK West w |

Image source * (D

f,;;' Cocker Hub or other regrstry

- = B -
Image type ™ (1 b &) Private

Image * (O Example: mydockerregestry/hello-world |

@ If not specified, Docker Hub will be used for the container registry and the
latest version of the image will b= pulled.

Image registry login semver * (1) |

Image registry user name * (D |

5. The following information comes from the first email that is sent
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Container instances Create container instance -

Hello Richard:

d to pull the docker image: docker pul la"erxdocker.amrecr.iofmicrosoftiteam&—debian:v}
: 32933393-0afa-4766-aeb2-1cheS97b012:

Password: WFTAAT6-90 e OKDKY vh00mWG (vl
+ Image: layerxdocker.azurecr.io/microsoft-teams-debian:v3
» Image registry login server: layerxdocker.azurecr.io
» Image registry user name: application ID from email
+ Image registry password: password from email
Change size of container:
* Number of CPU cores: 2
* Memory (GiB): 4
Click OK to change the container size
5. Click Review + create to build standard

6. Click Next : Networking

Note: It is the customer’s responsibility to define their network, business policies and implementation.
The following section acts as knowledge sharing.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 27
doc-feedback@voss-solutions.com



Create container instance

L ]
Basicc  Metworking  Advanced Tags  Review + create

Choose betwean three networking opticns for your container instance:

s ‘Public’ will create a public iP address for your container instance.

* Private will 2o you to chogse a new of existing vilual network for your containes mstance. This 5 not wet available
for Windows containers.

= ‘None’ will not create sither a public IF or virtual netwark. You will still be able to access your container logs using the
command ling.

Pulblic I:; Private ".::l Mo

; ype

Pesbwarkin

ORS mams lahel (1 vaamsteamernllactor

- Ports protoos

= Previous Meat - Advanced =

7. Advanced: Customer specific requirement

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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T

Home Container instances

Container instances . Create container instance

VIS5 Salutians (VossSolutions0365.onmicrosolte
== Create <:-f* Manage wiew ~-
Basics  Metworking  Adwanced Tags  Review + create

Filter fior any fiald.. - .
—  Configure additionsl container properties and vanables,

Hame T

Restart policy (D On failure

Ervananment wanables

Mark a5 secure Key Wakie
Mo o
Command overmde (D) [1

Examipde [ =/ban/bash”

8. Tags: Add a tag if you require

-c”, "echo hello; sleep 100000 |

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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Create container instance

Basics  Metworking  Advanced  Tags  Review + create
Tags are namavalue pairs that enable you to categorize resources and view comsolidated billing by applying the same tag to
multiple: resources and resource groups. Leam more about tags o

Mote that if you oreate tags and then change resource setbngs on other tabs, your tags will b2 autcmatically updated

Marme (1 Value (T

VIOES Assurance and Analytics | ¢ [ voss Assurance and Analytics | @

oo e e

9. Review + create

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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. T e
£ Search resources, services, and docs (G+/)

Hame Container instances

Container instances % Create container instance
WOES Sobations MossSolutonsD365.onmecrosoft ..

fe  EOF B P -
+ Create 52 Manage view @ 'alidation passed

Filter for any field

Name T Basics Metworking Achvanced Tags  Review + create

Basics

Sulbscnption vosssolulions0365
Aesource Qroup WOSE_Analiscs ASSurance
Regian LI West

Corithines nddme vaamitesmicolkectar

=3 Private

mage layerndocker.azunecr.io/micrasoft-teams-debiancy3
mage registry login server layerndocker.azunecr.io
mage registry user nams BER833%8-0afa-4T66-anh2- 1cheBSTEO1 26
OE fype Linyx
Memory (GiE) 4
raumber of CPU cores 2

cam o o GPU type [Preview] HNone
GPLU count o

_ Networking

Meebwarking type Pubilic
Pors BO (TCP), 443 (TCP), 5432 (TCP), 22 (TCP), 5000 (TCF)
DS e label vaamiteamscollectar
Advanced
Restart palicy On faiure
Command overnids [1

= Previous | Mest = Download a temglate for automation

Click Create. Make sure the container deploys and causes no errors. It should take 2-3 minutes to
deploy.
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— Microsoft Azure £ Search rescurces, services, and docs (G+

Microsoft.Containerinstances-20210618100953 | Overview =

Crvirvieve G We'd lewe fesdback! =3

tput Deployment is in progress

~  Deployment details

Resource Type Status

10. Take a note of the public IP (private if you done this as part of the customer security network setup).

= Microsoft Azure O Search resources, services, and docs (G+/)

4 vaamsteamscollector =

@ o ~ Essentlals
, I
- 1

Py
attings

ant.
"

U P Memo: @ Network bytes received P

Maonitoring

11. In the container instance that has been created, click Containers > Connect tab > Connect button.

7, vaamsteamscollector | Containers

—
@ Ovenien container
At 9 Name Image State Previous state Start tim

vaamsteamscollectc ayersdockerazurecric/microsoft-teams-de... Running

Automation

Tasks (p

Suppert + troubleshooting

This displays the sandbox name which needs to be copied. This name is what the licensing server
uses to associate the customer container with the user so they can log in to the GUL.
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= Microsoft Azure A search resources, services, and docs (G+/)

+* vaamsteamscollector | Containers

¥ Overview 1 containar

B Activity bog Name Image State
Arcess control (LAM) vaamsteamsoollector laversdecker. azurecrio/micrasoft-teams-de...  Running

# Tags

Settings

% Containers

Ewvant: Properties Le g Connect

ocks

Monitoring

il Metnics
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13. Check GUI Access

Before sending the email to get the container sandbox name associated with the user, it is best practice
to log on to the GUI of the system to make sure there are no networking issues as these will need to be
resolved before the setup can be completed.

Open up an internet browser and navigate to https://<public or private ip>:5000

Note: Ifitis a private network you may need to be on the corporate network to access the collector GUI.

SIGN IN
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14. GUI login user email request

A VOSS engineer will need to send a email to support@voss-solutions.com with the following information
« Email address: support:voss-solutions.com
 Subject: User to be created for private docker registry
* Message body:

Customer name:

First name of customer:

Last Name of Customer:

Email address of customer:

Sandbox name:

Container name:

The following image is an example of information that will be sent back:

3 Reply 2 Reply All 2} Forward G5 IM

Ard <asavran@ com: Rid Alain 1 09:19
Yourl _ [ Cloud Collector is ready to go!
o You forwarded this message on 2 )27 14:32. v
config.becfg .
17 KB
Hello Ric
We are pleased to inform you that your | Cloud Collector has been deployed successfully. Please use the following details to start monitoring your Microsoft

365 environment
« Cloud collector management portal: hitps.//[TBD]:5000

« Username: sasol_test
« Password: L@123!T

Also attached is your encrypted device provisioning file to activate your cloud collector. Your | Cloud Collector account has already been assigned a
license. This license should be valid until [license expiry date] Please contact suppori(@ _com with your account details to extend this period
For any technical assistance, please contact support@ .com.
Regards,
Team
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15. MS Teams Collector Configuration Steps

1. Use your web browser to go to your VOSS Insights Agent’s management portal.

2. Log in with the credentials provided by the VOSS support Team:

SIGN IN

Figure 1 - VOSS Insights Agent login screen

3. Click on the menu button on the top right corner and select Data Sources:
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Figure 2 - VOSS Insights Agent data source configuration
This will direct you to the data source configuration page.
4. Click on the blue + sign on the top left corner to create a new data source.

5. On the next screen, please choose the vendor and type as “Microsoft” and “Microsoft Teams Connec-
tor” respectively; give your data source a name, and click on the Next button:

Data Source Wizard

Microsoft v || Microsoft Teams Connector v || Company ABC Teams Account

Figure 3 - VOSS Insights Agent data source configuration for Microsoft Teams

6. On the next screen, choose the newly defined data source, and click on Edit. This will enable the
corresponding database and API configuration menus. Start with the Data API configuration. Enter the
following:

» Data source name: This is a description of your data source.
« Enable/Disable checkbox: Make sure that this checkbox is checked for successful data collection.

+ Username: Enter the username for the “Global Reader” account that was generated on the
Microsoft Admin Portal as part of the prerequisites for this guide.

» Password: Enter the password for the “Global Reader” account that was generated on the
Microsoft Admin Portal as part of the prerequisites for this guide.

This information comes from the second email explained in GUI login user email request.
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° Data Source

= o
Microsoft Teams Data APl | Database Configuration
Name Vendor  Type
© Company ABC Teams Account  Microsoft Microsoft Teams Connector ~ Not Configured Data source name

Enable/Disable v

Username asmith@companyabc.com

Password

Validate Test

Figure 4 - VOSS Agent Microsoft APl configuration for Teams
7. Click on the Validate button which validates that all the required values are entered.
8. Click on the Test button which checks your Microsoft “Global Reader” account access.

9. Click on the Save button to finalize the API configuration.

Note:

» The Save button will not be available until you validate your configuration and test it against the
Microsoft API.

+ Depending on the network connection speed that is available to VOSS Cloud Collector, the “Test”
phase may take up to a minute.

10. Click on the Database Configuration tab for the same data source profile. This is where you enter
the connection details for a VOSS Insights Dashboard Server which will host your collected data.

11. From the drop-down menu, select “Reporter DB”.
12. Host: enter the IP address for the VOSS Insights Dashboard Server.

13. Retry Delay is used to determine how long to wait before attempting to connect to the Dashboard
Server Database after a failed connection. You may leave this attribute as is.

Note: VOSS Collector uses an encrypted channel to upload the processed data to VOSS Insights
Dashboard Server. This is a unidirectional connection that is initiated by the VOSS Collector using port
TCP/5432. In case, you have a firewall/NAT device between the VOSS Collector and your Dashboard
Server, please ensure that you make the necessary changes on your network to allow this incoming
traffic through the firewall/NAT device. If the collector is hosted by VOSS, our support team can provide
the specific public IP address that the incoming connection attempts will be coming from.

14. Click on the Validate button which validates the values entered.
15. Click on the Test button which checks the connectivity to VOSS Insights Dashboard Server.

16. Click on the Save button to finalize the database configuration.
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17.
18.

19.

° Data Source

Dlede
Mitrosoft Teams Data APl | Datsbase Configuration

Name Vendor Type Regontar DB -

© Company ABC Teams Account  Microsoft  Microsoft Teams Connector  Not Configured

Dashboard server IP address 5. 00K LKL
Retry Delay B

Figure 5 - VOSS Agent database configuration

At this point, we completed the configuration that is needed to collect and process Microsoft Teams
data. The next step is to create a data source to collect the service health details.

Click on the + sign next to Data Source on the top left corner again to create a new data source.

On the next screen, please choose the vendor and type as “Microsoft” and “Microsoft Teams Connec-
tor” respectively; give your data source a name, and click on the Next button:

Data Source Wizard

Microsoft v || Microsoft Service Status w || Company ABC Microsoft Health

Figure 6 - VOSS Agent data source configuration for Microsoft Health Status

On the next screen, choose the newly defined data source, and click on Edit. This will enable the
corresponding database and API configuration menus. Start with the Status API configuration. Enter
the following:

» Data source name: This is a description of your data source.

+ Enable/Disable checkbox: Make sure that this checkbox is checked for successful data collection.
« Client Id: The client ID that you created during application registration.

+ Client Secret: The client secret that you created during application registration.

» Tenant Id: The tenant ID that is assigned to your Microsoft Azure account.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 39
doc-feedback@voss-solutions.com



15.1. Import the module file

o Data Source

[ Eat
Mame Vendor Type
ata source name. T
O Company ABC Microsoft Health  Microsoft  Microsoft Service Status Not Configured Enable/Disabile
Client ID = Application (client) 1D explained in the create a oy
app in Azure Client Secret
. . - Tenant Id
Client secret = what the user set when creating the app in
the create a app in Azure section
H Cancel T
Tenant ID = Azure overview page m

Figure 7 - VOSS Agent Microsoft APl configuration for Teams
20. Click on the Validate button which validates that all the required values are entered.
21. Click on the Test button which checks for successful authentication with the Microsoft API.

22. Click on the Save button to finalize the API configuration.

Note:

» The Save button will not be available until you validate your configuration and test it against the
Microsoft API.

» Depending on the network connection speed that is available to VOSS Cloud Collector, the “Test”
phase may take up to a minute.

23. Click on the Database Configuration tab for the same data source profile. This is where you enter
the connection details for a VOSS Dashboard Server which will host your collected data.

24. From the drop-down menu, select Reporter DB.
25. Host: enter the IP address for the VOSS Dashboard Server.

26. Retry Delay: is used to determine how long to wait before attempting to connect to the Dashboard
Server Database after a failed connection. You may leave this attribute as is.

At this point, we completed the configuration that is needed to collect and process Microsoft 365 Health and
Incident data. Your VOSS Cloud collector is already collecting data.

There is only one more step remaining before you can start seeing some data on your dashboards. The
module file that configures all the services and features internally for your needs to be imported to your cloud
collector.

15.1. Import the module file

The final step is to import the module file that enables the internal features needed to start the collection.

1. Click on your username on the top right corner and choose the Configuration menu:
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15.1. Import the module file

Configuration

Figure 6 - VOSS Insights Agent import module
2. Click on the Choose File button and locate the import file that you received from VOSS.
3. Click on the Upload and Check button.

Note: The import process will not work unless the AP| and database configurations are complete.

4. Click on the Deploy button to complete the import:

Import Module
Select Configuration file

Choose Fila | microsofi-teams. lxclg

Upload and Check

File Uploaded

microsoft-teams. kicfg Deploy

Figure 7 - VOSS Insights Agent module deployment

5. The configuration of the agent is now complete. Please proceed to your Dashboard server and locate
your corresponding Microsoft Teams dashboards.
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16. Solutions to Basic Installation Challenges

In this section, a few basic issues and solutions for them will be covered. If the offered solutions do not work,
please contact VOSS Support Team.

Note: When you contact VOSS Support, always include the following details in your request:
» Your username to login to your cloud collector.
» Screenshots of the issue.

+ Diagnostic log files available on web GUI.

16.1. Issue #1: You cannot log in to your cloud collector’s web

GUI with your credentials.

Solutions:

» Please check your credentials. Try to enter them manually instead of copying and pasting them from
somewhere.

+ Contact VOSS support and have your credentials validated for a potential typo or license expiry.

16.2. Issue #2: You cannot connect a data source profile to the

Dashboard Server.

Solutions:
» Please confirm that TCP port 5432 is open between your cloud collector and Dashboard Server.

+ Please confirm that your Dashboard server is on SP63 or later. If that is not the case, it should be
patched by the VOSS Support Team to support Microsoft 365 dashboards.
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16.3. Issue #3: You cannot connect to your cloud collector’s login page at all.

16.3. Issue #3: You cannot connect to your cloud collector’s login

page at all.

Solutions:

» Contact VOSS support to verify any unexpected service issues.

16.4. Issue #4: You created your “Microsoft Health” successfully

but you are not able to see any data on your “Service Health Status”
dashboards.

Solutions:

» Please confirm that you have the correct permissions assigned to the application you created on
the Azure portal for the cloud collector. To collect service health status, the “ServiceHealth.Read.All”
permission has to be assigned to the application.
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17. Appendix

17.1. Issues

If the container is restarted, a new IP address is allocated. This could affect and network policies and rules
between the MS Teams collector in Azure and the location of the Dashboard server. Consider making the IP
address for the container static.

When creating the global reader account, it sets the expiry of the password to 2 years, so this will need to be
updated on the MS Teams collector, otherwise the data collection will cease.

17.2. Prerequisites

Build dashboard server and have the IP address available

Open up ports between the dashboard server and the Azure cloud collector

Build Azure AD global reader account

Build App:

Please create a dedicated user account on your Microsoft Admin Portal with “Global Reader” privileges.
See details in Microsoft Admin.

— VOSS Insights agent will be using this account to collect the information it needs to display the
historical Microsoft Teams call details. For further support, please contact the VOSS Team.

Please register your VOSS Insights agent as an app on your Azure portal using details provided by
Microsoft.

See details in the Microsoft Quickstart

VOSS agent will be using this account to collect the information it needs to display Microsoft 365
service health status and incidents. For further support, please contact the VOSS Team.

— You will need your Azure admin portal login details and VOSS provided credentials to install the
Azure Container Instance in the relevant ACI context.

Please contact VOSS support to get your cloud agent access package before any configuration. This
package should include:

— Access link to your VOSS Cloud Agent Webapp via a web portal.
— A set of credentials to access your VOSS Cloud Agent Webapp via a web portal.

— An encrypted import module file to enable some of the internal features of the agent.
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17.3. Azure Container Instance Specification

17.3. Azure Container Instance Specification

Following are the minimum technical specifications for a VOSS Cloud Collector in Azure ACI:
2xCPU and 4Gig RAM with no persistent storage.

The email that was sent earlier in the process and the welcome email with log in details will be used to log in
to the docker container registry to download the docker image.

On the users PC:
* Load Docker
* Load PowerShell

17.4. Build the Azure ACI using Docker

» Reference the Docker Docs for further information.
« If you have docker installed on your Mac or PC or just installed docker, follow the steps below:
1. docker logout azure
2. docker login azure (Follow the on screen instructions and use your admin creds)
3. docker login layerxdocker.azurectr.io (use the creds provided in your welcome email)
4. Optional step if your don’t have a Azure context built or as instructed by your Azure Sysadmin.
— To add a context. docker context create aci [somename]
— Follow on screen instructions

— Finally install and run your CI by typing the syntax below — no quotes

docker --context somename run -d --restart always --cpus 2 --memory 4G -p.
—5000:5000 layerxdocker.azurecr.io/microsoft-teams-debian:v3

Log in into your admin portal using the web browser and confirm AClI is present and running.
Navigate to Azure: Container Instances.
Find container name created in PowerShell and select it.

Take note of the public IP:
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17.4. Build the Azure ACI using Docker

L
= Microsoft Azure (@ Upgrade | .0 Search resources, services, and docs (G=/

™ infallible-cannon =

in
Search ICh > Restart —l Stop | Delete - Refresh
¥ Overview #~ Essentials
B Activity log Re ! ! Hiree
1 ., 5t Ru 3 I 20 2
"B, Access control [IAM)
L t East US s
& Tags
L ption (chang Firvg iner cour
Settings Sk el 114223 -4954- hecf-Bd 9b0A2 daet
f., Containers Tags fchange  docker-single-container | docker-single-container

rienfity

Container name > Containers.

Microsoft Azure  [GRUSTEL

= infallible-cannon | Containers

ch [Ct Refresh
& Overview 1 container
B Activity log Name Image State Previous stats
B Ace antrod (1AM) nfallible-cannan layersdocker azurecrio/microsaf..  Running
@ Tags
Settings

1AM

dortity EWents I-'-.‘.|‘.:'rr 3 Lejs Connect

i
Froperies

ik

Manitaring

au Matrics

B Als

Choose Start Up Command
Automation
2 Tarks (previe & LinfLash nidal

£ Export template

Support + troubleshooting

Click Connect.
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17.4. Build the Azure ACI using Docker

E UPgradEI 2 Search resources, services, and docs (G /]

5 infallible-cannon | Containers

A .
Learch (Curl+ Lefresh

¥ Ovendew 1 contaimer

m Actinty log Name Image State

B, Access control {LAK) rifallibbe- canman layeradacker.arurecr_ia/micresafl...  Running
® Tags

Settings

= {Cnntainers

deantity Ewents Properties Logs Canmect

il Proparies
Locks

Manitaring

fia  hetrics

5l Aleris

Take the sandbox name and email to VOSS to get a user created and associated for logging into the cloud
collector GUL.

Open a New tab: https://<container public IP>:5000
Await the email for user details.
Log in to the GUIL.

< C O A Notsecure | 20.75.158.109:5000

i Apps Kk Bookmarks [ Links [ lab [ NAs

L
....... -

SIGN IN
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17.5. Notes

17.5. Notes

» PowerShell requires a Windows PC. MAC users can load docker and use the MAC command line

» PowerShell seems to store credentials for first docker build - need to clear for multi customers, or could
be the list context names to see what could be used. Default is the default one but customers might

have their own = docker context list
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