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1. What’s New

1.1. Arbitrator Install Guide: Release 22.2

+ EKB-13160: Add multi-line support to the SSHD config. See: Deploy and VM Installation Steps
Added note for SSHD Config that multi-line entries can be added if needed.

» EKB-13823: Update Insights build process to generate SHA256 checksums for all published artifacts.
See: Arbitrator Download

Added verification step using .sha256 checksum files.




2. Insights Assurance Quickstart

2.1. Insights Assurance Setup Overview

?

Two products to set up:
[Set up Insights Assurance solution) e Arbitrator (and integrations)
e Dashboard

S

[Arbitrator Setup) CDashboard Setup)

<A rbitrator In tegrations?}
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[Arb itrator Integratio ns) Y




2.2. Arbitrator Setup

2.2. Arbitrator Setup

¢

Yes New Arbitrator Install? No
Y 4 Vi
[Download install ﬁle) [Download upgrade ﬁle)
[Arbitrator Setup Requirements) e Port requirements [qu rade Arbitrator)
[VM / cloud hardware spec) :Jg:é':d Installation
[Dashboard Install)
. . e Send PRODUCT ID to VOSS
Licensing e Receive, add PRODUCT KEY
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2.3. Arbitrator Integrations

2.3. Arbitrator Integrations

<A vaya Integration ?>—

¢Ye S

[Avava Integration

Y

N/

T

<Expressway Integration ?}

¢Ye s

[Exoresswav Inteqration) Y

1

<VOSS Automate and UC Apps?>—

¢Ye s

[VOSS Automate and UC ADDS)

<

(_Q(_

<CUCM Syslog Receiver? P

¢Ye s

[Cisco Unified CM Syslog Receiver)v

(_Q(_

<Cisco PRI and SIP Performance Monitoring ?>—

¢Ye S

[Cisco PRI and SIP Performance Monitorinq) Y

_Q(_
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2.4. Dashboard Setup

2.4. Dashboard Setup

Yes No
¢ New Dashboard Install? s ¢
[Download install ﬁle) [Download upgrade ﬁle)
[Dashboard Setup Requirements) e Port requirements [qurade Dashboard)

2

(VM / cloud hardware spec) ®Sizin

e Cloud Installation
[Dashboard Install)

.. e Send PRODUCT ID to VOSS
Licensing e Receive, add PRODUCT KEY

2.5. Assurance Solution Documentation

2.5.1. Additional Reference Documentation

* Arbitrator Release Notes

+ Compatibility Matrix

* Arbitrator Install Guide

» Dashboard and Arbitrator Maintenance and Upgrade Guide
* Arbitrator Administration Guide

* Arbitrator API Guide

+ Platform Guide

» Avaya Integration for Insights

» VOSS Assurance: Cisco Expressway monitoring set up

+ VOSS Insights UC Apps License Sync Guide

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 5
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2.5. Assurance Solution Documentation

+ Cisco UCM syslog with VOSS Assurance as Receiver

« Arbitrator Probes to Monitor Cisco PRI and SIP Performance Monitoring
» Dashboard Release Notes

+ Compatibility Matrix

» Dashboard Install Guide

» Dashboard and Arbitrator Maintenance and Upgrade Guide

+ Dashboard Administration Guide

+ Dashboard API Guide

+ Platform Guide

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 6
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3. Download

3.1. Arbitrator Download

+ Arbitrator OVA file:
1. Log in on the VOSS Customer Portal

2. Go to Downloads > VOSS Insights > Insights Arbitrator Hawaii > <release numbers> > New
Installation.

3. Download the .ova file
4. Verify that the original .sha256 checksums on the download site server match.
— system checksum media/<ova_file>
Checksum: <SHA256>
* Arbitrator upgrade file:
a. Log in on the VOSS Customer Portal

i. Go to Downloads > VOSS Insights > Insights Arbitrator Hawaii > <release humber> >
Upgrade.

i. Download the .1xsp upgrade file
ii. Verify that the original .sha256 checksums on the download site server match.
— system checksum media/<Ixsp_file>
Checksum: <SHA256>
or
b. Use the direct link - for automated download mechanisms:

i. http://www.layerxtech.com/downloads/arbitratorhawaii/updates/layerX-arbitrator-sp25-sp22.
1.Ixsp

To ensure continuity, the release updates will still be available from the LayerX download
site, allowing customers to either download files manually, or via the automated download
mechanisms from that location.



https://voss.portalshape.com/
https://voss.portalshape.com/
http://www.layerxtech.com/downloads/arbitratorhawaii/updates/layerX-arbitrator-sp25-sp22.1.lxsp
http://www.layerxtech.com/downloads/arbitratorhawaii/updates/layerX-arbitrator-sp25-sp22.1.lxsp

4. VMWare Specification and Requirements

4.1. Arbitrator VM Sizing Specifications

Size Cores | CPU Memory | Stor- | Storage Spec Network
(vCPU)| Spec (Gb) age
(Ghz) (Gb)
Up to 10k 8 2,8 64 1000 SSD preferred 1GB
Thick Eager
Zero
15k HDD
1500 IOPS
10k to 30k 16 2,8 64 1000 | SSD preferred 1GB
Thick Eager
Zero
15k HDD
1500 IOPS
>30k up to | 16 2,8 128 1000 SSD preferred 1GB
60K Thick Eager
recom- Zero
mended 15k HDD
option 1500 IOPS

» The specs for >30k up to 60k users is the recommended arbitrator specification option.
Scalability questions to consider:

» Number of log devices

* Number of devices

* Number of users

* Number of Datacentres

« Storage retention Period

+ Other Data external Data Sources

+ System intergration

* Archiving requirements

 Local attached storage and not Network attached

Notes:




4.2. Arbitrator Correlation Consolidation VM Sizing Specifications

+ The CPU an RAM needs to be reserved a top priority (all the cores and memory)

» Bandwidth between devices an Arbitrator needs to capable of data flows

4.2. Arbitrator Correlation Consolidation VM Sizing Specifications

Arbitrator Correlation Consolidation recommended option:

Cores | CPU Memory | Storage | Storage Spec Network
(vCPU)| Spec | (Gb) (Gb)
(Ghz)
16 2,8 128 1000 SSD preferred 1GB
Thick Eager Zero
15k HDD
1500 IOPS

Scalability questions to consider:
* Number of devices
» Number of flows per second
« Storage retention Period
 Local attached storage and not Network attached
Notes:
» The CPU an RAM needs to be reserved a top priority (all the cores and memory)

» Bandwidth between devices an Arbitrator needs to capable of data flows

4.3. DS-9 NetFlow VM Sizing Specifications

VOSS Insights DS9 for NetFlow sizing specifications are divided into small, medium and large solutions
based on tiers related to the number of flows that need to be supported.

Each solution below includes the VM specifications for both the VOSS Insights DS9 server and the VOSS
Insights Dashboard server.

4.3.1. Small NetFlow Solution

The three small tiers in Flows per Second:
* 1,000
» 5,000
+ 10,000

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 9
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4.3. DS-9 NetFlow VM Sizing Specifications

Dashboard Server VM DS9 NetFlow Collector VM

Cores 12 Cores 16

Memory GB 32 Memory 64

Disc Storage GB 500 Disc 1 OS in GB 250

SSD provisioned as Thick Eager Zero Disc 2 Storage in GB 500
All Discs must be SSDs and Provisioned as Thick
Eager Zero

4.3.2. Medium NetFlow Solution

Two medium tiers in Flows per Second:
* > 10,000 but <= 25,000
+ > 25,000 but <= 50,000

Dashboard Server VM DS9 NetFlow Collector
Bare Metal Server (Dell R740 or Equivalent)
Cores 16 Cores \ 16
CPU Needs to be Intel Gold or better.
Memory GB 64 Memory 196
Disc Storage GB 500 Disc 1 OS in GB 250
SSD provisioned as Thick Eager Zero Disc 2 Storage in TB 1,5
Read Intensive SSDs required
Dual Intel 10GB NIC 1
Intel Quad 1GB NIC 1
iDRAC Enterprise or Equivalent
Dual Power Supplies

4.3.3. Large NetFlow Solution

Two large tiers in Flows per Second:
* > 50,000 but <= 100,000
* > 100,000 but <= 200,000

Note: The DS9 Collector requires a minimum of 2 Bare Metal Servers to collect this volume in one location.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 10
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4.3. DS-9 NetFlow VM Sizing Specifications

Dashboard Server VM

DS9 NetFlow Collector

Bare Metal Server 1 (Dell R740 or Equivalent)

Cores 16 Cores 16
CPU Needs to be Intel Gold or better.
Memory GB 64 Memory 196
Disc Storage GB 500 Disc 1 OS in GB 250
SSD provisioned as Thick Eager Zero Disc 2 Storage in TB 3

Read Intensive SSDs required

Dual Intel 10GB NIC

1

Intel Quad 1GB NIC

1

plies

iDRAC Enterprise or Equivalent Dual Power Sup-

Dual Power Supplies

Bare Metal Server 2 (Dell R740 or Equivalent)

Cores 16
CPU Needs to be Intel Gold or better.
Memory 196
Disc 1 Storage in TB 3
Disc 2 Storage in TB 3
Disc 3 Storage in TB 3

Read Intensive SSDs required

Dual Intel 10GB NIC

1

Intel Quad 1GB NIC

1

iDRAC Enterprise or Equivalent Dual Power Sup-

plies

Dual Power Supplies

Note:

+ Larger than 200K flows per second requires special pricing and configuration.

+ Distributed DS9 collection is available. This may reduce the compute required at each collection

location.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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4.4, Raptor Call Path Generation VM Sizing Specifications

4.4. Raptor Call Path Generation VM Sizing Specifications

4.4.1. Raptor Server

Size Cores | CPU Memory | Storage | Network
(vCPU)| Spec | (Gb) (Gb)
(Ghz)
Per 1 2 2 30 100MB
Server

4.4.2. Raptor Client

Size Cores | CPU Memory | Storage | Network
(vCPU)| Spec | (Gb) (Gb)
(Ghz)
Per client | 1 2 2 30 100MB

4.5. Cloud Installation

The VMWare specification and requirements for each product can be used as guidelines when preparing for
cloud installations.

For example, for the example minimum sizes below, the VM specifications are best matched by the cloud VM
types indicated:

» Google Cloud products

Product Size Cloud VM Specification
Arbitrator < 5k users n2-standard-8
Dashboard | < 10k users n2-standard-8

Raptor N/A custom

DS-9 < 1,000 flows/sec | n2d-standard-16

« Amazon Web Services

Product Size Cloud VM Specification
Arbitrator < Bk users t2.2xlarge
Dashboard | < 10k users t2.2xlarge
Raptor N/A t2.small
DS-9 < 1,000 flows/sec | m6g.4xlarge
Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 12
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4.5. Cloud Installation

« Microsoft Azure

Product Size Cloud VM Specification
Arbitrator < 5k users B8ms

Dashboard | < 10k users B8ms

Raptor N/A B1ms

DS-9 < 1,000 flows/sec | D16 v5

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:

doc-feedback@voss-solutions.com
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5. Port Requirements

5.1.

Arbitrator and Dashboard System Connectivity

This table includes connectivity requirements between Insights Arbitrator, Reporting Dashboard, as well as
connectivity between these and the following: VOSS Automate, NTP, DNS and AD.

Source

Destination

Port / protocol

Notes

Arbitrator Server / Dash-
board Server

Arbitrator Server / Dash-
board Server

5432, 5433, 5000, 60514,
64514, 64515, 65515,
65516, 64005, 64004,
62009, 62010 (all TCP)

Note: Intra-system com-
munication and queries —
Bi-directional

Arbitrator Server

Arbitrator Server

62002, 62003, 62004,
62005, 62006,
11501,30501, 30503,

40501, 40503 (all TCP)

Note: VOSS Fabric TLS
tunnel Connection Ports
— Bi-directional between
Customer systems and
NOC systems for event for-
warding

Arbitrator Server / Dash-
board Server

Network Resources (NTP,
DNS)

583, 123 UDP

Time and DNS

Client PC — GUI Interface
and CLI Management Ac-
cess

Arbitrator Server / Dash-
board Server

443, 8443, 22, 80 TCP

User Interface Access

VOSS Automate

Dashboard Server

27020

Database access

Arbitrator Server / Dash-
board Server

AD

389 636 TCP UDP

Authentication

5.2. Cisco UC Monitoring System Connectivity

Source

Destination

Port / protocol

Notes

Monitored Cisco UC sys-
tem

Correlation Server / Dash-
board Server

514 tcp/udp, 22 tcp, 162
udp

Cisco syslog, snmp trap,
CDR/CMR file transfer

Correlation Server

Monitored Cisco UC sys-
tem

443 tcp, 8443 tcp, 22 tcp,
21 tcp, 161 udp

Correlation server AXL
query, ssh and snmp
query

14




5.3. MS Teams System Connectivity

5.3. MS Teams System Connectivity

Source Destination Port / protocol Notes

MS Teams - Cloud Agent | Cloud Arbitrator 5432 tcp 443 tcp Collects data from the MS
Teams Tenant to the arbi-
trator

Cloud Arbitrator Dashboard Server 5432 tcp Pushes data to the dash-
board to display dash-
board data

Client PC — GUI Interface | Correlation Server / Dash- | 443, 8443, 22, 80 TCP User Interface Access
and CLI Management Ac- | board Server
cess

5.4. NetFlow and DS9 Monitoring System Connectivity

5.4.1. Communication ports between NetFlow Source and DS9

Source Destination Protocol Port Direction Description

NetFlow DS9 uUbP 4739 Unidirectional IPFIX (Optional)
Source

NetFlow DS9 UbP 2055 Unidirectional NetFlow v9 (Optional)
Source

NetFlow DS9 UbDP 9996 Unidirectional NetFlow v5 (Optional)
Source

NetFlow DS9 UDP 6343 Unidirectional Sflow v5 (Optional)
Source

DS9 NetFlow Source UDP 161 Unidirectional SNMP queries

5.4.2. Communication ports between Dashboard Server Users and Dashboard
Server

Source Destination Protocol Port Direction Description
Dashboard TCP 443 Unidirectional HTTPS (GUI access)
Dashboard
users
Server
Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 15
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5.5. VOSS Automate Port Usage

5.4.3. Communication ports between the DS9 Server and Dashboard Server

Unless the DS9 and Dashboard Servers are located in the same subnet, system administrators need to
ensure the following network ports are open between these two components.

Source Destination Protocol Port Direction Description

Dashboard DS9 TCP 5432 Unidirectional Data respository access
Server

Dashboard DS9 TCP 8082 Unidirectional Data respository access
Server

Dashboard DS9 TCP 443 Unidirectional DS9 System Stats and
Server management

DS9 Dashboard Server | UDP 514 Unidirectional DS9 System Logs

5.4.4. Communication ports that are required for remote management purposes

Source Destination Protocol Port Direction Description
Admin users | DS9 TCP 22 Unidirectional SSH (remote CLI access)
and file transfer
Admin users Dash TCP 22 Unidirectional SSH (remote CLI access)
ashboard and file transfer
Server
Admin users TCP 443 Unidirectional WEB access
Dashboard
Server

5.5. VOSS Automate Port Usage

VOSS Automate port usage for each node type:

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 16
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5.6. Skype for Business Monitoring System Connectivity

Protocol Ports WebProxy Application | Database
node node node

ssh/sFTP TCP 22 X X X
http TCP 80 X X

https TCP 443, 8443 X X

snmp TCP/UDP 161, 162 X X X
mongodb TCP 27017, 27030 X

mongodb TCP 27019, 27020 X
LDAP TCP/UDP 389 (636 X

TLS/SSL)
NTP UDP 123 X
SMTP TCP25 X X

5.6. Skype for Business Monitoring System Connectivity

Source

Destination

Port / protocol

Notes

VOSS Forwarder installed | Customer SfB Monitoring | 1433 Collection of CDR/QoS

on Windows Machine Server (SQL) Data. SfB monitoring
server is typically de-
ployed on the SfB Front-
End Server (Option 1)

VOSS Forwarder installed | Separate Customer SfB | 1433 Collection of CDR/QoS

on Windows Machine

Reporting Server - QoE
DB (SQL)

Data from the Reporting
(QoE) Server that is a
replication of the SfB Mon-
itoring Server (Option 2)

VOSS Forwarder installed
on Windows Machine

Arbitrator Correlation

62009-62010, 514

Management and Syslog
Traffic

VOSS Forwarder installed
on Windows Machine

Dashboard / Reporting

62009-62010, 5432-5433,
80, 443,514, 1194

Management and Syslog
Traffic

SfB Monitoring Server Dashboard / Reporting 1433 SQL Transactional Data
Replication

SfB Monitoring Server Arbitrator Correlation 80, 443 SDN Traffic

SfB Monitoring Server Dashboard / Reporting 80, 443 SDN Traffic

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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5.7. Avaya Call Manager Connectivity

5.7. Avaya Call Manager Connectivity

Source

Destination

Port / protocol

Notes

Avaya Call Manager

Insights Arbitrator

9000 TCP

To stream CDRs to the ar-
bitrator

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:

doc-feedback@voss-solutions.com
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6. Deploy and Networking Setup

6.1. Deploy and VM Installation Steps

1. Download the OVA for your system to a directory accessible by the VM client.
2. Deploy the OVA:
Select the downloaded OVA file and choose a VM name.

?ﬂ Mew virtual machine

vIEREEETCM  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License agreements
5 Deployment options Create a new virtual machine
6 Additional settings Deploy a virtual machine from an OVF or OVA file

7 Ready to complete ) o
Register an existing virtual machine

3. Select storage according to the recommended hardware specifications for the required configuration.
See the VMWare Specification and Requirements for your system.

4. Select network mappings according to the recommended hardware specifications for the required
configuration. See the VMWare Specification and Requirements for your system.

5. When you run the VM, you will see .1xp packages being installed. This takes a while.

19



6.1. Deploy and VM Installation Steps

package
i I.'n'||:
package
package

Unpacking »
D Unpacking <mnt
: Unpacking #mnts
wcking smnts
i st~

st
‘it
Uwpacking ~mnt.

D Unpacking <mnt

Uwpacking #mntscd
Unpacking ~mnt

s lmpacking smnt-cd

» 1 Unpacking #mnd.

package
pave ke
package
package

Unpacking #mmtrcd

Uapack lng #mnt

Unpacking #mntcd. -
Unpackling smntscd phkg-tar

6. After all the packages are installed, the VM is automatically powered off.

You will see the auto-poweroff message on the console.

7. After the system boots, wait at the login: prompt until a banner with an About console display shows
displaying values for the placeholders below:

Days Licensed:
Days Remaining:
Product Key:
Website:
Kernel:

<hostname> login:

About
Hostname: <hostname>
Version: <version>
Theme: <theme>
Flavor:
License: NNNNN-NNNNN-NNNNN-NNNNN-NNNNN

nnnnn
nnnnn

<website>
Linux n.nn.nn-1xt-3 x86_64 GNU/Linux

8. Atthe login: prompt, log in as admin with password as the last 10 characters of the License: value,

excluding the dash.

Note: Since the Licence key value is only displayed here. When you ssh in it will not be seen. Be sure
to copy out your admin password from this console.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 20
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6.1. Deploy and VM Installation Steps

Changing the admin password is possible via the Change Passwords menu option.

9. After login, the Administration menu shows, as in the example below for DS9:

gtwork Conl igurat ion

Ll
W
"
n
"
"
"
]
"
[l
W
i
n
0
W
"
(]
"
"
W
i
n
W
W
"
(]
"
"
i
(]
"
1
[l
"
+

10. Under Network Configuration, provide ip/netmask, default gateway and hostname.
a. Under Interface Settings, select the interface to configure.

Select IPs and set the IP Address and netmask in the format nn.nn.nn.nn/24 and save.

Modify the parameters for the selected interface:

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 21
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6.1. Deploy and VM Installation Steps

Hetwork Configuration
Hhich parameter would you like to change on ethd?
R e
' [IHEP of I

IPs e

Extra Routes
Spead auto
Duplex full
Clear

Sawve

Cancel

# mE EE EE Em EE Em mE oAm Em mE mm mm
4 == # == am == ax == =s am =S aE s Es am =s s == as

Set up the default gateway under the Extra Routes menu.

Be sure to use the format default <gateway IP address> for the entry. The word default is required.
For additional route entries use the <subnet> < gateway> format. Similar to what would be done
on a Linux system at the CLI.

Conf iguri ethA.

Cannot a izse dup full

Cannot 1t new settings: Operation not supported
i |

nof
Cannot ~t i full
i ! Uperation not supported

W parameters.

b. Set hosthame
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6.1. Deploy and VM Installation Steps

Hetwork Configuration
Hhat would you like to confligure?
e e
Interface Settings
DH5 Settings

Apache Conflig
S5EHD Config
Duit

[
"
[
n
[
0
"
"
[
0
[
"
]
n
[
i
]
"
[
0
[
"
]
n
[
i

*

% =& § == as == &= == am am =a @ == s A= Sm as == as @

The console will show the Updating hosts: message. Note that this setup takes a few minutes.

c. For SSHD Config, multi-line entries can be added if needed - for example for CUCM v11.5
support. See: Multi-line CUCM Cipher support.

Note: This step is not relevant to the DS9 and Insights NetFlow solution. This step is relevant
only to an Insights Assurance solution and its integration with Cisco UC systems.

11. Base system installation is now complete. Select Quit to exit the Administration menu on the console
and continue with product registration and with the configuration of your system through the GUI:

* Insights Dashboard
See the VOSS Automate Database Setup section in the VOSS Insights Install Guide.

+ Insights Arbitrator (relevant only to an Insights Assurance solution and its integration with Cisco
UC systems)

See the Install Arbitrator System section in the VOSS Insights Install Guide.
* Insights DS9

Note: Prior to opening the DS9 GUI, reboot the system.

See the DS9 Product Registration and Configuration on the Dashboard section in the VOSS
Insights DS9 for NetFlow Install Guide.

6.1.1. Multi-line CUCM Cipher support

This section provides details for the use of the SSHD Config menu option.

Note: This section is not relevant to the DS9 and Insights NetFlow solution. This solution is relevant only to
an Insights Assurance solution and its integration with Cisco UC systems.

For CUCM v11.5 support:

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 23
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6.1. Deploy and VM Installation Steps

kexalgorithms diffie-hellman-groupl-shal,diffie-hellman-groupl4-shal,diffie-hellman-
—group-exchange-shal

ciphers aes128-cbc,3des-cbc,aes128-ctr,aesl192-ctr,aes256-ctr,aes128-gcm@openssh.com,
—,aes256-gcm@openssh. com

macs hmac-md5,hmac-shal,hmac-sha2-256,hmac-shal-96,hmac-md5-96

hostkeyalgorithms ssh-rsa,ssh-dss

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
doc-feedback@voss-solutions.com
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7. Database and System Setup

7.1. Install Arbitrator System

7.1.1. Policy Configuration Files

Polices are a modular groupings of correlation rules, actions, and response procedures that define how
to respond to certain situations that happen on the monitored systems. Policies are usually system and
manufacturer specific but can contain custom scripts for actions and response procedures. Each policy will
also contain several correlation rules that are designed to create Alerts based on the best practices of that
particular system manufacturer.

The configuration files in this table are installed at the end of the installation process. The table describes the
purpose of the components:

25



7.1. Install Arbitrator System

Component

Purpose

Filename

Controls

Controls are actions that the system can auto-
mate, user actions to support data collection,
analysis before presenting to an operational
user as an alert to help reduce user input and
provide information and actions faster.
» Turn an alarm a different color
» Push alert to another system such as
dashboard server or a correlation server
+ Auto acknowledge alarms
Email the alert to a destination
 Create a ticket with ServiceNow
 Pre scripted action based on a response
Other options that can be developed:
+ Using API send the data to another des-
tination
* Interact with another system
» Run a script to collect additional informa-
tion
» Run a script with actions to change state
or configuration

STDCONTROLS. 1xcfg

Probes

A script to poll a system to collect data from a
remote system. This is important if the data
required can’t be streamed from a system to
the Arbitrator to be consumed, the Arbitrator
and collect data remotely by periodic probing
of the system. Examples of probes that collect

« AXL

* API

« CLI

StandardDeploymentProbes.1lxcfg

PROBES. 1xcfg

Response
dures

proce-

Contains group of controls that are assigned
to the policies.

Policies

A set of rules for the data that is turned into
an alert. It enables an alert to be generated
and defines the alarm ID and the content of
the alarm that gets presented to a user.

SiteStats_08122020.1xcfg
POLICIESUCCE221020.1xcfg
POLICIESCUCM221020.1xcfg
POLICIESCUCINMP221020.1xcfg
PINGMON. 1xcfg

7.1.2. Installation Steps

1. Log in to the Arbitrator: admin/admin
2. Click the Wrench icon.

3. Click on the icon shown below
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7.1. Install Arbitrator System

A 2 4 I E X 2 8 &2 a &

4. Click Import,
IRT Export | Import

Load a configuration package: | Gheose file | Nofile chosen & Upload

5. Click Choose file, then select your file and click OK.

<« BCX » Policy ~ | D Search Policy »
Mew folder S~ [ 9 %) VOSS Partner Portal ETCR Engineering  Cb Best JSON Viewer a...
ts 4 A MName - Date modified Type —

L &8 &

A [] policyStandardBuild.bcfg 15/03/2020 21:15 LKCFGF
emg A
ive F o4
nin Load a configuration package: | Chagse file | No file chosen I
tation

2 1
mers
>
File name: | Al Files ~
3

6. Ensure the name of the file you selected displays adjacent to Choose file, then click Upload.
7. Once the file has uploaded click Import.
8. Repeat this procedure for the following:

+ Controls

* Probes

* Response Procedures

* Policies

See: Policy Configuration Files
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7.2. Set up Arbitrator to Arbitrator Communication

7.2. Set up Arbitrator to Arbitrator Communication

Log in as admin on the central/lead arbitrator and go to VPN Server Configuration

Please choose from the following options. I

Network Configuration |
Time Configuration I
Advanced ARB Options |
Arbitrator Backup Restore |
Change Arbitrator Branding I
Change Passwords |
Fix Corrupt Ndx |
LayerX Upgrade I
Resize Disk |
Restart openldap |
VPN Client Configuration I
I
I
I
+
I

VPN Server Configuratio

VPN Server (Connections

+ - —— — — — —_— —_— —_— —_— — — —

81%

_____________________________________________________________________ +
Then Clear Fabric Configuration, then reset this up:

a. Set the Organization name

b. Set The Public Ip Address ( this is the address of the Arbitrator)

c. Set Authorized Client Port to 62003

d. Set the Negotiation Port to 62004

e. Set the VPN Subnet (to a number between 1 and 150)

f. Set the Ethernet Interface Number (Usually 0)

As shown in the example below:
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7.2. Set up Arbitrator to Arbitrator Communication

lear Fabric Configuration

On the subordinate Arbitrator log in as admin and navigate to VPN Client Configuration
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7.2. Set up Arbitrator to Arbitrator Communication

Please choose from the following options.

+
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

1. Clear Fabric Configuration to remove any remnants of other tunnels
2. Then set the Server Address as the IP address of the Central/Lead Arbitrator
3. Ensure the Negotiation Port is set as 62004
4. Click Done.
A Tunnel will now be set up between the Arbitrators.

You can check this by running the following commands in CLI when logged in as root:

root@dharbl: # netstat -ne | grep 3050

0 169.254.5.1:30501 .254.5.6: TIME_WAIT O
169.254.5.1:30501 .254.5.6: ESTABLISHED 0
169.254.5.1:30501 .254.5.6: TIME_WAIT 0
169.254.5.1:23238 .254.5.6: TIME_WAIT 0
169.254.5.1:30501 .254.5.6: TIME_WAIT O
169.254.5.1:23280 .254.5.6: ESTABLISHED 0
169.254.5.1:23166 . .5.6: TIME_WAIT 0

0000000

tcp
root@dharbl: # |

root@dharbl: # netstat -ne | grep 6200
0 0 192.168.58.42:62003 2 . .58.38:37680 ESTABLISHED 0 8520558
Q0 0 127.0.0.1:50688 27.0.0.1:62009 ESTABLISHED 0 24342

0 127.0.0.1:62009 127.0.0.1:50688 ESTABLISHED 0 19387

tecp 4]
root@dharbl: # |}

To set Alerts to be forwarded from the subordinate Arbitrators to the Central/Lead Arbitrator:

» On the Subordinate Arbitrator go to Response Procedures in the config area of the GUI:
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7.2. Set up Arbitrator to Arbitrator Communication

Methods
Control Type: LinkIPToAlert
Destination: |NZ Z As Event?

\

Click here
then click save

2. Insert the name of the Central ARB L
Ensure as event is ticked

1. Click Forwarder to add
L

E <+ Control <+ Forwarder
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8.

Certificates

8.1. Add Certificates

1.

SCP the new server.crt and server.key files to the etc/apache2/ directory on the system, overwrit-
ing the old certificate files.

Recommended: back up the current certificate files prior to overwriting them.
SSH to the system as root and restart the apache service using the sv restart apache command.
Clear browser cache.

Apache will now use the new signed certificate.
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9. CUCM Asset Onboarding

9.1. Customer Onboard

9.1.1. Add Customer CDR Folders

1. Log in via the command line interface to the Arbitrator selected to receive CDR data from the CUCM.

2. Use the admin credentials to log in.

Plea=ze choose from the following options.

HNetwork Configuration
Time Configuration
Advanced ARE Options -
Arhitrator EBackup Restore
Change Arhitrator Branding
Change Passwords

Fix Corrupt Ndx

LayerX Upgrade

Fe=zize Disk

Feztart openldan

VPN Client Configuration

I
I
I
I
I
I
I
I
I
I
I
I
I
VPN Zerver Configuration
VPN Zerver Connections
I
+
I
+

3. Navigate to Advanced Arb Options (as shown above) and click ok.
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9.1. Customer Onboard

@' Z217.32.186.199 - PuTTY

June 05,

Main Menu

or (TH] menu.
options.

networking

out—of-hand alerting

nfigure Dir
onfigure service:

5. Now press 3.

.@' 217.32.186.199 - PuTTY

June 05, 2020 Q750 PM UTC

8 P Y .

Zervices Menu

UDP Forwu
Ewvent For

6. Press 4.
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9.1. Customer Onboard

.@' 217.32.186.199 - PuTTY

June 05, 2020 0O7:50 PM UTC

~wices Menu

Configure Cisco Call Managers

Back

7. Press 1.

8. Press 2.

This will open the screen below.
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Customer Onboard

# 217.32.186.199 - PuTTY
0. 144 .16

9. Add the IP Address of the call manager then press <CTRL>-X to save.

9.1.2. Add Customer Assets

1. Log in to the Arbitrator as admin.

2. Click the Wrench icon on the toolbar.

« CcC @ O & 1723042169, * o v oo &=

Dcisco [I8T CIDHLAB [IVoss [ Assurance [ Tools [ Customer Systems (3 Dez Personal [ Demosuite

2VOSS 9 @ A QA N # Ceimn =

% ASSET EXPLORER Displaying 1-40040 | &« | ¢ | > | » | 50 ~
Q

¥ vl v T =
i3 o= e LS b (oSl 5
PN PN — =N PN =N
‘; E) = !!! L] L] ]
soovoue. | eoovove. | crocwe. | ok | o eurecue 5 e S S e
= = = = = = =
- oy !.! = ! ]
I wmm wnlzmwl wnxiss | wnaxres | wnaxrer 23428

o
o

PANDARAP.

> @ CYCLETRONIC

> i PANDABANK

> i ELITETECHS

> il BODYSHOX

> @ NEXTWAVE

> [ SHARED ARCHITECTURE
> i Wiseo

> @ WINDOWS SERVERS

> i Ungrouped

3. Click the Globe icon on the toolbar to open the Asset Configuration screen.
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9.1. Customer Onboard

C @ O & httpsy//172.30.42.169/Lxtconfig/index.php b

[Ocisco (38T [JDHLABE [JVoss [JAssurance [JTools [J Customner Systems [ DazPersonal [ Demosuite

L)V0SS 4 N S

POLICY CONFIGURATION = Rules  Firers

o

Policies Rules
Name Failover Name Threshold ‘Window Severity Response Procedure
ANZ-E1-Layer] B o E1-Down 1time 1 minute @® criical Defauit IRP £5| =
Cisco Cube DSPRM 0
E1-Down 2 Ttime. 1 minute @® criical Default IRP. Fs) =
Cisco Cube FLEX_DNLD. 0
Ciseo Cube VOICE FILE_ACCT 7
Cisco Cube VOIPAAA a
Cisco Cube Call Control 3
Cisco Cube CallTreat 10
Cisco Cube Call Treat No Signal 10
Cisco Cube CCH323 =
Cisco Cube CCM o
Ciseo Cube CsM 7
Cisco Cube CSM Yoice T
Cisco Cube DSWP T
Cisco Cube GK 3
Cisco Cube VR 0
Cisco Cube VR MSB 7
Cisco Cube SIP 28
C @ O & https//172.30.42.169/Lxtconfig/index.ph w0 o v oo &=
Oicisco (8T [IDHLAB [Voss [JAssurance [JTools [ Customer Systems () DazPersonal [ Demosuite
Qvoss @ i RS A E B 2 admin-
ASSET CONFIGURATION
Groups Assets
| Group Name IPAdgress  AssetName Description Type Monttor Profle
8 pANDABANK 0
il SHARED ARCHITECTURE 2.
mvauc 1
1 Voice Gateways 0
mwicco =
8 wiNDOWs SeRveRS
8 Ungrouped 5
Fiter "y ] T vme— Norecords assets «first prev next last» | 20 v

4. Select All groups, then select the Plus (+) icon to add a new folder.

=En
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9.1. Customer Onboard

A 2 4 i B R K & X
ASSET CONHGURATION

Groups Assets
D Group Mame |:| IP Address Asset Name Description
B All groups

|| i BODYSHOX 0

[ | #m cycLETRONIC 5

[ i ELITETECHS 2

[ i NEXTWAVE 2

[ il PANDABANK 0

[ | il SHARED ARCHITECTURE ~ 2
[ i vauc

|:| B Voice Gateways 0

[ | mwiceo 2

[ i WINDOWS SERVERS &

| [ [ Bnew o |

i Ungrouped 5

To rename this folder double click on it, rename and press <Enters.
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9.1. Customer Onboard

ASSET CONFIGURATION

Save

Groups Assets
Group Name IPAddress  Asset Name Description Type Monior Profile
8 All groups

8 BODYSHOX 0

8 CYcLeTRONIC 5

. EUTETECHS 2

. NEXTWAVE 2

8 PANDABANK 0

8 SHARED ARCHITECTURE 2
mvauc

8 Voice Gateways 0
mwiceo 2

8 WINDOWS SERVERS | ©

8 NEW CUSTOME 0

8 Ungrouped 5

Filter
column

=a =80

Filter sort
Al - |Fa SO | PAddress v

Norecords assets «first prev next last» | 20

5. Select the new folder, and click the Plus icon (+) in the right pane.

VoSS A2 4 i E S 2 82 a s

ASSET CONFIGURATION e
Groups Assets

Group Name 1P Address Asset Name Description Type Monitor Profile

8 All zroups e et =
Properties | Interfaces Step 2
8 50oYsHOX (0 Enabled Model

8 CYCLETRONIC 5

Maintenance Mode Step 1 Version

- eumerecs
= 1P Address o] MAC Address
. NEXTWAVE 2

AssetName Alas
8 PANDABANK 0

Description Manufacturer
8 SHARED ARCHITECTURE 2

Host Name TimeZone  UTC
mvac
_ Type | Uninown v Customer .
8 voice Gatevays @
o (7 Adaress st .
8 WINDOWS SERVERS 6 External URL

8 NEW CUSTOME 0

8 Ungrouped 5

« Fill out the IP address (mandatory).

+ Fill out the asset name (mandatory).

« Fill out any other information you have into the relevant fields.
 Click the Checkmark Il

+ Click Save.

6. Repeat the above for all assets you wish to monitor. Alternatively, you can upload multiple assets using
a CSV import.
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9.1. Customer Onboard

CSV Import of Assets

See also the Asset Configuration section in the Arbitrator Administration Guide.

It is possible to upload multiple assets using a CSV file.

Asset_Import_Template-dh - Saved - O Search Daron Hamilton DH ca) = (m]
File Home Insert Page Layout Formulas Data Review  View Add-ins Help 1 Share 12 Comments
IFEE Jn Jx K| E=E o B - B B sxsE Iy O @
B~ : -
B I U~ el OeA.|===e=s:= v @~ 9 0 oo | Conditional Formatas Cell Insert Delete Format Sort& Find & | Analyze
- - - - —I= = - Formatting ~ Table ~  Styles ~ ~ - - Filter ~ Select ~ Data
= i A [&] Merge & Center mE~ % 9| % 3% =
Clipboard Font 5 Alignment [ Number ] Styles Cells Editing Analysis | Sensitivity
D2 - F 33:33:11:11:A2:22
A B C D E F G H J K L M
TEST-DEV1 Test 165.137.166.69 AA:AA:11:11:22: Cisco CucCMm TEST-DEV1 NEW CUSTOME voice server
TEST-DEV2 Test 165.137.166.70 |33:33: .Cism CUCM TEST-DEV2 NEW CUSTOME voice server

1
2
3
1
5
5
T
3
3
)
1
2
3
4
5
5
7
f
9
0
1
2
3
4l

PR -

The CSV file is available in the Google Drive.

Llppoara L] ront L] Allgnment L] Numper L] STyIes
Al - I AE_NAME

A B C D E F G H | J K L M N 0
1 AE_NAMElDESCD IP_ADDRE MAC_ADCVENDOR MODEL DESC1  HOST_NAIDESC2Z  GROUP_N RENDER_PTIME_ZON COMMEN Physical Address
2 |MMN_10RPIMediaGat 165.137.166.69 Avaya G450 MMN_10RPP NEWCUT unknown MG35 Saint Paul, MN

Above is an example.

The mandatory fields are:
* AE_NAME
 IP_ADDRESS

You can also use this CSV to create the asset and the Asset group and place the asset into the group.

Note:
* Remove the header row before you try to upload.
* Mac Address field must be in the following format: XX: XX: XX :XX: XX: XX

» Renderer — This selects the icon seen on the Arbitrator. The options are:

unknown
router
firewall
switch

voice switch

(continues on next page)
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9.1. Customer Onboard

(continued from previous page)

switch voice
server

voice server
server voice
workstation
phone

How to Import using CSV

1. Log in to the Arbitrator with admin privileges.

2. Click the Wrench icon . to open the configuration screen.

3. Click the Globe icon to open the Asset Configuration screen.

Qivoss A @ .
ASSET CONFIGURATION
Groups Assets
Group Name IP Address Asset Name Description Type Monitor Profile

il All groups
i BODYSHOX | 0
il CYCLETRONIC 5
i ELITETECHS | 2
il NEW CUSTOME | 0
il NEXTWAVE 2
il PANDABANK 0
il SHARED ARCHITECTURE 2
i vauc 1
i Voice Gateways 0
WWIGGO 2
il WINDOWS SERVERS ' 6

i Ungrouped | 5

Filter Filter Sort
column | A ~ | pattern Column | P Address v

4. Click the Up-arrow E to open the Import Assets dialog.
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9.1. Customer Onboard

Import Assets

Select files to Import

| Browse.. | Mo file selected.

b

Import NE assels W OVENNTite 3 Ny ass

ets inthe

= e

ayale

| concl

5. Browse to your csv file.

LLJ Voss Solutions - Calend

63 KB
95 KB
1KB

T “ MyDrve > VAA > 1. BUILD & ADMIN GUIDES > Customer Unboard ~ [¥] & Search Customer Unboard
Organize ~ Mew folder =~ ™ @
[ This PC A Name Date medified Type Size
B 30 Objects &) 2.Customer Onboard 13/05/2021 15:02 Microsoft Word D...
[ Desktop 3 5. Application User 28/04/2021 14:05 Microsoft Word D...
Documents Asset_mport_Template (2) 27/10/2020 13:35 Microsoft Excel C...
3§ Downloads Asset Import_Template-dh 07/06/2021 11:03 Microsoft Excel C... G|
B Music desktop. 05/06/2021 05:03 Configuration sett... KB
& Pictures EProﬁle
B videos
=2 05(C)
— Google Drive (¢,
File name: | Asset_Import_Template-dh | [AnFies ~
=
[ nEXTWAVE 2 Browse... | Mo file selected
il PANDABANK ©
— = Importing asse! write any assets in the system
8 SHARED ARCHITECTURE 2 -

mvauc 1
i Voice Gateways 0

W wWiGeo 2

6. Click Open.

=

Import Assets

Select files to Import

| Browse... | Asset_Import_Template-dh.csv

Importing assets will overwrite any assets in the sys

L

o

7. Click Import

Once the Import is complete, check the Asset Configuration screen to confirm your assets are
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9.1. Customer Onboard

present and in the correct location.
€)voss A2 4 i E X 0 & &

ASSET CONFIGURATION

Groups fssers
Group Name IP Address Asset Name Description Type Monitor Profile
i All groups 165.137.166.69  TEST-DEVI Test Server voice Noprofilesses | #
il BODYSHOX | 0 165.137.16670  TEST-DEVZ Test Server voice No profiles set *
i CYCLETRONIC 5

i ELITETECHS 2

i NEW CUSTOME 2

i NEXTWAVE 2
il PANDABANK  ©

il SHARED ARCHITECTURE 2
mv4auc 1

il Voice Gateways 0
WWIGGO 2

il WINDOWS SERVERS &

i Ungrouped ' 5

9.1.3. Assigning Probes to Assets

Assign Standard Probes

1. Log in to the Arbitrator with admin privileges.

2. Click on the . to open the configuration screen.

3. Click on the to open the Asset Configuration screen.
4. Select the Asset Group that contains the assets you wish to configure

A D 4 B L 2 a X an
ASSET CONFIGURATION

Groups Assets
Group Name 1P Address Asset Name Description Type Monitor Profile

8 All groups. 165.137.166.69  TEST-DEV1 Test Server voice

i B0DYSHOX 0 165.137.16670  TESTDEV2 Test Server voice
8 CYQETRONIC 5

i EuTETECHS | 2

i NEW CUSTOME 2

i NEXTWAVE 2

8 PANDABANK 0

8 SHARED ARCHITECTURE * 2
mvauc 1

8 Voice Gateways 0
mwicco 2

8 WINDOWS SERVERS o

il Ungrouped 5

5. Click on the wrench icon as shown below.
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9.1. Customer Onboard

C @ O G hitps;//172.30.42.163/Lxtconfig/index.php

Dcisce [O8T [IDHLAB [Vess [ Assurance [JTools [ Customer Systems [0 DazPersonal [ Demosuite

4 @ X 2 4 2 @ 0

ASSET CONFIGURATION

Groups Assets
Group Name 1P Address Asset Name Description Type Monitor Profile
i All groups. 165.137.16669  TEST-DEVI Test Server vaice N profiles set
il BODYSHOX ' 0 165.137.166.70  TEST-DEVZ Test Server vaice No profiles set | Id

il CYCLETRONIC 5
il ELUTETECHS 2
il NEW CUSTOME '~ 2

i NEXTWAVE 2

This will then open the Assignment screen.

MONITOR PROFILE » TEST-DEV1

Groups Templates/Profiles
Probe Group Name Frequency Credentials 1 & 2 Enabled
1.PING Monitor 1

2Cisco CUCM RIS CmDevice_creds | 2
3.Cisco RTMT 1
4.Cisco CUCM Version 1
5 Cisco Expressway Call Detall-API 1
6.Cisco Expressway-AP| 4
7.CUCM Perfmon AXL Counters 1
8.Cisco Unity Perfmon AXL Count.. 1
9.Cisco IMP Perfmon AXL Counters 1
9a.CUCM-END USER 1
9p.VOSS4UC 1
BODY-EMEA Cisce Unity Perfmon . 1
BODY-EMEA CUCM Perfmon AXL .. 1

BODY-NAM Cisco Unity Perfmon .~ 1

6. You can now drag the required probe from the left pane to the right pane.

c @ O @ hitpsy/1723042.169/xtconfig/ndesp o © s m oo &=
Ocisco DIBT [IDHLAB [IVoss [ Assurance (I Tooks [ Customer Systems [0 Daz Personal [ Demosuite
MONITOR PROFILE » TEST-DEV1 Cancel
Groups Templates/Profiles
Probe Group Name Frequency Credencals 182 Enabled

2.Cisco CUCM RIS CmDevice creds

1.PING Monitor T

3.Cisco RTMT T

4Isco CUCM Version T

5.Cisco Expressway Call Detall-API

6.Cisco Expressway-API 0

7.CUCM Perfmon AXL Counters.

8.Cisco Unity Perfmon AXL Count.

9.Cisco IMP Perfmon AXL Counters

93, CUCM-END USER T

9bVOSSAUC T

BODY-EMEA Cisco Unity Perfmon

7. Ensure the Drop Zone (Blue Area) Reduces down before you drop.
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9.2. Call Manager Configuration

U @ U A hitpsy//1/2.30.42.169/Lxtcont lex.php w YooY o U 9w =
DCisco LI8T [IDHLAB (Vess (3 Assurance D Tocts [ Customer Sytems (3 Dz Personsl (3 Demosuite
MONITOR PROFILE » TEST-DEV1 Cancel
Groups Templates/Profiles
Probe Group Name Frequency Credentals 18.2 Enabled
e onor I S prr— 305econds None &None

2Cisco CUCM RIS Cmbevice_creds 3
3Cisco RTMT
4CIsco CUCM Version

5.Cisco Expressway Call Detall-API 1

8. If you then click on “ you can set any time schedules / credentials required for this probe

9. Once finished click Update and then click Save.

Note: Itis possible to assign multiple probes at the same time.

9.2. Call Manager Configuration

9.2.1. Application User

1. Create an Application User on the Call Manager, follow the standard Cisco documentation.
2. This user will need to have permissions granted.
3. Create a new Access Control Group named AXL-GROUP.

System = CallRouting * Media Resources Advanced Featurez = Device *  Application =  User Management *  Bulk Administration + Help +

Access Control Group Configuration Relatq

B Lsave i " ockeic [l Copy M1 ] Ada Hewe

Status
@Etatus: Ready

-Access Control Group Information

Name* [axL-GrP
Available for Users with User Rank as * [ 1 - Default User Rank e
User

4. Add roles to this new group.
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9.2. Call Manager Configuration

alinl,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System +  CallRouting *+ Media Resources +  Advanced Features = Device ~  Application =  User Management +  Bulk Administration * Help +

Access Control Group Configuration
LB Save

r Status

@ Status: Ready

r Access Control Group Information

Mame* AXL-GRP

rRole Assignment

Role | standard AXL API Access
Standard AXL API Users

Assign Role to Group
Standard AXL Read Only API Access

Delete Role Assignment

Save

@ *_ indicates required item.

5. Edit the Application User you created and assign the following groups:
+ AXL-GROUP
» Standard CCM Server Monitoring

« Standard RealtimeAndTraceCollection

9.2.2. Enterprise Parameters

In Enterprise Parameters navigate the section Cisco Syslog Agent and configure the IP address of the
Arbitrator in one of the Remote Syslog Server Name fields.

Enterprise Parameters Configuration

- .
LB Save Set to Default %’ Reset z Apply Config

Reply Multicast Echo Request * | off

Cisco Syslog Agent

Bemote Syslog Server Name 1 |52.?,201.25
Remote Syslog Server Name 2 |21?.32,135,230
Mmemmdem Cocmlmm T e imn Blmmm o I
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9.2. Call Manager Configuration

CUCM Service Parameters

Ensure CDR Service Parameters are set:
+ CDR Enabled Flag = True

* CDR Log Calls with Zero Duration = True

« Call Diagnostic Enabled =True

System

CDR Enabled Flag *
CDR Log Calls with Zero Duration Flag *

— e . PR e W

ITrue
ITrue

e

Clusterwide Parameters {Device - General)
’7Call Diagnostics Enabled *

CUCM Serviceability

1. Navigate to Cisco Call Manager Serviceability.

2. Select Tools > CDR Management

Alsrm v Trace v Tools v Snmp v Caliome v Help v

DR Management

cp2 Add new ¢ Delete Selected

Enabled Only When CDR Enabled Flag is True

LastPas:
General Parameters
Disk Allocation (MB) = High Water Mark (%) | Low Water Mark (%) = CDR / CMR Files Preservation Duration (Days) | Disable CDR/CMR Files Deletion Based on HWM = CDR Repository Manager Host Name | CDR Repository Manager Host Address
2000 80 40 20 CYCLE-CUCM-PUB 172.30.42.73
@click on any of the above parameters to update the General Parameters
Billing Application Server Parameters
Server Number Host Name / IP Address™ User Name™* [z Generate New
on Failure | Key
2 172.30.42.169 drop cucm/172.30.42.73/ Reset
Add new I Delete Selected
@oclick on the Add New button to add a new Billing Application Server
@Doclick on the corresponding Server Name to Update the Billing Application Server details
@select corresponding Checkbox and dlick on Delete Selected button to Delete Billing Application Server details. For the SFTP Billing serverthe Authentication keys will be deleted.
@Chck on the Reset Button to Generate new Kevs and reset the connection to the SFTP server.
. Fields:
* Hostname/IP Address\*: insert the arbitrator IP Address
» User Name\*: insert the username drop
» Password\*: insert your password for the user drop account.
* Protocol: SFTP
+ Directory Path\*: cucm/ip address of call manager
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9.2. Call Manager Configuration

User Mame®

Password®

Protocol®

Directory Path®

Resend on Failure

—Billing Application Server Parameters

Host Mame f IP Address® |21?,32,155,23|:|

|dr|:|p

|cucm/10.41.165.193/

¥
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