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1. What’s New

1.1. Dashboard Administration Guide: Release 22.1

EKB-11484 See: Import/Export Wizard
EKB-11561 See: Default Dashboards
EKB-11623 See: Default Dashboards
EKB-12135 See: Default Dashboards
EKB-12137 See: Default Dashboards




2. Getting Started

2.1. Introduction

VOSS Insights Dashboard is a log analytics platform that allows multiple data sources and log formats to be
consumed, extracted, analyzed, and displayed on dashboards, and to produce reports from the dashboards.

The system ships with several default dashboards, which you can copy (clone) and edit to create your own
custom dashboards, and you can create new dashboards from scratch.

This guide describes how to use and manage the VOSS Insights Dashboard platform, and includes details
for the following:

* Importing existing dashboard templates
+ Configuring new dashboards and widgets
+ Cloning existing dashboards

» Ad-hoc report printing

Scheduling reports

Searching logs

+ Building search extraction queries

Troubleshooting issues by analyzing the logs being collected

The VOSS Insights platform design allows it to be used in multiple workflows. This guide describes the
system elements that must be configured in a particular order, but there is no overall prescribed linear flow
that must be followed.

Related Topics

« Introduction to Dashboards in the Dashboards Administration Guide.
 Default Dashboards in the Dashboards Administration Guide.

» Custom Dashboards in the Dashboards Administration Guide.




2.2. Dashboard Licensing

2.2. Dashboard Licensing

2.2.1. Overview

The VOSS Insights product and features are activated via a license file that is loaded on to every arbitrator
and dashboard server.

2.2.2. Load a License File

To load a license file:
1. Obtain the license file
2. Choose About
3. Click EDIT PRODUCT KEY and replace it with the one from the license file.

2.2.3. Add New License and Activate Product Key

The VOSS Insights license file contains an expiry date. You will need to activate and add a new license file
once the expiry date is reached.

1. As an admin user, log in to the GUL.

2. View the activation window, which displays the product key.

3. Copy the product key for each individual server.

4. Provide details to the VOSS representative.

5. The VOSS representative will provide you with a product key to activate the server.

« Admin user navigates to the Arbitrator server, enters the product key, agrees to the license terms,
and clicks Submit.

« Admin user navigates to the Dashboard server, enters the product key, agrees to the license
terms, and clicks Submit.

2.2.4. View License Days Remaining

The remaining days on the License are displayed in the Ul upon login.

neboth...

Days remaining: 164

board Stats | Ba - System Stats - DS9 |

This View License Expiration setting can be enabled or hidden from the Permissions on the Access
Control Editor:

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 3
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2.2. Dashboard Licensing

Control Editor & sdmin =

PErmissions

Agministrator

Group name

Reporier Permissions

Permissions

Wiew

Auction

Alternatively, to see how many days left:
1. From the main menu for the logged in user, choose About.
2. Check the DAYS LICENSED and DAYS REMAINING values.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 4
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3. Log Search and Extraction

3.1. Log Search

3.1.1. Overview

The Search page stores all log data elements in a JSON index data store.
On this page you can search all data, and add and edit log search/extraction definitions.
You can select the following tabs on this page:

» Search Tab

« Create Definitions Tab

Note: To access the Search page, click the Main Menu icon E then select the Search menu at the
bottom left of the main menu.

3.1.2. Search Tab

By default, the Search tab displays the last 10 log events to enter the system. Once Logs are collecting, this
is where the JSON indexed records will be located. The system builds a library of all words contained in logs.

= voss «Back Search admin ~

Search

m & Apr 27,2022 1:54 pm - Apr 28,2022 1:54 pm  ~ “

Total events every 30 Minutes

II.IIIIIIIIIIIIIIIIIIIIIIIIIII.IIII
2.00pm 3:00pm 4:00pm 5.00prr 6:00pm 7:00pm 8:00pm 9.00pm 10:00pm 11:00pm 04/28 00am 3:00am 00am 5.00am 6:00am 700
Displaying 1- 10 of 11,248 eve wfirst prev next last» 10w

Defined Searches

{"Ixthdr":{"Ixthdr_local_address""/dev/log",‘Ixthdr_local_port":0;Ixthdr_method""local_syslog",Ixthdr_msg_id":"Ixthdr_source_address""127.0.0.1""Ixthdr_source
Analytix Asset Eps M 28 2022 11:54:28 local: <167>Apr 28 11:54:28 slapd[4912]: conn=1225 fd=11 ACCEFT from IP=127.0.0.1:34288 (IP=0.0.0.0:389)\n"}
Analytix System Eps 8/22  {'Ixthdr":{"Ixthdr_local_address™"sdev/log’, Ixthdr_local_port":0;Ixthdr_method"local_syslag",Ixthdr_msg_id"" Ixthdr_source_address™"127.0.0.1",'Ixthdr_source
27PM 28 2022 11:54:27 local: <167=Apr 28 11:54:27 slapd[4912]: conn=1224 fd=11 closed\n"}

Analytix System Eps (clone)
{"Ixthdr":{"Ixthdr_local_address™"/dev/log’, Ixthdr_local_port":0;Ixthdr_method""local_syslag"Ixthdr_msg_id"™ Ixthdr_source_address™"127.0.0.1","Ixthdr_source
27PM 28 2022 11:54:27 local: <167=Apr 28 11:54:27 slapd[4912]: conn=1224 op=2 UNBIND\R'}

Analytix System Stats




3.1. Log Search

Search Criteria

A search bar at the top of the page contains a wildcard “*” to display logs. The search bar allows for key
word searches using single words or concatenated words with Boolean logic, such as ‘and/or/not’, in addition
to using VOSS Insight's automated Regular Expression engine to perform search extractions and save them
as definitions. The search engine displays all words once you've typed in the first letters.

The drop-down to the right of the search bar defines the time period to search for logs. The default is the
last 24 hours. This setting is important, especially when searching for logs from a source that has stopped
sending data, since log data (and the JSON indexed records) are time-based.

To set a date and time range period, click the down-arrow at the drop-down in the Search bar to display a
date/time calendar, where you can select a preset period (Last 24 Hours, Last 1 Hour, Last 30 Minutes, Last
5 Minutes) along with a custom date and time selection.

Note: The longer the date range, the more data the system searches, thus the search time period is directly
associated to the amount of data over time.

Viewing Search Results

The page displays the number of logs displayed and available, based on the search criteria and the selected
date/time range. You can use the first/prev/next/last buttons to skip to navigate the data. The adjacent
drop-down allows you to define the number of logs to display on the page.

Displaying 1-10 of 109,153 events «first prev next last» 10~

tags™"local_syslog" Ixthdr_time_epoch™ 1651146868}, Ixtrawlog 20 r
30
40
tags™"local_syslog"/Ixthdr_time_epoch™ 1651146867}, Ixtrawlog 50 r
100

Bar Graph View of Log Data
The bar graph below the search bar displays the last 24 hours (default) of log events. Each bar represents
the quantity of logs collected in each 30 minute interval.

The Chart context menu hamburger icon to the right above the bar graph provides an option to retrieve the
graph in multiple formats, for example, to print or download to PDF, to download to PNG, JPEG, or SVG.

The bar graph changes based on the selected data interval, and based on the selected definitions.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 6
doc-feedback@voss-solutions.com



3.1.

Log Search

Defined Searches

The Search tab contains a Defined Searches field, which lists all saved search definitions.

A graph to the right of each search definition indicates the amount of logs in that definition, for the time period

selected in the time bar.

Select a defined search to refresh the page to display all the logs for that definition. The bar graph also
adjusts to reflect the quantities of logs in this definition.

Dafined Searches

A P 10 ewwall LRL 1

JSON Format Logs

The main body of the Search tab displays the JSON format of the logs associated with the selected search
definition. Details below each log are the data fields that have been extracted and are being analyzed on
dashboards. A down-arrow at each field opens a dialog that provides search functions to select from:

Search in context

Searches through all of the selected definition for that field and highlights it.

Exclude from search

Searches through all of the selected definition for all data without that field.

Search all

Searches the entire log index data store for that field and highlights it.

b 04/28/22  {Ixthdr"{Ixthdr_local_address™" \x‘hdr local_port™514

13:54:00 PM

System Eps:0.117 v 51+

System Peak Eps : 737.7

p 04/28/22  {lethdr{Ixthdr_
13:53:00 PM  11:53:00 127.0.0.

System Eps :0.1

082822 {lethdr{Ixthdr_| QSR
13:52:00 PM  11:52:00 127.0.0.

System Eps:0.117 v System Peak Eps:737.751~

b 04/28/22  {Ixthdr"{Ixthdr_local_address™" \rhdr local_port"514

13:51:01 PM

11:54:00 127.0.0.1: {\'TOTAL_EPS\"\'0.117\"\'TOTAL_MAX_EPS\'2

a
_MAX_EPS\

a
_MAX_EPS\

11:51:00127.00.1: {\'TOTAL EPS\"\'0.177\’\'TOTAL MAX_EPS\'

Ixthdr_met hod syslog xthdr_msg_id":
Vlogtype\ \Ana\yux System Eps\\n\n'}

Iithdr_met hod syslog xthdr_msg_id":
Vlogtype\ \Ana\yux System Eps\ \n\n'}

Iithrmet hod syslog thr_msg_id":
Viogtypel \Ana\yllx System Eps\ \n\n'}

Txthdr_met hmd EVEIDg xihdr_msg_id":
Viogtypel \Ana\yllx System Eps\ inn’}

[Ixthdr_source_address™"

[Ixthdr_source_address™"

[Ixthdr_source_address™"

[Ixthdr_source_address""1

27.0.0.17]

27.0.0.17]

27.0.0.17]

27.0.0.17]

Ixthdr_source_port":22906; Ixthdr_tags™

Ixthdr_source_port":37019; Ixthdr_tags™

Ixthdr_source_port”:38473;Ixthdr_tags™

Ixthdr_source_port":19671, Ixthdr_tags"

"syslog’,Ixthdr_time_epoch’

"syslog’,Ixthdr_time_epoch’
time_epoch”

"syslog’Ixthdr_t

"syslog"xthdr_time_epoch”

651146840 Ixtrawlog':

651146780} Ixtrawlog':

651146720} Ixtrawlog':

1651146660} Ixtrawlog"

<13=Apr 28 2022

<13=Apr 28 2022

<13>Apr 28 2022

<13>Apr 28 2022

The right-pointing arrow at the left of each log entry allows you to expand the log details, providing information

for each component of the logging elements along with a copy of the raw log.

Click the down-arrow within the expanded log view for any item to search (Search in context, Exclude from

search, or Search all).

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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3.2. Search Definitions

P TS {Clmthdr®
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3.1.3. Create Definitions Tab

On the Create Definitions tab you can define the search definitions that display logs on the Search tab.

= voss « Back Search admin~

Create Definitions

| x | & Apr 27,2022 3:04 pm - Apr 28,2022 3:04pm v “
Saved Defnitions m -

Displaying 1-10 of 11,407 events «first prev next last» 10 v

3.2. Search Definitions

3.2.1. Overview

A saved search definition creates a dashboard and report with the title being the name you give the definition.

You can create any number of combinations of saved search definitions on any log source (i.e. multiple
search definitions on a DNS log).

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 8
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3.2. Search Definitions

The Saved Definitions drop-down lists all saved definitions that have been created. Each saved definition is
a resource from which data can be pulled into a widget on a dashboard and report as you design them.

Laved Definitions m .

rtT:hls, " lathdr

@l localhost: fusrfbinsnodef16992]1 infor
= : o5

24 TRARTAIORAEE, W EeR T B, VT Ey T 10, V"Ll T 0 SO TRE 2 E0E, "
“lastiMinute)” 100541951875, " lastEMinutes " 12. 12109375, " last IS¥Minutes " 18,
“luthde=: {"luthdr_local_sddress=:="*",~lxthdr_local port™:514,~lathdr_smethad=:~
2007 11:22:%1 loca binsnode[ 16963]: info: {\“description

A (nTlastiMinute’™=@.15136T1ETS, V" laseSHiAures " (0. 151367 1ETE, " Last I SH i nutes), " 10

dr_local_sddress®:**","lxthdr_locsl _port® 514, " lethdr_setbod ==
T lacal e bininode 16834]: info: [\ y
453, Tndc

3.2.2. Configure a Saved Definition

This procedure configures a saved definition to add a dashboard and report.
Perform these steps:
1. On the Insights Dashboard main interface, select the Search menu.
2. On the Create Definitions tab, determine which logs contain the data you wish to analyze.

An example is DNS Logs from a Bind9 open source DNS server. In this case, type any word contained
in these logs, such as “queries”, and then ensure that you have the log coming from the Bind9 DNS
server.

L1071 fdemct. Bur)

3. Extract the fields you wish to analyze (perform this step for each field you wish to extract):
« Highlight the field by dragging the cursor over it, or double click the field.
+ In the Extract Field dialog, fill out the field name.
+ Click Save.

The automated Regular Expression engine extracts the field and saves the field name, which
displays beneath Saved Definitions.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 9
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3.2. Search Definitions

imibali el lfp_ sem m Bk =m0
T Lk JidRTE

"

4. At Saved Definitions click New, then click Field.

5. At the Type field, choose the field type based on the context of the log, either Text, Integer, Float,

Epoch Date, or Calculation.

i

S— - - B E3E -

4] & & , 1

Mt (1o
P Sarewr L]
bt
RTRT A =1L TR W N e N e T B TR R R D LR - R = N TS s N Y

Pt ]
DI g achioq adécemss" i3k LEL 048,005 ikl il porn ™™, "Loels_eciley wertealip’s L1 1L, "Laikds e
MU W pipewaai' 2 R oer memrmd e Taid il Claour e’ "op_epeleg. amiie’, 'lodeir taml e’ bbbt

bi.d
LB NS IR
o Beraesd wien  TILSSLHELTRE

Note: When selecting field type “Calculation”, you’ll need to specify the math to derive an integer
result. An example is a bandwidth calculation. In this case, the result is stored with the definition and

will be available to utilize on a dashboard.

Drag the field(s) to calculate, add a numeric input, and then design the equation by dragging the

operands and groupings.

The equation will display below the bar to allow for easy checking of the logic. Click Test Calculation
to allow the system to perform the math and display the results for further logic testing before saving

the calculation.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
doc-feedback@voss-solutions.com

10



3.2. Search Definitions
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6. Repeat these steps for each field you wish to analyze.

7. Once complete, fill out a name for the new search definition.

3.2.3. Manage Saved Definitions

This procedure clones, edits, and deletes saved definitions/resources.
1. On the Insights Dashboard main interface, select the Search menu.
2. On the Create Definitions tab, select a saved definition from the drop-down.
3. Choose an option:

+ Click Clone to copy an existing saved definition, then give the clone a new name. Now you can
simply change only the field extractions you want instead of creating them from new.

s = —L— - E =m e !

» Modify an existing saved definition, then click Save.

When saving a modified definition, the dashboard updates when new log data arrives into the
system.

» Click Delete to remove a search definition from the list.

+ Summarize Data gives you the option of consolidating the data from the logs based on time.
Clicking the drop-down, allows you to choose the required interval on which the data will be
summarized (Minute, 15 Minutes, 30 Minutes, Hourly, and Daily). When invoking summarization
all unigue combinations of text fields will be kept.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 11
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3.2. Search Definitions

summarize Dt TR

Every Minute
Every 15 Minutes
Ewery 30 Minutes
Every Hour

Every Day

Integer fields are aggregated together with their associated operation (Counts are summed; Min,
Max, Avg, Stddev, and Variance aggregations are stored for every integer field). This is a method
of making the dashboards more responsive since it will summarize the data and store only that

one value versus all of the values.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
doc-feedback@voss-solutions.com
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4. Dashboard and Reporting

4.1. Introduction to Dashboards

4.1.1. Overview

In the Insights Dashboard user interface, the DASHBOARDS panel displays all dashboards, reports, and
their associated folders, and the following additional menus, which you can use to work with the dashboards:
Search, Reports, Data Sources, Access Controls

Note: Both default and custom dashboards display in the DASHBOARDS panel. If you wish to restore
a dashboard to its default value, you can use the Reinstall Packaged Dashboards option via the admin
menu (via ssh admin@<IP address>).

13



4.1. Introduction to Dashboards

= Alert Overview

DASHEBOARDS » | @, Folders ~

@ 6 - Multi-Cluster Customers Status
@ 7 - Arbitrator Stats
# B - Dashboard Stats
tem Stats - D59
@ 9 - Policy Dashboard
ICEnse Summany
@ Executive Summary Dashboard
& Alert Overview
[0 2. Call Analysis
[0 3. Call Quality
[0 4. Performance
[0 5. Inventory

[0 6. VOSS Analytics

Related Topics

« Introduction in the Dashboards Administration Guide.
 Default Dashboards in the Dashboards Administration Guide.

« Custom Dashboards in the Dashboards Administration Guide.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 14
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4.1. Introduction to Dashboards

4.1.2. Search Dashboards

Use the Search bar at the top of the DASHBOARDS panel to perform a quick search to find dashboards by
their name.

4.1.3. View Dashboards

To access the DASHBOARDS panel, click the hamburger icon E

The panel that displays lists the available default and custom dashboards.

Note: Folders and dashboards display only if search definitions have been performed. You will need to
create search definitions to view these items.

4.1.4. Add a Dashboard

To create a new dashboard from the DASHBOARD panel, click the Plus (+) icon n to open the Dashboard
Editor.

Fill out details for the new dashboard, and click Save.

Now you will need to create resource definitions and widgets to use in your dashboard.

4.1.5. Global Filters

Selecting a dashboard in the DASHBOARDS panel displays configuration and display options for that
dashboard. One such option is Global Filters, which allows you to configure and apply global filters based
on a data element extracted from a search definition and resource defined for the dashboard.

sBack  Widpet Fditor

+ Filters

DL SSoUrCES
Eilfers

U”J{L:'t“-'”-'l‘-:“iﬂtl':""l + m

Click Edit Filters to open the Filter Wizard, where you can select the Resource and the Definition to apply
as a filter. Once complete click Save Filters to return to the dashboard.

An example of a global filter is producing a performance dashboard by customer location. The widgets on
the dashboard are all the performance statistics but the data is filtered by the customer location.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 15
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4.1. Introduction to Dashboards

r——

Firters for HCS Cal Perfeermaege ang doeor Qualmy repen

ROV Fites

Jefmtoms

Note: Global filters (and customer filters) work as an IN function that searches for exact string match in
SQL. For example:

IN (172.30.42.1, 172.30.42.2)

You must type out all values in the search box (separated by commas), and then press Enter. If you press
Enter after selecting each IP address, the search only returns data if all of the IPs are found in the field
(which is unlikely).

4.1.6. Dashboard Folders

Dashboards are organized initially in alphabetical order.

When creating dashboards, you can organize these into folders that expand out into trees based on the order
you define.

To add a new sub-folder or top-level folder in the DASHBOARDS panel, click the Folders down-arrow and
select either New sub folder or New top level folder.

You can drag and drop a sub-folder into the relevant top-level folder, or drag the relevant dashboard into a
folder.

To remove a folder, select the folder, then select Remove folder from the Folders drop-down.

Note: Dashboards with the same name can exist in different folders. The names of dashboards in the same
folder must be unique.
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4.2. Default Dashboards

4.1.7. Search, Reports, Data Sources, and Access Controls Menus

The table describes additional menus in the DASHBOARDS panel:

Search Select Search to display the main Search screens, which store all logs in a JSON index data
store.

Reports Select Reports to open the Report Scheduler, where each report can be scheduled based
on customer, duration, repeat timeframe, and email address.

Data Select Data Sources to open the page where you can define multiple data sources to extract
Sources data on which to analyze and report.

Access Select Access Controls to open the page where you can set up multi-tenant customers and
Controls users, along with each user’s associated log in credentials.

4.2. Default Dashboards

4.2.1. Overview

VOSS Insights Dashboard ships with a number of default dashboards. You can edit or clone the default
dashboards to create custom dashboards, or create new dashboards.

Note:
» This guide provides details for a selection of the default dashboards. To view available dashboards,
click the hamburger icon E

 Both default and custom dashboards display in the Dashboards pane. If you wish to restore a dashboard
to its default value, you can use the Reinstall Packaged Dashboards option via the admin menu (via
ssh admin@<IP address>).

Dashboards are based on search definitions that extract data from one or more fields. These may be
predefined search definitions that ship with the default dashboards, or definitions that you set up to create
custom views of the data to meet the needs of your organization.
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Stats | 4 - CUCM Roule Patiem Analysis | & -

Route Pattern Type Trend
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If you wish to modify a dashboard, click on the dashboard to open its configuration page, where you can
view and edit its widgets, which are populated based on the search definitions defined for the dashboard.

Related Topics

+ Creating a Probe in the VOSS Insights Arbitrator Administration Guide.
« Assigning a Probe to an Asset in the VOSS Insights Arbitrator Administration Guide.

* Custom Dashboards in the Dashboards Administration Guide.

Introduction to Dashboards in the Dashboards Administration Guide.

Introduction in the Dashboards Administration Guide.

» Log Search in the Dashboards Administration Guide.

4.2.2. DS9 Dashboards

Note: Starting with release 22.1, default DS9 dashboards are no longer part of the release. Instead, when
the configuration DS9 option for Setup new DS9 is run, an entire directory of dashboards for that DS9 are
created and all the needed datasources, mapping files and configuration for that DS9 are automatically
handled at this time.

If a VOSS Insights DS9 server is installed, dashboards are available for its monitoring.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 18
doc-feedback@voss-solutions.com
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[ DsS9

™ Deep Flow Inspection

[ Flow Summary
@ Configuration Selections
& Data
& Detected tables
@ New flow drill down

) Netflow Packet Analysis

Note that specific flow summary tables are also available for DS9. Resources such as
ds9_netflow_flow_summary, ds9_netflow_flow_lday and ds9_netflow_detected_internal_flow are for
example available to dashboards.

4.2.3. MS Graph Dashboards
New MS Graph dashboards ship with VOSS Insights Dashboard from SP66.

[ MsGraph

Webex
o Vossduc Msgraph -

# Licenses
@ Vossduc Msteams

e Locations
[ Webex Teams

® People
@ Vossduc Spark P
® Devices

e Webex Meetings Participant Summary

e Meetings Quality

e Webex Insights

& Webex Security
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4.2.4. Polycom Dashboards

VOSS Insights Dashboard ships with several default dashboards to provide support for reporting on the
health and status of Polycom meeting room devices for audio and video conferencing.

[ Polycom
# Polycomn Device Status
@ Polycom Device Status Overview

# Polycom SNMP and Syslog Alaerts

# Polycom Connections

@ Polycom other information

To view the data sources for these dashboards, select the dashboard in the DASHBOARDS panel, then
inspect the fields included in the definitions.

For example Polycom Device Status provides a system, software, and audio dashboard for Polycom
devices. Under Polycom Device Status for example, the following fields describe the resource Poly-
com_system_status under Polycom System - Elements:

1xt_customer_name
1xt_filename
1xt_ipAddr
1xt_source_dir
1xt_status

name

statelList

system_build
system_buildType
system_hardwareVersion
system_model
system_serialNumber
system_softwareVersion
system_state
system_systemName
system_timeServerState
1xt_delete_date
system_systemTime
system_timeOffset
system_uptime
1xt_timestamp_epoch
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Configure Data

Resource

Polycom_system_status -

Definitions

v Text Fields
langtag
Ixt_customer_name
It _filename
lxt_ipaddr

Ixt_source_dir

Ixt_status

statelist

system_build

system_buildType

system_hardwareVarsion

Data Source
Arpitratort

Fields

narme

Filters

Additional So

These helds will {3
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4.2. Default Dashboards

4.2.5. Webex Dashboards

If your Arbitrator is configured for Webex, the Webex dashboards can be used. (Refer to the AP/ Config
section in the Configuration chapter of the VOSS Insights Arbitrator Data Correlation Administration and
User Guide.)

—— o A

4.2.6. System Level Availability (SLA) Dashboards

VOSS Insights ships with a number of predefined dashboards that allow you to view and monitor system
level availability (SLA) data.

You can use the System Uptime PING v3 dashboard, a SLA dashboard that ships with VOSS Insights
(from v22.1), to view live statistics for predefined parameters, such as Ixt_connect_time and Ixt_total_time,
(displayed as dashboard widgets), for a selected Arbitrator.

System Uptime PING v3

4+ Global Fitters ( 0 applied ) _ Retreah i S v £ Mar 20, 2022 12:00 aem - Apr 19, 2022 5:14 am -
Dats source types Dats sources Change dats sources
&
!!!hﬁuﬂ !!!“
Uptime % Last 30 Days
a, Search = @
Th avallabilmy 2dh_pradlabity Td_sradatlty 3o avadatarny
Displaying 1 -1 011 o frst prev next last »
o Uy s 2 g 7
o Search = (-] a Search = -] o Search = @
hwost total records i\fﬂﬁll'y host Wwtal records :\"‘M host total records "m iy
1 10133711 2759 98 6% 10133711 19523 8. 7% 101337.1Nn Vi e
101337173 279 99.9% 2 101337173 19,400 9814 101337173 79850 954%
¥ 101337174 2197 100 0% 1 101337174 18998 N 10.13.37.174 78,550 91N
4 127001 2798 100.0% 4 127000 W 100.0% 4 127001 83673 1000%
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To set up and use this dashboard:

1. In Arbitrator, add and configure the PING probe.

2. In Arbitrator, attach the PING probe to the relevant assets (one or more).

Note: The PING probe ships with VOSS Insights. Once configured and assigned to each device that
you wish to monitor, the PING probe stores historical availability results to the database.

3. In VOSS Insights Dashboard, point to an Arbitrator to view data:

a. In the DASHBOARDS panel, select System SLA > System Uptime PING v3.

b. Display the Data source types and Data sources fields (if hidden). To do this:

* Click the toolbar Wrench icon, then select Hide/Show to display the Hide Show Options
dialog.

» Select Show Data source selector, and click Save.

4. Choose an option:

4.2.7.

a. To view data for a particular widget, click the cog icon on the widget, then select Edit Widget to

open the Configure Data dialog. In the Resource drop-down, choose the widget that defines the
data you want to view in the dashboard, for example, Day _availability _ping), then choose a data
source (the relevant Arbitrator), and click Save.

The dashboard displays data relevant to the widget and the selected data source.

. To view data for all widgets (global view), for a selected Arbitrator, choose Data source type

Remote Arbitrator Postgre (global option), then from the Data Source drop-down, choose an
Arbitrator.

Note: This option provides a live refresh of data for all widgets, for a selected Arbitrator.

To save this global data view, click Save. Alternatively, the page loads data in the widgets, and you
can choose another Arbitrator in the Data Source drop-down to load data for the next Arbitrator
for which you want to view data.

The page loads fresh data each time you change the value in the Data Source drop-down.
Displayed data depends on data available from the Arbitrator for which you're running the query.

Cisco Smart License Dashboard

This dashboard provides monitoring reports to support management of licenses for Cisco Smart Licensing.
For example, to view details for license types and products, to monitor license status and usage over time,
and to manage capacity and license costs.
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Cisco Cloud Smart License

A Sessch =
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6pm

5506 pm

310122 11:55:06 pmn.

/310122 11:55:06 pm

© 310122 1Ly

1101

VirtualAccount
MAAS Demo

MAASDemo

MAAS-Demo

MAAS-Demo

MAASDemo

MAAS Demo
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MAAS Demo
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Quantity PendingQuantity
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To set up and use this dashboard:

1. In Arbitrator, add and configure the following probe for Cisco Smart License: getCiscoSmartLicense

CREDENTIAL CONFIGURATION

Errors exist

Name Username Password
. Cisco Smart License l CLIENT_ID l CLIENT_SECRET l CLIENT_SECRET|
MONITOR PROFILE » Local System
Groups Templates/Profiles
Probe Group T Name Frequency Enabled

Cisco Smart License

Local System Stats

B Local System Stats 30 Seconds

Name
Cisco Smart License

Frequency

6 Hours
Credential 1

Cisco Smart License N

Credential 2

None
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PROBE CONFIGURATION Errors exist

Groups Probes
: Group Name D Name Description Unit

. Local System Stats o Smart License . Custom

Ml Cisco Smart License o . Auto-scale? Select Category

Cisco Cloud (Creds)

Command and Parameters

Select Script

Cisco Smart License

Domain

voss-solutions.com

[Optional]: Virtual Account Name

2. In Arbitrator, attach the probe to the relevant asset.

I

Note: The getCiscoSmartLicense probe for this dashboard ships with VOSS Insights. Once configured
and assigned to the device you wish to monitor, the probe gathers Cisco Smart License data via Cisco

Cloud Smart License API. You can view the data via the Cisco Smart License dashboard.

3. In VOSS Insights Dashboard, select the Cisco Smart License dashboard to view data.

The dashboard screen provides further options for configuring filters and time periods for the data you

wish to view.

4.2.8. Cisco UCM Health Check Dashboard

VOSS Insights ships with a Cisco UCM Health Check dashboard for reporting on the following data:

 Software versions
« DHCP

* DNS

* NTP status

SSH status

Telnet status

Web GUI timeout
CUCM Diag status

DB replication
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Cisco CUCM Health Check

+ Global Filters

CUCM Info

Sewch v ®
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DNS Options DNS Primary - | DNS Secon...
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Curreat CUCM Diag TestResults Cusrent CUCM Service Status
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1
1
8] 1510222 11:25¢
1
1
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1
1
1
1

xpiry Moniter
erollment Service | STOPPE]

To set up and use this dashboard:

1. In Insights Arbitrator, configure the following probes to gather status data from Cisco UCM:

Probe Commands to run to gather data

getCiscoCucmConfig
* show status

* show network eth®
* show webapp session timeout
* utils ntp status

ciscoCucmServiceStatus . . .
* utils service list

ciscoCucmDiagTest . .
* utils diagnose test

ciscoCucmDbRe . . . .
P * utils dbreplication runtimestate

ciscoCucmDisasterRecoverHistory . utils disaster_recovery history

backup

2. In VOSS Insights Dashboard, select the Cisco UCM Health Check dashboard to view data.

The dashboard screen provides further options for configuring filters and time periods for the data you
wish to view, based on these predefined definitions:

« arbitrator_cisco_cucm_config

« arbitrator_cisco_cucm_diagtest
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4.2. Default Dashboards

» arbitrator_cisco_cucm_dbrep
« arbitrator_cisco_cucm_services

« arbitrator_cisco_cucm_disaster_recovery_history

You can run the following reports based on the dashboard data:

* Pub/Sub/TFTP uptime

+ Diagnostic tests

* NTP Status

* Replication

+ Service status

» Backup and disaster recovery

+ Platform availability

4.2.9. Cisco (Performance) Default Dashboards

The following default dashboards ship with VOSS Insights (from v22.1) to report on performance-related
statistics for Cisco devices:

CUCM Counters

CUCM Resource Summary

CUCM System Summary

CUCM Service Status

Cisco CUCM RTMT data

UNITY Counters

Windows (Windows General Overview)
CPU & Memory Utilization

UCCX

Expressway

Gateways - Performance

Cisco Smart License Dashboard
Cisco UCM Health Check Dashboard

Select a dashboard in the DASHBOARDS panel to view and configure data for the dashboard.
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(3 4. Performance
e 1-CUCM Counters
@ 2-CUCM Resource Summary
- CUCM System Summary
- CUCM Service Status
- Cisco CUCM RTMT data
- UNITY Counters
- Windows
® 7a-Windows General Overview
o 8-CPU & Memory Utilization

e 9-UCCX

o 10- Expressway

o 11 - Gateways - Performance

® 12 - Cisco Smart License

® 13- Cisco CUCM Health Check

4.3. Custom Dashboards

You can create new dashboards based on a default dashboard that ships with the system, or create new,
custom dashboards from scratch.

To create a new custom dashboard, use one of these options:

+ Click the Plus (+) icon n in the DASHBOARDS panel.

+ Select a default dashboard in the DASHBOARDS pane, then clone this dashboard, save it as a new,
custom dashboard, and configure the options you require.

Related Topics

* Introduction to Dashboards in the Dashboards Administration Guide.
» Default Dashboards in the Dashboards Administration Guide.

« Introduction in the Dashboards Administration Guide.
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4.4. Dashboard Timeframe Definition

4.4. Dashboard Timeframe Definition

The date/timeframe will default to 24 hours. Click on the date drop-down at the top-right of the screen, and it
will open up into a calendar along with a list of pre-set time frames (Last 5 minutes, Last 30 Minutes, Last
Hour, etc.). Scroll through and select the date/timeframe that you want to include on the dashboard.

Click to Refresh Data 11 Oct, 2021 12:13 pm - 12 Oct, 2021 1213 pm -

¢ o v|[2021 v| 3 Oct v|[2021 ~| » ~ast s Minutes
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Last 30 Minutes
- 2 Last 60 Minutes
3 4 5 i 7 8 9
Last 12 Hours
10 12 13 14 1% 16 1 13 14 1% 16
Last 24 Hours
1y 18 19 20 21 22 23 17 18 1% 20 21 22 23
24 25 26 27 28 29 30 24 25 26 27 28 20 30 ~ast /Days
3 31 Last 30 Days
Last 2 Months
11 w | 00 w | AM W 1 w || 00 w | AM W

________________ — l

An option is available to toggle between Local time and UTC time in the display.

Keep in mind, as with the search definition, the more time selected the more data to analyze thus time to
render the widgets is based on the timeframe selected and the amount of data to pull.

4.5. Add Widget to a Dashboard

Click the wrench icon to display the System Configuration menu, then select Add Widget to open the Add
Widget dialog, with the following options:

» Generic Chart: to choose a chart and pull in data from the resource definitions.
* Rich Text: add HTML formatted text, including hyperlinks.
See “Managing a Widget” for details on how to build the widget.
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4.6. Print Dashboard

Add Widget

Print Dashboard

4.6. Print Dashboard

Click the wrench icon to display the System Configuration menu, then select Print Dashboard to open the
Print dialog, where you can fill out a title for the print job.

Fill out the title you want, then check the Place descriptions below legend check box. This will place all
description text in the Widgets below the charts.

Select the design by choosing the number of widgets to place on a page. Once complete upload a logo and
print the report.

Print 4

Custormize Title

Deucription Locatian

Widget Layout Per Page

o

Logo
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4.7. Position Widgets

4.7. Position Widgets

Click the wrench icon to display the System Configuration menu, then select Position Widgets to place the
dashboard in a mode that allows you to move the widgets around the page and resize the boxes.

When you hover over a widget a corner symbol appears in the bottom right corner. Grab that corner to
drag and resize the box. To move the entire widget just grab the widget anywhere and drag it to the desired
location. When complete be sure you click Update in the top right corner to save the new dashboard
positioning.

4.8. Edit Dashboard

Click the wrench icon to display the System Configuration menu, then select Edit Dashboard to open the
page where you can edit the dashboard name as required.

Additionally, you can set the refresh interval by clicking on the drop-down menu and choosing the interval.
This will determine how often the system refreshes the data from the database.

Click Save button to save your changes.
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4.9. Clone Dashboard

« Back Dashboard Editor

Dashboard Name

Alert Overview DH

Refresh Interval

Manual v
Default Date Range
Last 24 Hours ~

Always use default range on dashboard load

Set as Default

Lock with Password

0
[=%]
=
i

Dashboard Name

Give your dashboard a name.

Refresh Interval

Select the interval you would like widgets to be refr

Default Date Range

Select the default date range for the dashboard.

Always use default range on dashboard load

If this option is selected, the default range will alwa
the dashboard is reloaded. This includes moving av
The user will still be allowed to change time ranges

changes will not be preserved on reload.

Set as Default

Check this field if you want this to be the default da

4.9. Clone Dashboard

Click the wrench icon to display the System Configuration menu, then select Clone Dashboard to open the

Dashboard Editor with a copy of the dashboard.

Change the dashboard name and click Save. The new dashboard you created (copy of an existing dashboard)

opens. Now you can edit the dashboard widgets.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 32

doc-feedback@voss-solutions.com



4.10. Delete Dashboard

« Back Dashboard Editor

Dashboard Name

Alert Overview DH

Refresh Interval

Manual v
Default Date Range
Last 24 Hours ~

Always use default range on dashboard load

Set as Default

Lock with Password

W
[=%]
=
o

Dashboard Name

Give your dashboard a name.

Refresh Interval

Select the interval you would like widgets to be refr

Default Date Range

Select the default date range for the dashboard.

Always use default range on dashboard load

If this option is selected, the default range will alwa
the dashboard is reloaded. This includes moving av
The user will still be allowed to change time ranges

changes will not be preserved on reload.

Set as Default

Check this field if you want this to be the default da

4.10. Delete Dashboard

Click the wrench icon to display the System Configuration menu, then select Delete Dashboard to delete

the dashboard and remove it from the menu.

Note: This does not delete the extraction definitions. You will need to go to the search screen for this

function.

b, ol gl s rn
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4.11. Move Dashboard

Select a dashboard you wish to move, then click the wrench icon to display the System Configuration menu,
and choose Move Dashboard to display the tree of all folders defined in the system.

Click on the folder to which you want to move the dashboard.

Select a Dashboard Group m x

Alert Heat Map Example
[ 3 ivwaya Concept Dashboards
BT Test
Clsco Endpoings
Cisco Exprassway
Cisco Other Dashboards

Cisea Telepresence

4.12. Managing a Widget

In the top right corner of each widget there is an edit button.

i@

oad Excel Workbook

Clicking on this button opens up several options to apply to that specific widget. Depending on how the
widget was configured, options may include:

» Refresh Data: Clicking here is a manual refresh of the data from the database.

+ Edit Separators: Clicking on this option opens up a separate page where you can select one or more
separators that you want to use on your widget, i.e. Left, Right, Top, Bottom or All.

+ Save Chart: (Only available if the Widget is a Chart). Clicking here allows you to save any widget to
your desktop as an .svg file. This file can then be imported into documents for custom reporting.

+ Edit Widget: Clicking on this option opens up a separate page to edit the data and the analysis of the
data that is represented on the widget (see below).
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» Clone Widget: Clicking on this option will copy and paste the widget as is. You then can mod-
ify it to meet the specific data analysis needed. This is much quicker than creating a brand new
widget/dashboard.

* Remove Widget: Clicking on this option will delete the widget from the dashboard.

* Move Widget: Clicking on this option will bring up the tree of all of the folders and dashboards in the
system. Simply choose the folder and click on the dashboard destination you desire.

Note: You can filter data in a widget before downloading. Use the Search control of the widget. The
downloaded file would then only contain the filtered data.

Latest Systemn Stats

B GRRISY [y B
1310721 1 172.30.42 spll 145,8958,97...
1310721 11... 172.30.42 Spll 145 858,94...
1310721 11... 172.30.42 5pll 145,873,52...

11310021 11... 172.30.42 spll 145.87451...
1310721 11... 172.30.42 spll 145,874, 34. ..

» Download CSV: Clicking on this option will download the underlying data (chart or table) to .csv that
you can save on your computer. The data will be pulled based on the time selected in the time-bar.

» Download CSV-All data: Choosing “All Data” will download all of the table data in that widget
(regardless of the time set in the time-bar) to a . csv file that you can save to your local computer.

The “All data” option will take global filters into consideration.

» Download Excel Workbook: (Only available if the Widget is a Table.) Clicking on this option will
download the table data to an Excel file that you can save to your local computer.

» Download Excel Workbook - All data: (Only available if the Widget is a Table.) Clicking on this option
will download all the table data to an Excel file that you can save to your local computer.

The “All data” option will take global filters into consideration.

4.13. Edit Widget

Click the Edit Widget option to launch a new page (Widget Editor) that provides many powerful data analysis
options.
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Configure Data

Resource Data Source
Arharator slors - i L
Definitions Fields
k Text Felds _
o s Filters

* Integer Fields
* Epoch Date Fields
» Calculation Fields
Additional Sorting

Build Chart
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Settings Owverwrite
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4.14. Configure Data

Two drop-down menus are available in the top left corner of the Widget Editor screen: Resource and Data
Source.

» The Resource drop-down contains a list of all of the search definitions that have been defined. When
editing an existing widget within a dashboard the default name is the search definition used for that
dashboard. However you can use this to pull data onto a widget from any defined search definition
thus creating a dashboard of widgets that analyze data from multiple data sources (Ex: Firewall, DNS,
Router, Application)

From SP66, new data definitions are also available for:
— VOSS Automate MSgraph, MSteams, and Spark objects (search for msgraph, msteams, spark).
— Webex API data (search for webex).

» The Data Source tab contains all of the databases to which the VOSS Insights platform has access.
This can be its local database or it can contain multiple databases. Adding new Data Sources is
described in a later section.
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Resource Data Source

Bind9 gueries -

Default Resources
Arpitrator_assers
Arpitrator_call_metrics
Arbitrator_ciscocdr
ASSELS
Broadsoft odr w19
Ciscoodr

Custom Resources

A VPN1100 Firewall URL 1

4.15. Definitions, Fields and Filters

Below the Resource drop-down menu are three sections titled Definitions, Fields and Filters.

Resource Data Source

P ——— . PR —— .
Definitions Fields
™ )

Filters

| ] e 1

| & F ¥
: Additional Sorting
» Calculation i e o o
=

+ Definitions are broken out by type (Text, Integer, Float, Epoch Date, Calculated and Filter Only fields)
based on the data type extracted from the Search Definitions previously created and associated with
this widget. You will only see the Definitions that are available based on the Resource chosen.

+ Fields is where you drag and drop the specific field from the definitions that you want to analyze on
the widget. As many fields as required may be added to a single widget. See Field Analysis below.

* Filters allow you to set a filter definition for that widget, i.e. filter on only values greater than 200. These
filters allow the widget to be created to provide analysis of the data based on the specific context. See
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4.16. Fields Details

Filter Analysis below.

Example: The figure below shows a Widget that is analyzing Average and Maximum Packet Loss over
time while filtering to display only the values that are between 0 and 100 for each data element.

A B | v
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+ Additional Sorting allows you to set the starting order for fields that appear in a table. Utilizing this
field allows the column sort to be pre-set based on the fields dropped into this bar.

4.16. Fields Details

The data elements in the Fields box have several analytic options depending on the context of the field and
the desired functions, (e.g. Integer Field with a SUM Calculation). The options available are:

* Text

Feid omr_omrdevsoeloiation
| Fleld Typss T

Tabbe: L0 CMR_CDR_COS_VIEW

[SATIEHDY - Groespeng Count "
Sl Dy
oo
Aappir
Wapp ’ By
Farimion Drosr

Sort: i asc @ Desc i Hore

If the extracted field is a text field then it will show “Text” in the Field Type. The Title is automatically
populated with the field name from the log. This title can be changed to describe more accurately the
data field. Next is an Operation box that provides two options:

— Grouping Count - will group all of the same fields and count the number of times they occur in
the data, for example: Field is Acme Trading and it occurred 35 times. The output will be Acme
Trading count of 35.
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— Select Query - allows you to choose to output all records from the query without grouping them.
Warning: This could result in a tremendous amount of data depending on the topic being analyzed.
Example is a call table that could return millions of rows.

— Count - will return the total count of the value. If there are 1000 occurrences of the value “350” the
output will be 1000.

— Partition By and Partition Order - These two functions are specific to our PostgreSQL database
and allow you to show the most recent or the earliest entries in the data. They are utilized with the
“Select Query” on the data set.

* Integer

Fields

Feld: origCause_walue

Field Type: Integer

Table: CXSC0_COR

Farmartir

If the extracted field is an integer field then it will show “Integer” in the Field Type. The Title is
automatically populated with the field name from the log. This title can be changed to describe more
accurately the data field. Next is an Operation box that provides eight options:

— Grouping Count - will group all of the same fields and count the number of times they occur in the
data, for example: Field is the value “350” and it occurred 10 times. The output will be 350 count
of 10.

— Select Query - allows you to choose to output all records from the query without grouping them.
Warning: This could result in a tremendous amount of data depending on the topic being analyzed.
Example is a call table that could return millions of rows.

— Count - will return the total count of the value. If there are 1000 occurrences of the value “350”,
the output will be 1000.

— Min - will calculate the minimum value that has occurred in the data and output that value.
— Max - will calculate the maximum value that has occurred in the data and output that value.
— Avg - will calculate the average value of all the data and output that value.

— Sum - will calculate the sum of all the data and output that value.

— Variance - will calculate the variance within the data and output that value. Variance is how far
a set of integers are spread out, thus a variance value of zero indicates that all the values are
identical.

— Stddev - will calculate the standard deviation within the data and output that value. Standard
deviation will quantify the amount of variation or dispersion of the data set. A value close to zero
indicates that the data points are close to the mean or the expected value while a high value
indicates that the data points are spread out over a wide range of values.
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— Partition By and Partition Order - These two functions are specific to our PostgreSQL database
and allow you to show the most recent or the earliest entries in the data. They are utilized with the
“Select Query” on the data set.

+ Calculate

Fields

Fieki: Count_Calls_Failed

Field Type: Caloulated

operatic )
Sum

Sort @ Asc i Desc

Update

If the extracted field is a pre calculated field then it will show Calculated in the Field Type. The Title is
automatically populated with the field name used in the database. This title can be changed to describe
more accurately the data field. Next is an Operation box that provides two options:

— Value - will output the exact value of the calculated field, for example: The calculation is the count
of all failed calls then the output will be that value.

— Sum - will sum up all the values of the calculated filed, for example: The calculation is the call
failure ratio then the output will be the sum of all of these values.

4.17. Filters Details

This section allows filters to be applied to data elements being analyzed from the Fields box. As with Fields
there are several analytic options depending on the context of the filter and the desired functions, i.e. Integer
Field utilizing a greater than Calculation. The options available are:

» Text

Filters

HOT LIKE [Cain sanafio)
ILEE {Case Patranre

MOT LIKE [Cass insansitive)

There is an empty Filter box labeled Filter where the custom filter function needs to be input. Next is
an Option box that provides/defines the filter that is applied in the filter box. There are 12 available
filtering functions:

— LIKE (Case Sensitive) - is a function that based on the pattern entered in the filter field will return
the data that matches the pattern from the extracted string. This function is case sensitive. An
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underscore (_) in the pattern indicates matches any single character while a percentage sign (%)
indicates matches any sequence of zero or more characters.

— NOT LIKE (Case Sensitive) - is a function that based on the pattern entered in the filter field
will return the data that does not match the pattern from the extracted string. This function is
case sensitive. An underscore (_) in the pattern indicates matches any single character while a
percentage sign (%) indicates matches any sequence of zero or more characters.

— ILIKE (Case Insensitive) - is a function that based on the pattern entered in the filter field will return
the data that matches the pattern from the extracted string. This function is NOT case sensitive.
An underscore (_) in the pattern indicates matches any single character while a percentage sign
(%) indicates matches any sequence of zero or more characters.

— NOT ILIKE (Case Insensitive) - is a function that based on the pattern entered in the filter field will
return the data that does not match the pattern from the extracted string. This function is NOT
case sensitive. An underscore (_) in the pattern indicates matches any single character while a
percentage sign (%) indicates matches any sequence of zero or more characters.

— Equals (=) - is a function that based on the pattern entered in the filter field will return the data
that is equal to the pattern from the extracted string.

— Not Equal (=) - is a function that based on the pattern entered in the filter field will return the data
that is not equal to the pattern from the extracted string.

— IN - is a function that based on the pattern entered in the filter field will return the data that exists
within a comma separated list, i.e. 1, 2, 3, 4.

— NOT IN - is a function that based on the pattern entered in the filter field will return the data that
DOES NOT exist within a comma separated list, i.e. 1, 2, 3, 4.

— REGEX (Case Sensitive) - is a function that utilizes POSIX Regular Expressions to extract data. It
is case sensitive.

— REGEX (Case Insensitive) - is a function that utilizes POSIX Regular Expressions to extract data.
It is NOT case sensitive.

— EXCLUDE REGEX (Case Sensitive) - is a function that utilizes POSIX Regular Expressions to
extract the data that doesn’t match the pattern. It is case sensitive.

— EXCLUDE REGEX (Case Insensitive) - is a function that utilizes POSIX Regular Expressions to
extract the data that doesn’t match the pattern. It is NOT case sensitive.

* Integer

Filters

NOT IN
Aefex [Cade Sensitive)

Regex [Case irsensitive)
Exclude Regex (Case sonsitive)
Exclugs Regex (Case insenstive)

There is an empty Filter box labeled Filter where the custom filter function needs to be input. Next is an
Option box that provides/defines the filter that is applied in the filter box. There are twelve available
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filtering functions:

— Less Than (<) - is a function that based on the value entered in the filter field will return the data
that is less than the value from the extracted string.

— Greater Than (>) - is a function that based on the value entered in the filter field will return the
data that is greater than the value from the extracted string.

— Less Than or Equal (<=) - is a function that based on the value entered in the filter field will return
the data that is less than or equal to the value from the extracted string.

— Greater Than or Equal (>=) - is a function that based on the value entered in the filter field will
return the data that is greater than or equal to the value from the extracted string.

— Equals (=) - is a function that based on the value entered in the filter field will return the data that
is equal to the value from the extracted string.

— Not Equal (!=) - is a function that based on the value entered in the filter field will return the data
that is not equal to the value from the extracted string.

— IN - is a function that based on the values entered in the filter field will return the values that exists
within a comma separated list (i.e. 1,2,3,4)

— NOT IN - is a function that based on the values entered in the filter field will return the values that
DOES NOT exist within a comma separated list, i.e. 1,2,3,4.

— REGEX (Case Sensitive) - is a function that utilizes POSIX Regular Expressions to extract data. It
is case sensitive.

— REGEX (Case Insensitive) - is a function that utilizes POSIX Regular Expressions to extract data.
It is NOT case sensitive.

— EXCLUDE REGEX (Case Sensitive) - is a function that utilizes POSIX Regular Expressions to
extract the data that doesn’t match the pattern. It is case sensitive.

— EXCLUDE REGEX (Case Insensitive) - is a function that utilizes POSIX Regular Expressions to
extract the data that doesn’t match the pattern. It is NOT case sensitive.

* Filter Only

Filters

nopdcs

WG Filter Aude Cals

If utilizing a Filter Only value in the Option box there are not any additional options. This is a predefined
function in the database and the system will utilize this for the filtered content.

» Mapping
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Field: Client

Fieled T:,'||1' Text

Operation: [eEna P e

vesvire: (D

Sort: i) asc @ Desc

Remove Update

By clicking on the wrench icon, a page will pop up allowing a powerful feature of mapping data elements
to common names. This can be any data such as Cause Codes to Cause Names, Location Numbers
to Location Names, Protocol Numbers to Protocol Names, etc. When applying a mapping to a Field
then the mapped value will show up in the widget in place of the data from the log.

g =

i Gl Termination Case Codes
Mapging Name
d Termenahon Clgss Coossy o Fegan
Greater Than
Liss Than
fEnge
W pging Pairs + .

There are four flexible functions to utilize to map the data from the log:
— Regex
— Greater Than
— Less Than
— Range

The order of each mapping element is important since precedence is top down. You can rearrange
them by clicking and dragging the keypad icon next to the Key label.
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5. Building a Chart

5.1. Building a Chart Overview

After you have the data elements defined for the widget then you can decide how to reflect the analysis. Just
below the Configure Data section is a section defined as Build Chart.

5.1.1. Build Chart

Here you have several options to choose from based on the data type.

Type: There are 11 chart types exposed that can be utilized to display your data. (Line/Area Chart,
Column/Bar Chart, Scatter Chart, Pie/Doughnut Chart, Funnel Chart, Gauge Chart, Card Chart, Table Chart,
Call Hops and SIP Ladder Diagram.)

Each one has specific rules that apply to certain data elements. Example: Table data elements over time (i.e.
DNS Entries for the day by IP address) will not display with a gauge type. Each chart type also will bring up
specific options that can be utilized for that chart under the Settings section

Type
h - © ¥ Q@ 5 =

@~ E £ 8 Q.

5.2. Chart Types

5.2.1. Line/ Area Chart

When clicking on the Line Chart the Settings options below are adjusted to that particular selection. You
have the following choices:

» Color Palette - This defines the colors to associate with data values, the line plus allows you to save
that palette for use with additional widgets. See the options on how to define the palette below. (Color
Palette Changes)
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+ Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

» Axis X Label - Labels the X Axis (Horizontal) for the chart such as “Date”.
» Axis Y Label - Labels the Y Axis (Vertical) for the chart such as “milliseconds”.

 Area Chart - By selecting this check box the chart will display the area under the line versus simply the
line within the chart.

» Numeric Precision - Select the decimal precision for each point.

» Over Time & Interval - By selecting this check box the chart will display the data over the specified
time and based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly, and
Monthly.

» Over Time Accumulation — Selecting this box will accumulate all of the values as they are represented
in the chart versus each value.

» Show Data Table - Selecting this will display data in a table below the chart.
 Stacked - By selecting this check box the chart will stack the values on top of each other.

» Show Labels - By selecting this check box then each value that defines the chart will be labeled on the
chart.

» Show Bullets - By selecting this check box then a bullet will be placed on the chart for each value.

» Show Legend - By selecting this check box then the Field Definition for the values being charted will be
displayed in the position selected, with the associated color representation.

» Placement — Drop-down box providing options on where to place the legend on the chart.

» Show Alert Line - This allows a value to be set to show a threshold or “Alert” line on the chart and have
it represented in a different color.

» Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).

& NEXTWAVE . ALDID CODES
Gencorp 1 ) H__'_."\- EmpiyLroup
Viodd Solutions LUK = 8 CYCLETROMIC
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Settings
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5.2.2. Column / Bar Chart

When clicking on the Column/Bar Chart, the Settings options below are adjusted to that particular selection.
You have the following choices:

Color Palette - This defines the colors to associate with data values, the columns/bars plus allows you
to save that palette for use with additional widgets. See the options on how to define the palette below.
(Color Palette Changes)

Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Axis X Label - Labels the X Axis (Horizontal) for the chart, such as “Date”.
Axis Y Label - Labels the Y Axis (Vertical) for the chart, such as “milliseconds”.

Horizontal Chart - By selecting this check box, the chart will display the columns/bars horizontally
across the chart.

Numeric Precision - Select the decimal precision for each point.

Scrollbar — Number of Columns — Input the number of columns (vertical or horizontal) that you want to
represent on the chart. A scrollbar will appear that will allow you to scroll through the remainder of the
data while only representing the number of columns selected.

Over Time & Interval - By selecting this check box the chart will display the data over the specified time
based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly and Monthly.
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» Over Time Accumulation — Selecting this box will accumulate all of the values as they are represented
in the chat versus each value.

» Show Data Table - Selecting this will display data in a table below the chart.

» Group Columns on Dimension — Selecting this will allow you to group the metrics on the dimensions
being analyzed in the chart.

« Stack Type — By selecting this box the chart will stack the values based on the type selected: Stack,
StackPercentage or Drilldown.

* Drilldown Overtime — Axis X Type: Select the X Axis drilldown for an overtime chart based on the
“Category” or the “DateTime”.

» 3D - By selecting this check box the columns/bars will be displayed in a 3D representation.

» Show Labels - By selecting this check box, each value that defines the chart will be labeled on the
chart.

» Contrast Label — Select this to provide better contrast on the font. Usually utilized with dark mode in
the browser.

» Show Legend - By selecting this check box, the Field Definition for the values being charted will be
displayed in the selected position on the chart with the associated color representation.

+ Placement — Drop-down box providing options on where to place the legend on the chart.

« Show Alert Line — This allows a value to be set to show a threshold or “Alert” line on the chart and
have it represented in a different color.

» Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).

& NEXTWAVE . ALDID CODES
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5.2.3. Scatter Chart

When clicking on the Scatter Chart the Settings options below are adjusted to that particular selection. You
have the following choices:

» Color Palette - This defines the colors to associate with data values, the scatter plots plus allows you to
save that palette for use with additional widgets. See the options on how to define the palette below.
(Color Palette Changes)

» Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

» Axis X Label - Labels the X Axis (Horizontal) for the chart, such as “Date”.
» Axis Y Label - Labels the Y Axis (Vertical) for the chart, such as “milliseconds”.
» Numeric Precision - Select the decimal precision for each point.

» Over Time & Interval - By selecting this check box the chart will display the data over the specified time
and based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly and Monthly.
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Show Labels - By selecting this check box then each value that defines the chart will be labeled on the
chart.

Contrast Label - Select this to provide better contrast on the font. Usually utilized with dark mode in the
browser.

Show Legend - By selecting this check box then the Field Definition for the values being charted will be
displayed in the selected position on the chart with the associated color representation.

Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).

.. ' .. . Over Time & Interval
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5.2.4. Pie / Doughnut Chart

When clicking on the Pie / Doughnut Chart the Settings options below are adjusted to that particular
selection. You have the following choices:

Color Palette - This defines the colors to associate with data values and the Pie/Doughnut plots plus
allows you to save that palette for use with additional widgets. See the options on how to define the
palette below. (Color Palette Changes)

Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Doughnut Chart - By selecting this check box the chart will turn into a Doughnut chart with the values
plotted around an empty space in the middle versus wedges of a Pie.

3D - Show the chart in 3-D.

Show Labels - By selecting this check box then each value that defines the chart will be labeled on the
chart.

Contrast Label - Select this to provide better contrast on the font. Usually utilized with dark mode in the
browser.
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Show Numbers & Hide Percentage - Allows the values / numbers to be shown on the chart versus the
percentages.

Show Legend - By selecting this check box then the Field Definition for the values being charted will be
displayed in the selected position on the chart with the associated color representation.

Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).

Settings
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5.2.5. Funnel Chart

When clicking on the Funnel Chart the Settings options below are adjusted to that particular selection. You
have the following options:

Color Palette - This defines the colors to associate with data values and the funnel plots plus allows
you to save that palette for use with additional widgets. See the options on how to define the palette
below. (Color Palette Changes)

Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Show Labels - By selecting this check box then each value that defines the chart will be labeled on the
chart.

Contrast Label - Select this to provide better contrast on the font. Usually utilized with dark mode in the
browser.

Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).
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5.2.6. Gauge Chart

When clicking on the Gauge Chart the Settings options below are adjusted to that particular selection. You
have the following choices:

Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Data Label - Labels the middle of the gauge with value from field extraction.

Minimum and Maximum - Place the starting value (Minimum) and the ending value (Maximum) for the
gauge needle to traverse, i.e. Start at 0 and End at 60,000

Labels Inside - By selecting this check box the value will be labeled with the definition based on the
field extraction.

Show Bands - By selecting this check box then the gauge will have a maximum of 3 colored bands
indicating certain severity levels. These are user defined thus a good, minor and major severity can
be easily defined based on the data elements extracted. Simply place values for each color in the
associated box to represent the percentage of the gauge band that color is to occupy. Tip: Make your
major issue (Red) 100 thus simply modifying the good and minor automatically recalculates the major.

Modify each color band by simply clicking on the color swatch. A color box pops up where you can
select the hue or enter specific values to change the color.
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5.2.7. Card Chart

When clicking on the Card Chart the Settings options below are adjusted to that particular selection. This
chart option creates a card for each value to analyze. You have the following choices:

Colour Palette - This defines the colors to associate with data values, and the Card plots, plus you to
save that palette for use with additional widgets. See the options on how to define the palette below.
(Color Palette Changes)

Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Hide Fields - Allows you to hide fields that you may not want to show on a graph. The field choice
starts at 1 from left to right. Enter the number or numbers of fields you want to hide. Separate each by
a comma.

Colour Palette Option - This allows you to select a specific color for either the Text or the Background
on the Card Chart.

Card Type - This allows you to select the type of data to show on a Card. There will be additional
options that open up based on the value selected here. The types are Data Card, MM Data Card
(Multiple Metrics and Dimensions displayed on the Card), Trending Card (Provides a Direction or Color
change to indicate the positive or negative trend for the data), Accumulated Trending Card (same as
trending but based on the accumulated values versus the individual values).

Layout Vertically - By clicking in the check box this will orient all the cards in a vertical fashion in the
widget.

Label Prefix - This allows a description of the element on each card to be placed before the value.
Label Suffix - This allows a description of the value on each card to be placed after the value.
Font Size - Select the font size for the Label Prefix/Suffix and the data element.

Font Weight - Select the font weight, i.e. normal or bold.
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» Format As Decimal - Check this box to add the decimal point to the value on the card.
« Display Text Only - Select this value to only show the text on the card.

» Empty Group Text - enter text to show if the group name is empty (instead of “EmptyGroup”).
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5.2.8. Table Charts

There are two table choices within the platform. When clicking on the Table Chart the Settings options below
are adjusted to that particular selection.
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Table 1

Table 1 (Icon is indicated by the top row arrow).
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You have the following choices:

Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

Over Time & Interval - By selecting this box the chart will display the data over the specified time and
based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly and Monthly.

Over Time Day Pagination - By selecting this box the table can be viewed page by page over the time
interval.

Tree-Like Table - If this box is selected then each row in the table will an arrow indicator that allows a
parent / child relationship within the row. Clicking the arrow opens up the children below. Clicking again
displays only the top / parent level.

Hide Columns - Allows you to hide columns that you may not want to show on the table. The column
choice starts at 1 from left to right. Enter the number or numbers of columns you want to hide. Separate
each by a comma.

Hide Count Column - There is a default “Count” column added to the end of the table. Selecting this
field will hide that column.

Selection Type - Select Row or Cell. Cell will underline the field (similar to a URL) that is being used in
the drill down selected at the bottom. Row is just a standard view.
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» Color Palette Type - Select Row or Cell. This allows a custom color (based on values, regex, ranges or
comparisons) to be applied to either the cell or the row.

» Color Palette Option - This allows you to select the specific color to apply, based on the selection above.
The color palette is applied based on the calculation set up and applied to the column selected next to
that field. (Starts with column 1).

Table 2

Table 2: Icon is indicated by the bottom row arrow).

Type
~aihke @Y 5 E
B o~ BE % 8 Q.

Overwrite dashboard date range

Settings

Des=cripiion E

Table Renderers

Ower Time & Interval

Fialds Renderer Type
AZSET MAME 45 2t v
Cever Time Day Fagination — Options
HOST MAME
Ten Prefix sul
Hide Count Column
F ADIDRESS
=L Algn v
Column Width Adjusiment BLILE MM Hide Column
— ¢
Show Metric Sumary CRELNRETG ol s
+
Vertiond Heoder
Tahble Fleld Rengerer .
Table Tree Renderer
Selection Type
L
Color Faletie Type
~

Defnult Text

You have the following choices:

» Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.
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5.2. Chart Types

» Over Time & Interval - By selecting this box the chart will display the data over the specified time and
based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly and Monthly.

» Over Time Day Pagination - By selecting this box the table can be viewed page by page over the time
interval.

« Tree-Like Table - If this box is selected then each row in the table will an arrow indicator that allows a
parent / child relationship within the row. Clicking the arrow opens up the children below. Clicking again
displays only the top / parent level.

» Hide Count Column - There is a default “Count” column added to the end of the table. Selecting this
field will hide that column.

Column Width Adjustment - Column widths can fit contents or can be customized.

Show Metric Summary - Add a summary row to the bottom of the table.

Vertical Header - Selecting this box will place the text within the header of each column in a vertical
position.

Table Renderers - By clicking the Edit button here it opens up a box with several options to design how
you want to represent the data in the table. Included with this is the color palette as well. The fields are
represented on the left-hand side. There are 4 Renderer types to choose from in that drop-down box:

— Default - Just as it is present in the table

— Text - Convert the data to text

— Traffic Light - This is a colored ball that is driven by the values within the palette
— Tick Cross - A symbol to represent the data type in the row)

The Tree Table Renderer configuration screen allows you to control how data is grouped per tree table.

Tree Table Renderers X

Flelds Tree Type
i
Format purefix (1) el [ Vik
i
Lavel 3
Foemat ore 1) and () fui
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Diata table - customer and site levels
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ownerseriame
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Displaying 1 - 1000

Count
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Each selection provides for additional choices that are logically assigned. Additionally, you can choose
to put in a custom prefix or suffix for the data. An example is a $ or a metric such as Gbps.

+ Selection Type - Select Row or Cell. Cell will underline the field (similar to a URL) that is being used in
the drill down selected at the bottom. Row is just a standard view.

» Color Palette Type - Select Row or Cell. This allows a custom color (based on values, regex, ranges or
comparisons) to be applied to either the cell or the row.

Search Box

Table charts also show a search box for displayed fields. Values can be searched for by a range of matching
operators, including regex.

Q, Search=
Search
Customer
Site
Marme

Woicemnail Usage

equals b
equals W
equals b
equals W
not equal
starts with
ends with
contains

n

not in

regex
exclude regex

vioicemail Usage

false

The example below illustrates the results of a combined “ends with” and regex SEP[0A] (contains SEP
followed by either 0 or A):

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:

doc-feedback@voss-solutions.com

57



5.2. Chart Types
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5.2.9. Call Hop Charts

When clicking on the Call Hop Chart the Settings options below are adjusted to that particular selection.
This chart option creates a view where all the individual hops of the call are visible along with each hop
latency.

+ Color Palette - The color palette can be utilized to design specific highlight colors based on the amount
of latency on each hop. For example: If a hop is over 200ms of latency that value on that hop can be
colored red. The color palette is a choice for the user.

 Description - A complete description of what this chart and widget represents can be typed in this box.
This description will show up when you click the “i” in the top right corner of the widget.

+ Call Displaying Type - There are two choices. Call Hops utilized for Skype for Business and Call Paths
utilized for Avaya RTCP.

» The boxes just under the description are auto created based on the fields dragged out on the “Fields”
bar. The numbers can be changed to represent the position that each of these fields show in the Call
Hop chart. The last box Metric Suffix allows you to enter the metric measurement that the latency is
presented in, i.e. ms for milliseconds.

Type
il eT 5=
]

Settings
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5.2.10. SIP Signaling Ladder Diagram Charts

This chart is a specialty chart utilized only when you are collecting SIP signaling data from pcap files or from

the LX Raptor. Select the specific data type from the drop-down menu under Data Type.

A full description of the chart content can be placed in the box under Description.

Type

5.2.11. Multi Chart

When clicking on the Multi Chart the Settings options below are adjusted to that particular selection. You

have the following choices:

+ Color Palette - This defines the colors to associate with data values, the columns/bars plus allows you
to save that palette for use with additional widgets. See the options on how to define the palette below.

(Color Palette Changes)

+ Description - Allows you to enter a description of the chart to be displayed along the top portion of the

chart.

— Single Y-Axis Title - This places the data on a single axis.

Combination Chart Type - There are 3 choices to choose from.

— Multi Y-Axis Titles - The titles and the data are represented across the Y Axis individually

— Individual Charts - Each data point is graphed across the chart individually.

Over Time & Interval - By selecting this box the chart will display the data over the specified time and

based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly and Monthly.

» Dimensions - This allows the dimension to be displayed with the metric on the chart label if applicable.
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Settings

Cobor Palette

Default Palette -

Label Auto Rotaths
88 TEEEeTe R
] o n

. - . . . Crwer Tima & Inteneal

Descoriptian

i memssans
Joined Dames Sons w

Default Text
Combinaticn Chart Type

Caombined Chart - Single Y-Axia TH

5.2.12. Chord Diagram

A chord diagram displays the inter-relationships between data in a matrix. Configure the first field (to) as a
dimension, the second field (From) as a dimension and the third field (Weight) as a metric.

When clicking on the Chord Diagram the Settings options below are adjusted to that particular selection.
You have the following choices:

» Color Palette - This defines the colors to associate with data values, the columns/bars plus allows you
to save that palette for use with additional widgets. See the options on how to define the palette below.
(Color Palette Changes)

» Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

« Contrast Label - Select this to provide better contrast on the font. Usually utilized with dark mode in the
browser.

* Label Font Size - Input the font size.

» Chord Diagram Type - The two choices are Sankey, which shows the relationship horizontally or
Dependency Wheel, which connects the relationship in a wheel design.

Settings
& Contrast Label
Color Palette
Lab#l Fonl Sise
Metfow - Default -
=.. .==- Chard Diagram Type
28 ean - o
Deseription A chord diagram displays the inter-relationships between
data in a matrin. Configure the first feld (To) as a
dimension, the second fisld (Fram) a4 a dimension, and the
third field (Weight) as a metric
Default Text
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5.2.13. Combo Chart

A combo chart allows you to combine multiple metrics with a dimension to be displayed on the chart.

When clicking on the Combo Chart the Settings options below are adjusted to that particular selection. You
have the following choices:

+ Color Palette - This defines the colors to associate with data values, the columns/bars plus allows you
to save that palette for use with additional widgets. See the options on how to define the palette below.
(Color Palette Changes)

 Description - Allows you to enter a description of the chart to be displayed along the top portion of the
chart.

» Over Time & Interval - By selecting this box the chart will display the data over the specified time and
based on the interval toggled within the adjacent box, i.e. Minute, Hour, Daily, Weekly and Monthly).

» Show Labels - By selecting this box then each value that defines the chart will be labeled on the chart.
» Show Data Table - Selecting this will display data in a table below the chart.

+ Contrast Label - Select this to provide better contrast on the font. Usually utilized with dark mode in the
browser.

» Chart Type - The choices are Line, Spline, Column, Bar, Area or Areaspline. Select what works best to
represent the data on the chart.

Settings

Show Labels
Color Palette

Alert Severity Map - chow Data Table

[ ] 1] | ]
. Contrast Label
L] L[ ]

Description Chart Type
ne L'

Default Text

Over Time & Interval

5.3. Manage Charts

5.3.1. Color Palette Changes

Click the Edit button next to the Color Palette name and a box is displayed allowing the color palette to be
changed.
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Select the color to represent each data elements/values extracted from the log field definitions. Name the
choices and click Save. Now you can simply select this name in the Color Palette drop-down box. The
associated chart will apply the colors based on the selected Color Palette name.

Palette Wizard
A B ?.uu.l LT
. -
B z = WAL rAoTTamOTS
B
M -.. ’
5.3.2. Build Chart in Widget Editor
Build Chart
Type Chart Title Series Limit
‘@Y 5 W .
Sertings B Jan 5, 2015 552 pm - Jan %, 2006 502 pm - m

Teistrs -

Chart Title

Once you have finished designing your widget you can give it a title. In the text box below Chart Title, enter
the specific name you want to represent the data in the Widget. This name will be at the top of the widget on
the dashboard.

Chart Tite Seres Limit
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Series Limit

Next select the number of data points that need to be reflected in the chart.

This is an upper limit thus the chart will not reflect more than selected here.

Timeframe

Next select the time frame by clicking on the data box just below the Chart Title.
A box will pop up showing a preset list of time frames.

If desired select one of these, i.e. This Month, otherwise a custom date and time frame can be selected by
choosing the day/month/year/time in the left hand from calendar and the same in the right hand to calendar.

Chart Title Series Limit
& s s 4 :
£ 4 % ¥ £ ¥
Query Data

By clicking this button the system will query the data based on your inputs and return a chart to inspect.

The chart will auto update its preview chart upon any field changes.

Save Widget

The Save Widget button is located in the top-right corner of the screen.

Make sure that you click this button before exiting the widget editor. If you don’t click this button, changes will
not be saved.
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Back

The Back button is located in the top-left corner of the screen. Clicking this button returns you to the

dashboard associated with that widget.

Configure Data

R Esmarce Data So4urce

Arbitratnr_oisoocor - Sindirmicr 101337150 J

Diefinitions Fields
e Taxt Calds

F Fliters
* Integer Fields
= Floal Feld

& Epach Date Felds

e Caldoulared Fields

# Filter Only Fields

5.3.3. Drilling down into the Data

Drilldown Options

After you have your widgets and data sources defined you will find an option at the bottom of the Widget Editor
screen that will allow for drilling into the data elements within your dashboard. This enables rapid viewing of
data associated with certain elements and enables consolidated workflow through the data analysis.

If the selected data elements for your widget allow for drilldown then they will automatically appear in the

Select Drilldown Fields bar.

Check the check box next to the field that you want to utilize as the basis of drilling into the data. An example
could be an interface address on a router to see all data associated with that interface. Next select the type

of drilldown behavior you want for this widget.

Drilidown Options

Select Drilldown Behawior Select Orilldown Fields

Kone — a
oo | B i Chusmy
ol e Jther Widgeta

Snarch inden

nit To Aferibeir Dashiaard

Mz Siectn=

==1

Launch Third-Party UL

UK

« Selecting None disables drilldown functions for this widget.
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+ Selecting Filter Other Widgets causes all of the other widgets on the dashboard to recalculate based
on the selected field/data element checked in the bar to the side. This will allow a field such as an
IP address in a table to be selected within the widget and all of the other analytic widgets on the
dashboard will recalculate to only show the data associated with that IP address.

+ Selecting Search Index enables the automatic launching of the Index data search screen. Populating
it with the exact text selected within the widget and then setting the date range in the search return
based on what is defined in the dashboard, pulls up all the logs that match that text string. This is a
very rapid way of searching for all logs based on certain analysis observed within a dashboard widget.

+ Selecting Link to Another Dashboard opens up a tree of all the dashboards defined within the system.
Select the dashboard to which you want to link the drilldown function. You can also select to edit this
dashboard prior to the linking. This function allows the flexibility of defining dashboard for certain
analysis and linking to them from an overview type of dashboard. The example is an overall dashboard
of multiple customers with a drilldown to a specific customer dashboard enabled by selecting that
customer identifier within the widget.

+ Selecting Launch Third-Party URL and entering the URL for the selected page to launch in the URL
text box, will tie that URL to the data fields within the widget on the dashboard. This is a very quick
analytic drilldown into more detail about certain elements and behaviors within the dashboard. An
example is to tie a Malware definition website to malware behaviors observed from firewall log data.
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6. Administration

6.1. Import/Export Wizard

The Import/Export Wizard allows you to save dashboard templates and to move them between systems.
To open the Import/Export Wizard, click the admin menu then select Import/Export Wizard.
The Import / Export Wizard page contains the following tabs:

* Import

» Export

6.1.1. Import Tab

This tab allows you to select a saved template and to import it into your system. The saved files are in a
proprietary format (.1lxtr).

Select file type

Select a file o import

Choosa File | Mo file chosen

UFLOAD

With a CSV Mapping import, options are available to create, overwrite, or append the new mappings.
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6.1. Import/Export Wizard

salect file type
Default import file
o 5V mapping

Mapping Mame

Creabe new mappings b

Creaie new mappings

Defoult mapping type is Regex. You can overmid Quenarite Mappings
Append to mappings

Click Choose File, select the required file and click Upload. The dashboard template will be imported into
the system where you can modify, customize and arrange it as needed.

If the dashboard you’re importing contains widgets using field groupings, the field groupings are also
imported.

6.1.2. Export Tab

This tab allows you to select a dashboard template on your system and to export it to another system.
Click Export to open a window showing all of your dashboards as well as a ‘drop zone’.
On Export dashboards tab:
1. Click the triangle button(s) to display and expand the dashboard tree.
2. Select the folder or dashboard checkbox(s).
3. Click the Export .Ixtr button when complete.
The .1xtr file will be saved to your local computer.

The export retains any field groupings created on the dashboard. See Edit Field Groupings.
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« Back Import ... admin -
Export
Export
Dashboards
v 1.VDEMO
[ 1. Alerts

v 4. Performance
1 - CUCM Counters
2 - CUCM Resource Summary
3 - CUCM System Summary
4 - CUCM Service Status

§ - Cisco CUCM RTMT data

& - UNITY Counters

6.2. Manage Dashboards

6.2.1. Overview

When logging in, users can view available dashboards via the Main Menu icon E

Admin users can manage the tree and the list of dashboards via the Admin menu. To access the Manage
Dashboards page, select Admin > Manage Dashboards

You can select the following tabs on this page:
» Management
+ Data Source

» Arrangement

Dashboard Synchronization

Report Synchronization

ge Dashboards

Mana
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6.2.2. Management Tab

This tab provides the following dashboard management options:

» Source: a tree of all the dashboards defined in the system along with all the user accounts defined in
the system. This column shows available dashboard screens.

+ Destination: the top level and sub folders the dashboards will be copied or moved to.

» Output: shows the output of the command used, for example, if Copy was used, the heading Copying
will be shown, followed by the list of copied items.

Select items from Source and use Copy, Move or Delete to carry out tasks on the selection. When copying,
duplicate dashboards will be cloned: the text “(clone)” will be appended to the dashboard name.

Click Save to save the dashboards after you’ve made any changes.

= Back Manage Dashboards

Management
KX TN AT i

Cisco Telepresence - Top Level Folder
Clscp UCM SIF Trunk Reparts

Clscn Volce Gateways

CUCKM and HCS

CUCR Cal Qualiny Dashboands

e Flow Inspecman

¥y ¥ ¥ ¥ v v v

Development

6.2.3. Data Source Tab

This tab provides the following dashboard management options:
» Drop-downs: Data source types, Data sources
+ Columns:
— Dashboard: select elements from the tree to carry out the bulk update of data sources.
— Widget: displays the current data sources of the selection

— Changes: according to the selected values in the Data source types, Data sources, shows
updates to be made to the data sources of the selected elements.

Click Save to save the dashboards after you’ve made any changes.
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6.2.4. Arrangement Tab

This tab provides the following dashboard management options:

» Source: a tree of all the dashboards defined in the system along with all the user accounts defined in
the system. This column shows available dashboard screens.

To arrange, select dashboard folder. It will then show up in the List column.
« List: this column will allow you to arrange the order of items, using drag-and-drop.
» Changes: shows the output of the arrangement.

Click Save to save the arrangement.

6.2.5. Dashboard Synchronization Tab

This tab provides the following dashboard management options:
+ Actions: Sync, Copy and Overwrite
» Columns:
— Choose the relevant user to which you want to to sync selected dashboards
— Dashboards: user associated dashboards are selected. Select or un-select manually.
— Preview: output of selection
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6.2.6. Report Synchronization Tab

This tab allows you to sync reports (via the Sync Reports button), and to view available reports that can be
synced (via the Dashboards column).

Logged in users can create and share reports with other users.

Target users won’t need to recreate synced scheduled reports, and they will be able to delete synced reports,
if necessary.

The Preview column displays the target user’s reports and any synced reports.
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6.3. Edit Field Groupings

Click the Admin drop-down menu and select the Edit Field Groupings option. This function will pull up
another window where you will be able to define and label similar groups of data that will provide for common

analysis and drill down functions on a single dashboard.

An example is the device IP address from three different data resources such as SNMP Query Stats, API
Calls and Log Data. This will allow all of the drilldown functions defined in a widget to recalculate the data
associated with these multiple data sources on a single dashboard.
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6.4. User Settings

Click the Admin drop-down menu and select the User Settings option. This function is primarily intended for
international date representations on dashboard and reporting output. Other user specific settings will be
added to this section in the future.

Date Format fcnth  Dary / esar

Experimental Settings are also available under User Settings.

Date Format Manth £ Day / Yaar o

Experimental Features
Enable widget cache

Disable Flver Trio
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6.5. Manage Forwarders

Forwarders are individual Windows applications that load on Windows based servers to allow for the
definition, monitoring and extraction of data from the server, the Windows Operating System and the resident
applications.

This section provides for a centralized method of acquiring status and changing configuration profiles on
each Forwarder deployed. The Forwarder is scheduled to check into this dashboard host on a regular interval.
If there is a new profile loaded, then it will update itself automatically.

Forwanin

coooooao

il

6.6. Configuration

The Configuration screen provides several options to configure and administer functions of the Dash-
board/Reporting application.

6.6.1. Archive

The system does a backup daily. For the most part, there is nothing for the user to configure. All data and
configurations that exists on the system are archived automatically on a daily basis. Archived data are
logically grouped together and by default stored into separate archived files locally on the box. There is a
separate page for each Archive group. More detailed information about each Archive group can be found on
the individual Archive group pages. The user also has the option to mount an NFS drive to the system. All
archived files will then get archived to the NFS mounted drive. Note: removing the NFS mount will NOT copy
the NFS contents back to local storage. Only NFS v3 mounts are currently supported today.
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Selip
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+ VOSS Insights Backup: This page contains the settings for the backup of the entire VOSS VOSS
Insights Dashboard / Reporting system. There is nothing to edit here. The settings are simply displayed
for informational purposes only. This Archive group contains the following data: VOSS VOSS Insights
Configuration settings (Assets, Licensing), User Permissions settings (LDAP), and NDX files. The
backup excludes data from the specific Broadsoft data store, along with definition data and files.
Broadsoft definitions and definition files each have their own separate Archive group.

s . Anabyron Backup

il MY

» Broadsoft Files: This section is the archival for specific Broadsoft files. This Archive group will back-
up all Broadsoft raw files. These are the files that the system collects from the SFTP server and / or
Broadsoft switch. The settings here are for informational purposes only. However, the user may disable
the storage of the raw Broadsoft files on the system. This option should be used to conserve disk
space.
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» Dashboard Files: This Archive group will archive all Dashboard settings. This includes all user created
definition files, mappings, color palettes, user configs, schedules, and dashboards.
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+ Definitions Data: This Archive group will back-up all User Search Definitions data in the database
tables. This is the data that drives the widgets. There is nothing to edit here. The settings here are for
information purposes only.
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* Ndx: This Archive group will manage Ndx files on the system. Default monthsKept is 6 months.

Mdx

This screen can be used to manage Mdx files on the system,

miax_nd_file_size

The maximim size the ndx searchable file should be, Once the max size is hit, the nay server will create o new ndx [file.

miax_searchable_days

W
The maximum number of days that should be searchable. Nalx files greater than this time will still five an the system but will not be

searchable from the Wl

manthskept

[:] W

The maximum number of months ta keep ndx archives around. Each archived ndx will take up disk space, Warming increasing this

number too large may reguire customer to also increase the hard disk sie,

* Netflow Definitions Data: This Archive group will back-up all Netflow Definitions data. This is the data
that drives the widgets. There is nothing to edit here. The settings here are for information purposes
only.
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* Remote Storage: This page does not describe an Archive Group. If standard / local storage is chosen
in the Archive Setup page, then this screen allows the user to configure remote archival of the VOSS
Insights back-up files. Each Archive group produces one or many archive files. The system can be
configured to scp these archive files to a backup location or to another VOSS Insights system.
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6.6.2. Import

This tab allows you to import data into the system from a . csv file. There are specific instructions on this
page that need to be followed on how to format the .csv. This functionality will allow you to manually add

data that can be utilized in different contexts within the VOSS Insights platform. An example could be specific
costs associated with calling functions.
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Imiport

Tabie
debmres

Import File

Ohoois Pl o

» Import- Date Range Mapping: The “Date Range Mapping Import” is a feature that allows the user
to import in a list of named date ranges (for example: Fiscal Quarters that may not align to standard
calendar quarters, etc.).

If a date range mapping is imported, the Dashboard Ul will allow the user to change the dashboard
calendar by the imported date range name. Multiple named date ranges may be provided. Only dates
are currently supported. The times for the entire day will be used (midnight to midnight).

Select a file to be imported then click the IMPORT button. CSV format requirements described on this
page must be followed:

CSV file to import. The CSV should adhere to the CSV RFC https://www.ietf.org/rfc/
—rfc4180.txt.

Additionally, there are two more requirements. First, the first line of the CSV_
—must contain the

desired names for each CSV placement. Secondly, the second line of the CSV must.
—.contain the desired

types for each CSV placement. Use 'integer', 'float', or 'string'. The normal CSV.,
—.data can then start

on lines 3 and above. Inherently a CSV file does not describe the names or types of.
—.each CSV placement.

This is required so the system can create the proper database table and store the.
—.data appropriately.

Failure to include these two lines will result in a failure to import in the CSV.
—.data.
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Once imported, you can use the date range drop down to cycle through and select the custom dates.
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6.6.3. LDAP

The system uses a local LDAP server to store user information. The system also supports authenticating
with an external Microsoft Active Directory server. If an external Microsoft AD is used, the system will
automatically sync all users locally. Local user accounts are necessary to set specific system privileges.
Please note that Microsoft AD passwords are never stored locally. Authentication always occurs with external
Microsoft AD. Once authenticated, the system allows the user access based on the user’s local system
privileges. In order to properly configure this screen, the customer administrator must have an in-depth
knowledge of the customer’s Microsoft AD architecture. Improper configuration may cause too little or too
many users in the system.

External Config

Teni LOAP canfigaration

Tt LOAP corfiguration

Troamavet | [A# candigaratian

Cormmin LDWP configuration

et r Tyt

The auto_sync_always_clean option can be set to clear user dashboards before sync.
auto_sync_always_clean
false W
If this is set to ‘true’, then the system will always clear the users dashboords before performing
an autosync, The 'true’ setting forces the users dashboard to afways be the some as the
Administrator’s set of dashboards. This flag is used when either
‘windows_auto sync dashboards” is set to 'true’ or when the
‘aute sync_dashboards_by permission_groups' is set to ‘true’. if there users on the system that
creates their own dashboaords, then this setting should be set to false’. Sync fs done evendtime a

user logs into the system.
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6.6.4. Sendmail

The system has Sendmail built in, but this screen allows for specific configuration tweaks to allow it to
interface with specific customer mail functions. All of the fields here are optional.

Configuraticn

AP iy PrilraTs

Amral Tl epee grrad

6.6.5. SNMP

This allows the system to be configured to work with SNMP v3. It allows you to select the specific
authentication and encryption methods to be utilized.

SMMPv3 User Config

Commit SNMPv3 User Configuration

Commit SNMPy3 User Configuration

6.6.6. Syslog

The system has the ability to send out syslog messages about several of the internal functions including
backup and archival success. Use this screen to configure the IP address of your central syslog server. This
is a system wide setting. If an IP address is specified, the system will send any internal messages onto the
specified syslog server. Only one central syslog server can be specified at this time. Please validate firewall
settings are open to allow incoming messages on the specified IP address and port.
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Syslog Sarver

extmrral_vyalog ip
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6.6.7. VPN

The system can be connected to another Dashboard/Reporting platform, an Arbitrator Correlation platform,
a Windows Forwarder or other client that supports the connectivity. Utilize this screen to set up automated

connections to a server or client. The default port utilized is port 1194. Note that the screen selections will
change based on the context selected (server or client).

Configuration
IS L aCOr
Display Comneecnsns
Digplay Connactions

il WA JF By Mnf LU TRAT Covafa T et

Sedert a0 optien
disabie:

6.6.8. VPN Manual

» Configuration: Client - Add Server Config: The system allows you to enter a VPN configuration file
directly into the system. Just paste the config directly into the bar under the label vpn_config.
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» Configuration: Server — Add Client: This screen is used to obtain a VPN Client Configuration file.
This will allow connectivity from the Windows Forwarder directly to this server utilizing OpenVPN. There
are a few prerequisites:

1. There must be network connectivity between the Windows Forwarder machine to this server.

2. The specified OpenVPN port (default port 1194) must be opened on the firewall between this
server and the Windows Forwarder IPs.

3. This server VPN Configuration screen should be configured for server mode.

TR Pt DeEr Pae [0 This Cord gL et e

Configuration: Server - &dd Client

Dewsninsd WPH Config

Dowmioad WYPN Config

Mifereied fioe forsards. [ e oo e [l dom D doubhe e

Deiplay Clierds
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6.6.9. Widget Resources

This page will allow the auto-creation of a dashboard widget’s resource description for a new table. At a
minimum, the IP address and table name should be provided to fetch/create the 1xtapi_* definitions. This
functionality may also be used to generate dashboards for generic Postgres databases, if the database’s
security information is known.

Widget Resource Contral

Eaad el | 3O TPl BT TR

pg * defrdbom. TR funchonaity ma,

¥ locatian

Database Mama

6.7. Theme Management

The Theme Management screen provides several options to configure themes: create, modify, reset and
delete. Custom themes can also be created.

6.7.1. Create a New Theme

1. From the reporter user menu on the main screen, choose Theme Management.
2. From the Select action drop down, choose Create New Theme.

Theme Management

Theme name

Arbitrators

3. Enter a Theme Name and optionally any arbitrator to share the theme.

4. Login Options: refer to the Login sample for a preview of changes.
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Logan Options L
Lﬂgll'l oolor opDNns
Login Background

Login Button Background

Import login image

Imgort background image

Click to edit

Background image
Login Label Colo -

Login Container

Bamoue Borkorosind imasg

a. For Login color options (Login Background, Login Button Background), click in the color box to
open a color picker widget. You can use the sliders, buttons and input boxes to set a color. Verify
your color shows in the Hex: input as a hex value and click Select.

Select a Color
|-

b. From Import login image, select the image to show on the login page, above the username and
password input boxes.

c. From Import background image, select the image to show as background on the login page,
behind the login box. If not used, then the Login Background color applies.
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If needed, select the Remove Background image check box to remove any imported background
image.

d. From Login Container, select the required color options. The Privacy Security Text box can be
used to enter login privacy text:

Login Container

[] Login Container Background
[_| Login Container Header
(] Login Container Text

[_] Login Container Button

[_| Privacy Security Text =

Tab Title

A Tab Title text value can be entered to show as the browser tab text.

5. Dashboard Options:: refer to the Dashboard sample for a preview of changes.
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Dashboard Options i

Dashboard color options

Banner HEIII'ZE"GIJ"IG -

Dashboard Background

Import logo image

Click to edit
Logo Image Ratio 100
Logo Image Top Padding o

a. For Dashboard color options (Banner Background, Dashboard Background), click in the color
box to open a color picker widget. You can use the sliders, buttons and input boxes to set a color.
Verify your color shows in the Hex: input as a hex value and click Select.

For the dashboard, Theme Color Options are also available for text, Container, Primary Active
elements and Containers.

Theme Color Options 4

Dashboard Background
Dashboard Text
Container Background
Container Text
Container Frame
Primary Background

Primary Text

Primary Active

Additional Arbitrator Configurator colors are also available:
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Arbitrator Configurator Options

o~
List Renderer -
List Renderer Alternative -
Enabled Rule Renderer

Enabled Rule Alternative

Disabled Rule Renderer

Disabled Rule Alternative

List Renderer Active -

List Renderer Text

b. Select an image from Import logo image to use as a logo on the banner. The image can be
scaled and positioned using Logo Image Ratio and Logo Image Top Padding. An option is also
available for a browser tab icon: Import Favicon image.

6. Dashboard Menu Options: the Menu color options group of settings are available to customize the
colors of the menu and its text (Menu Background, Menu Text, Menu Hover Text, Menu Button) - using
the color pricker widget.

O 1 vDEMO

[ 1. Alerts

Menu codor options o Alert Ove

7. Widget Options:: refer to the Dashboard sample for a preview of changes. The widget sample is
shown on the dashboard.
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Dashboard sample

whdget Options

widget Header Color -

Widget Title Color

miple Widget Header

Widget Body Color

Chart Weskend

Set the Widget Header Color, Widget Title Color and Widget Body Color using the color picker
widget.

The Chart Weekend setting can be used to set a different chart color for charts that show daily data
over a number of weeks.

¥ Chan
G
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o WA (TOTALEYTES METRIC. o J813.57.51 (MOTALEYT. 12133744 (TOTALEYT... QR (TOTALEY TS MITRIC..

o UT (TOTALEYTES WETREC..

8. Click Save. When done, the Status shows 100% and a message shows “Theme saved successfully”.

6.7.2. Apply a Theme to the Dashboard

1. Log in on the command line and navigate to the Change Reporter Branding menu.
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2. At Enter Branding Theme: input box, enter themes/<your-theme-name> and select OK. A console
message shows: Putting THEME:themes/<your-theme-name>.

3. If you log in on the reporter now, the theme is shown.

6.7.3. Apply a Theme to the Arbitrator

1. On the selected theme on the Theme Management menu, ensure that the arbitrator is selected in the
Arbitrators drop down box and that the theme is saved. (You need to make a change to the theme to
save.)

Click to edit

Logo Image Rato 45

Logo Image Top Padding | 0

Arbltrators

[ ———

2. Click Save. You should now also see an Output: message: “Generating Arbitrator <IP> theme
<your-theme-name>"

3. Log in on the command line and navigate to the Change Arbitrator Branding menu.
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4. At Enter Branding Theme: input box, enter themes/<your-theme-name> and select OK. A console
message shows: Putting THEME:themes/<your-theme-name>.

5. If you log in on the arbitrator now, the theme is shown.

6.7.4. Example Custom Theme

Theme Management i
f—
g Login semple

Auberamns
Tharma Colar Optiona.
-
R—

USERMAME i
'Widges Dpaons
Arbrram Cordigurator Detons - y PASEWORD @

M i it i e b
Dashboard :nmpl:
Glabal Fiters [ 0 apphi=d )
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6.8. About

Click the Admin drop-down menu and select the About option. This will pull up a window that displays the
current product key and license details.

ABOUT

6.9. Help

‘ |

Click the Admin drop-down menu and select the Help option. This function will link you to this admin guide
loaded on the server or on the website.

6.10. Edit Account

Click the Admin drop-down menu and select the Edit Account option. This function allows you to change
your password profile.

A box will open in the middle of the screen where you will need to enter your old password and put in your
new one.

6.11. Sign Out

Click the Admin drop-down menu and select the Sign Out option to exit the system.

6.12. Reports

Open the Main Menu and select the Reports option toward the bottom of the screen. This will open a page
that will provide many powerful options to schedule and arrange your dashboards into reports.
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This allows you to schedule and arrange your dashboards into reports as follows:

1.

10.

11.
12.
13.
14.

15.

Click + Reports in the top left corner to add a report.

2. In the Report Name window give your report a customized name.
3.
4
5

Select the start date using the calendar window.

. Select the ending criteria for your report under End Date.

. Select the time zone in the windows under the Time Zone label. Note: We utilize a city library that

represents the majority of time zone locations thus your particular city may not be present but choose
one that represents the time zone you desire, i.e. Chicago for Central Standard Time.

. Select the report interval. This is the timeframe over which the data that comprises your report will be

queried, for example, Last 12 hours.

Select how often you want the report to be repeated utilizing all of the options under the Repeats
section.

. Click the add button next to Recipients and enter all of the email addresses of the individuals you wish

to receive the report(s).
Non-admin users can also add other users to reports.

Click to add a cover page logo if desired. This will open a window that will allow you to select a logo file
to include.

Select the option on where you want the descriptions to be located on the report. Selecting places the
descriptions below the charts.

Select how many widgets to print on a page plus the output as either PDF or CSV.
Add the email addresses for the report recipients.
Under the Dashboards section drag and drop all of the desired dashboards that you want as reports.

Use the text editor below the dashboard list to design a summary page (including images) that will be
placed at the top of the report.

Click Save at the top of the screen.

The buttons at the top of the report page allow you to Run the report, Clone the report so modifications
can be made (i.e. new recipients in different timezones) and to Delete a report. The user has the option of
outputting the reports in:

 .pdf format

» saving them as .csv to a destination

* outputting the data via JSON format.

+ output Excel workbooks (.x1s) creating a new tab for each widget inside a single excel workbook file.

The reports can be sent via email or via sftp to a host destination.
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6.13. Data Sources

Open up the Main Menu window and select Data Sources toward the bottom. This will open the Data
Source Editor page which provides many options to connect to outside data sources.

The system has the ability to extract data from any SQL data source as well as all VOSS systems. The Data
Sources window will show all of the data sources from which the system is currently configured to extract.
To add a new data source click the blue New Data Source button and enter a Name for it.

Next choose the type in the Data Source Type window. This window is context sensitive and will display
options based on the data source type selected (i.e. MySQL versus Sqlite). Enter the required credentials
and name of the data source and click Save. This source will now be available extract data and define
Resources.

« Back Data Source Editor

Data Sources
Data Source

ARB-Consolidator-167 -
Select a data source to ed
Hame Mame

ARB-Consolidator-167 Enter a name for this data

Data Source Type
Data Source Type

Remote Arbitrator Postgres Database ~
Select the data source typ
Host

172.30.42.167

Port

5432
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6.14. Access Controls

Open up the Main Menu window and select Access Controls toward the bottom. This will launch a new
window where you can set up Permissions, Users, Customers and SAML configurations.

This is the location to start with setting up multiple tenants so they can have their own view only access to
dashboards and receive their own reports.

Use the Password Policy screen to enforce a Ul user password policy. across all local users.
To set the password policy:

» Under the Access Control editor, choose the Password Policy tab.

Password Policy

Tinimim Length

Pisiimien Lippercase s = AT
Féimimuwm Loweroass o - a-z
Famimum Mumeric [ 0-g
Rmimuwmn Speclal [ = 1RSSR ]

Passward Lifespan r ~ | days

Padimum Login
ATRIERTS

6.15. Permissions

Select Permissions at the top of the page. From here you will be presented with options on defining which
users or group of users have access to specific attributes of the platform.

The users defined in the system will be available in the lower right corner of the page. Click the blue + button
next to Permissions to add a new group. Name your group and then drag the users you want in the group
into the box just next to the users.

Next select all of the Permissions the group is allowed by clicking and placing a check mark next to the
various functions above. Once complete save your group. The users in this group will only have access to
the functions given in this Permission screen.
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Permissions Users Customers SAML

Group name

Reporter Permissions

Permissions
Select All

View

View Application View Search

Action
Edit Dashboards Edit Datasources Edit Definitions Edit Field
Groupings
E:Iit Reports Edit Permissions Edit Users & Edit SAML
Customers
Edit User Settings Edit Manage Edit Configuration Edit Filters
Dashboards
Import & Export Strearmn Monitor Edit Mappings Switch Data
source

Toggle timezone

6.15.1. Syncing dashboards by Permissions Groups

Permission Groups are a way to give users specific permissions in the system. For this feature, the
Permission Group is also being used to give specific dashboards to all users in a Permission Group.

To configure this, do the following:
1. Create a Permission Group.
2. Give it a name. The Permission Group should have at least the “View Application” permission checked.
3. Add a user to this Permission Group.
4. Save the Permission Group.
The next step is configuring the dashboards for the Permission Group.
1. Create a Dashboard folder.

2. Give it the same name as the Permission Group.
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3. Add dashboards to the Dashboard folder.

When the user logs in, the user will get all dashboards in the dashboard folder that matches the Permission
Group.

To enable this feature:
1. Go to the Admin > Configuration > LDAP tab.
2. Scroll down to auto_sync_dashboards_by permission_groups.
3. Select “true” from the dropdown box.

4. Click on Commit LDAP configuration button and wait for the status window to say “Finished”.

6.16. Customers

Select Customers at the top of the Access Control Editor screen. This will open a window where you can
add, clone and delete customers. Customers can be actual companies, if you are an MSP or they can be
departments/individuals if you are an enterprise.

« Back Access Control Editor

i El
Cocsniielt Pliet # o Filmers

Click + Customers to add a customer. A window will appear where you can enter the Customer Name. The
Edit Filters button allows you to apply a filter so that only this specific customer will see that specific data
(tenanted).
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Tioeai]

Filters

callManager_IpAddr + & Edit Filters

Click Edit Filters and the Filter screen is displayed. Select the Resource that applies to the customer. Then
select the specific definition that is unique to that customer. Drag and drop that definition into the Filters bar
(multiple filter definitions may be used). Once complete click Update. You will be returned to the Customer
screen where you can click Save to save that customer.

Filters for Test Customer m Update

Resource Filters

Definitions

Once the customer is saved, you can use the Clone icon at the end of the row next to customer name to
quickly add additional customers with these same or similar parameters.

To edit an existing customer, click Edit (pencil icon) at the end of the row next to the relevant customer, and
modify the settings for that particular customer.

To delete a customer, click Delete (X icon) at the end of the row next to the customer you want to delete.

6.17. Users

Select Users at the top of the Access Control Editor screen. This will open a window where you can add
users to the system.

~ Username Display Narme Ermal Supér User Force Pagsword Change N Timeaut

There are three default users upon installation:
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+ admin: This is the superuser for the system and is the account that can perform all functions in the
system. Set these credentials and only share them with your administrator.

analyst: This is a read-only account that is set up so the admin can assign anyone this credential
without having to add them as a user.

Ixtsso: This is a single sign on credential and is only used when the system is integrated to another
platform such as an IT Operations platform.

Click + Users to add a User. This will open up a window where you need to enter the following data:
» Username: This will be the username they will need to enter once logging into the system.

+ Display Name: This will be the named displayed in the top right corner. If it is admin then the menu is
available. The menu is not available for other accounts.

e Email: Their email address.

+ Force Password Change: Checking this check box will force them to change their password when they
log in.

» Customer: Click this drop-down box and select the customer to which this user needs to be assigned.
» Password/Confirm Password: Enter their password and then confirm it.
Click Save to save the user.
Use the buttons to the right of the users to either manage the user account:
+ Pencil icon - to edit the account
» Down arrow icon - to clone the account for quick add

« Xicon - to delete a user

6.18. SAML

Security Assertion Markup Language (SAML) is an open standard for exchanging authentication and
authorization data between parties, in particular, between an identity provider and a service provider. As its
name implies, SAML is an XML-based markup language for security assertions (statements that service
providers use to make access-control decisions).

SAML is utilized here to enable single sign-on across security domains. Select SAML at the top of the page.
This will open a window where you can choose to enable SAML along with the specific signature algorithm
and various attributes. This function often requires close interaction between the customer and the VOSS
engineer.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 101
doc-feedback@voss-solutions.com



6.18. SAML

SAML
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SAML Signature Algorithm
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