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1. VOSS Insights DS9 for NetFlow Base Environ-
ment Installation

1.1. VOSS Insights DS9 Standalone Installation

VOSS Insights DS9 is a standalone single server to collect, process and store NetFlow-v5/v9/v10 and SNMP
data. Visualization of the data will be handled via the VOSS Insights Dashboard reporting.

1.1.1. Assumptions

» Host machines will be located within the same sub-network
+ All the required TCP/UDP ports are open between DS9, Dashboard and NetFlow sources.
— TCP: 5432 - 8082

— UDP Depending on desired vflow: 2055 - 9996 - 4739 There is no redundancy requirement for
any of the components

* Internet access is available to the DS9 system during installation.
After the installation, no internet access is necessary.

» Customer premises equipment is sending NetFlow data to Collector successfully Collector can access
customer premises equipment via SNMP v1/2/3 successfully

1.1.2. Installation

Items that will be needed during configuration:

1. Hosthame

2. Dashboard Reporter IP

3. For each NetFlow device added:
* IP of device
* NetFlow version
+ SNMP version

— v1 or v2c - community string




1.1. VOSS Insights DS9 Standalone Installation

— v3 - user name, user password, and encryption key

» NAT IP address (often same as IP)
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2. Preparing production environment for VOSS
Netflow Solution

This document is an overview of all the action items that need to be completed by system administrators
before implementation of a successful deployment.

2.2. Checklist

The following action items need to be completed by system administrators before the implementation starts:




2.2. Checklist

existing customer

resources

ing Active Directory/ldentity servers to authenticate
users via LDAP or SAMLv2.

ID Action Description Criticality
1 Hardware specifica- | The hardware/VM specifications have to meet the | Critical
tions requirements defined by VOSS
2 Software specifications | VOSS Dashboard server is delivered as an ISO | Critical
which includes an operating system. If this is a VM
deployment, the following should be available in cus-
tomer’s VM datastore:
+ Latest ISOs. (Available at VOSS Customer
Portal. Log in and select DOWNLOADS.)
3 Firewall rules All the required traffic rules are applied to customer | Critical
environment based on the firewall matrix provided by
VOSS deployment Team.
4 Internet access Internet access is enabled for the DS9 during imple- | Critical
mentation. Once the implementation is over, internet
access is no longer required.
5 Round trip times (RTT) | RTT time between the DS9 and Dashboard Server | Critical
is not more than 100msec.
6 Netflow configuration Netflow sources are configured to send their Netflow | Critical
data to VOSS DS9 Servers based on the suggested
settings by VOSS
7 SNMP configuration Netflow sources are configured with SNMP v1 or 2¢ | Critical
or v3.
8 Netflow and SNMP de- | Following information is provided to VOSS deploy- | Critical
tails ment team:
» Device IP & Hostname and Netflow version for
the Netflow source(s)
» SNMP details for Netflow source(s)
9 Remote access Some method of remote access is enabled for VOSS | Critical
deployment team.
10 Integration to customer | Both DS9 and Dashboard Servers have access to | Critical
environment customers data infrastructure for the following ser-
vices: NTP, SMTP, DNS.
11 Authentication via | Dashboard Servers have access to customers’ exist- | Optional
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2.3. Requirements

2.3. Requirements

The following list of items needs to be provided to VOSS before the deployment:

ID Action Description Criticality
1 IP  Addresses for | IP addresses & Subnetmasks & Default IP Gateway | Critical
VOSS components settings for all the VOSS Host Machines (DS9, Dash-
board Servers).
2 IP Addresses for Data | IP addresses for the following services: DNS, NTP, | Critical
services SMTP, LDAP/SAMLv2.
3 Remote access details | VPN access details for VOSS Team to access the | Critical
DS9 and Dashboard remotely.
4 Primary and Sec- | Primary and secondary contact details for technical | Critical
ondary contact details | and project management related items.
5 Email authentication | SMTP authentication details for smart host servers. | Optional
for scheduled reports
6 SNMP community | SNMP community strings and protocol versions | Critical
strings, versions and | need to be provided to VOSS for successful SNMP
other details queries.
7 List of Netflow Sources | Provide VOSS a list of Netflow sources (routers, | Critical
switches) with the following details: IP addresses,
Make/Model, Software Version, Netflow version.
8 List of IP addresses | A CSV or Excel file that maps certain IP addresses | Optional
and Hostnames to internal hostnames can help VOSS Team to im-
prove the data visualization experience by mapping
IP address fields to hostnames.
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3. DS-9 Netflow VM Sizing Specifications

VOSS Insights DS9 for NetFlow sizing specifications are divided into small, medium and large solutions
based on tiers related to the number of flows that need to be supported.

Each solution below includes the VM specifications for both the VOSS Insights DS9 server and the VOSS
Insights Dashboard server.

3.1. Small Netflow Solution

The three small tiers in Flows per Second:

« 1,000
+ 5,000
+ 10,000
Dashboard Server VM DS9 Netflow Collector VM
Cores 12 Cores 16
Memory GB 32 Memory 64
Disc Storage GB 500 Disc 1 OS in GB 250
SSD provisioned as Thick Eager Zero Disc 2 Storage in GB 500
All Discs must be SSDs and Provisioned as Thick
Eager Zero

3.2. Medium Netflow Solution

Two medium tiers in Flows per Second:
* > 10,000 but <= 25,000
> 25,000 but <= 50,000




3.3. Large Netflow Solution

Dashboard Server VM DS9 Netflow Collector
Bare Metal Server (Dell R740 or Equivalent)
Cores 16 Cores \ 16
CPU Needs to be Intel Gold or better.
Memory GB 64 Memory 196
Disc Storage GB 500 Disc 1 OS in GB 250
SSD provisioned as Thick Eager Zero Disc 2 Storage in TB 1,5
Read Intensive SSDs required
Dual Intel 10GB NIC 1
Intel Quad 1GB NIC 1
iDRAC Enterprise or Equivalent
Dual Power Supplies

3.3. Large Netflow Solution

Two large tiers in Flows per Second:
* > 50,000 but <= 100,000
+ > 100,000 but <= 200,000

Note: The DS9 Collector requires a minimum of 2 Bare Metal Servers to collect this volume in one location.

Dashboard Server VM DS9 Netflow Collector
Bare Metal Server 1 (Dell R740 or Equivalent)
Cores 16 Cores 16
CPU Needs to be Intel Gold or better.
Memory GB 64 Memory 196
Disc Storage GB 500 Disc 1 OS in GB 250
SSD provisioned as Thick Eager Zero Disc 2 Storage in TB 3
Read Intensive SSDs required
Dual Intel 10GB NIC 1
Intel Quad 1GB NIC 1
iDRAC Enterprise or Equivalent Dual Power Sup-
plies
Dual Power Supplies
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3.3. Large Netflow Solution

Bare Metal Server 2 (Dell R740 or Equivalent)
Cores 16
CPU Needs to be Intel Gold or better.

Memory 196
Disc 1 Storage in TB 3

Disc 2 Storage in TB 3

Disc 3 Storage in TB 3
Read Intensive SSDs required

Dual Intel 10GB NIC 1

Intel Quad 1GB NIC 1
iDRAC Enterprise or Equivalent Dual Power Sup-
plies

Dual Power Supplies

Note:
+ Larger than 200K flows per second requires special pricing and configuration.

+ Distributed DS9 collection is available. This may reduce the compute required at each collection
location.
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4. Netflow and DS9 Monitoring System Connectiv-

Ity

4.1. Communication ports between Netflow Source and DS9

Source Destination Protocol Port Direction Description

Netflow DS9 ubP 4739 Unidirectional IPFIX (Optional)
Source

Netflow DS9 UbDP 2055 Unidirectional Netflow v9 (Optional)
Source

Netflow DS9 UDP 9996 Unidirectional Netflow v5 (Optional)
Source

Netflow DS9 UDP 6343 Unidirectional Sflow v5 (Optional)
Source

DS9 Netflow Source UDP 161 Unidirectional SNMP queries

4.2. Communication ports between Dashboard Server Users and

Dashboard Server

Source Destination Protocol Port Direction Description
Dashboard TCP 443 Unidirectional HTTPS (GUI access)
Dashboard
users
Server

4.3. Communication ports between the DS9 Server and Dash-

board Server

Unless the DS9 and Dashboard Servers are located in the same subnet, system administrators need to
ensure the following network ports are open between these two components.




4.4, Communication ports that are required for remote management purposes

Source Destination Protocol Port Direction Description

Dashboard DS9 TCP 5432 Unidirectional Data respository access

Server

Dashboard DS9 TCP 8082 Unidirectional Data respository access

Server

DS9 Dashboard Server | TCP 443 Unidirectional DS9 System Stats and
management

DS9 Dashboard Server | UDP 514 Unidirectional DS9 System Logs

4.4. Communication ports that are required for remote manage-

ment purposes

Source Destination Protocol Port Direction Description
Admin users | DS9 TCP 22 Unidirectional SSH (remote CLI access)
and file transfer
Admin users Dashboard TCP 22 Unidirectional SSH (remote CLI access)
ashboar and file transfer
Server
Admin users TCP 443 Unidirectional WEB access
Dashboard
Server
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5. Deploy and VM Installation Steps

1. Download the OVA for your system to a directory accessible by the VM client.
2. Deploy the OVA:
Select the downloaded OVA file and choose a VM name.

ﬁfl Mew virtual machine

vEEREITTTNE  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License agreements
Create a new virtual machine

5 Deployment options
6 Additional settings Deploy a virtual machine from an OVF or OVA file
T Ready to complete

Register an existing virtual machine

3. Select storage according to the recommended hardware specifications for the required configuration.
See the VMWare Specification and Requirements for your system.

4. Select network mappings according to the recommended hardware specifications for the required
configuration. See the VMWare Specification and Requirements for your system.

5. When you run the VM, you will see .1xp packages being installed. This takes a while.

11



Unpacking »
D Unpacking <mnt
: Unpacking #mnts
wcking smnts
i st~

st
‘ant
Uwpacking ~mnt.
package : Unpacking ~<mnt
package Uwpacking #mntscd
package Unpacking ~mnt
package : Unpacking <mnt-ce
» 1 Unpacking #mnd.
package Unpacking #mmtrcd
pave ke Uapack lng #mnt
package Unpacking #mnt-scd.
package Unpackling smntscd phkg-tar

6. After all the packages are installed, the VM is automatically powered off.

You will see the auto-poweroff message on the console.

7. After the system boots, wait at the login: prompt until a banner with an About console display shows
displaying values for the placeholders below:

About

Hostname: <hostname>
Version: <version>
Theme: <theme>
Flavor:
License: NNNNN-NNNNN-NNNNN-NNNNN-NNNNN
Days Licensed: nnnnn
Days Remaining: nnnnn
Product Key:
Website: <website>
Kernel: Linux n.nn.nn-1xt-3 x86_64 GNU/Linux

<hostname> login:

8. Atthe login: prompt, log in as admin with password as the last 10 characters of the License: value,
excluding the dash.

Note: Since the Licence key value is only displayed here. When you ssh in it will not be seen. Be sure
to copy out your admin password from this console.
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9. After login, the Administration menu shows, as in the example below for DS9:

gtuwork Conl igurat ion

10. Under Network Configuration, provide ip/netmask, default gateway and hostname.

a. Under Interface Settings, set the IP Address and netmask in the format, for example: nn.nn.nn.
nn/24 and save.

A EE SR EE RS R NS S BN S EE NS S RS EE

L]

Y

Set up the default gateway under the Extra Routes menu.
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e e e e e
Interface Settings
DH5 Setting=
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The console will show the Updating hosts: message. Note that this setup takes a few minutes.

11. When this setup completes, you can quit the Administration menu on the console and continue the
configuration of your system through the GUI:

+ Insights Dashboard

See the VOSS Automate Database Setup section in the VOSS Insights Install Guide.
* Insights Arbitrator

See the Install Arbitrator System section in the VOSS Insights Install Guide.
* Insights DS9

See the DS9 Configuration on the Dashboard section in the VOSS Insights DS9 for NetFlow Install
Guide.
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6. DS9 Configuration on the Dashboard

To complete the configuration between the Insights Dashboard Reporter and DS9, flow devices and SNMP

configuration can be carried out:

1. Log in on the Dashboard GUI and go to admin > Configuration and on the Configuration Settings,

go to DS9.
#rchive m D59 Flow Summany mpoirt

LDAP

Autormatic mapping updales
AWS inpestion

Cisca AXL collection
Dispday c@ﬁgwauo'

Flaw device infake

St monitor device
Remote database access
Remote database location
Remowve D59 from reporter
Service restart

Setup new D55

Snmp data collection for flow device

Sendmall SHMP Syslog Widget Resources

Changes have been mage tw this configuration item

About info
Obtain infromation from the specifed DS3

defipAddress
Reguired - [p address of D&Y,

Show

2. Choose Setup new DS9, add the ds9lpAddress and click Add. Repeat this step according to the

number of flow devices to set up.
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Archive m DS% Flow Summany mport  LDAP  Sendmaill  SNMP  Syslop  Widget Resources
m

About infa Changes have been made to this configuration iter
Automatic mapping updates
AWS inpesiion se’tl.lP new D59
Base DE9 setup, configuration done on D59 and dashboards and data sources created on reporter
Cisco AXL collection
dedlpAddress

Digplay configuration

I

Flaw deviee make Regired - [p sddress of D59,

Set monitor device

Audd

T fet the box know shout the new datasources please refresh the browser. Lise Display configuration

Remote database access
Remote database location
Remove DSS from reparter aption io confirm Remote database scoess lo this reporter,

Service nastar

Snmp data collection for flow device

3. Refresh the Dashboard browser page and from the menu, select Data Sources.
The new entries for the IP address are listed as DS9 SNMP. .., DS9 SUMMARY... DS9 TOPN... entries.
4. Under the DASHBOARDS menu, the new DS9 - <IP> dashboard menu shows, for example:

1 DES-10,13,37.52

Deep Flow Inspaction

& Netfiow &
& Netflow Gao
& Netflow Lic

Flow Sufmimary

# Configuration !i-s\h-‘r!hmn

& Data

# Detactad tables

& New flow drill dawn
Metflow Packet Analysis

w - Interface Stats

KEBAR top applcations

Note at this stage the sub-menus are still empty.

5. Set up the Netflow devices for DS9. Go to admin > Configuration and on the Configuration Settings,
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go to DS9.

6. Choose Flow device intake and for each remote netflow device that the DS9 server will receive flow
data, set up ds9lpAddress, remotelpaddress and port and click Add.

#Archive m DS5% Flow Summary Impaort LDWP Sendmail ShP Syshag ‘Widpet Resources

(oo Lo |

About info Changes have been made 1o 1his configuration item

Autormatic mapping vpdates

Flow device intake

AWS injestion
Ta configure flaw injection.
defiphddress

10153

Flow device Imtake Required - ip address of D52

Sel monitor device

Cizco AXL collection

Display configuration

Show

Remote daisbase access m

Remple datsbasze location § )
Sheaws Iist of ip addresses configured io fecieve flow.

Resrigve DEG Tram reporier

Service restart remaotalpAddress

Setup new DEY
In address to allow aceess. Supparts comma seperated st This ds requived far Add or Delete beloa

Enmip data collectian for flow device

H

Required fov Add. Metffow 5 = 99948, Motflow % = 2085 NetfTow 10 = 4739, Sfiow = 6343,

EE

Sends request to DS5, use Show for confirmation

I§

Delete

7. If SNMP data collection is also required, choose the Snmp data collection for flow device menu,
enter data into the fields according to your configuration preferences and click Add. Repeat this step
according to the number of flow devices set up.
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About nfa

Automatic mapping updates

AN inpestion

Cizeco AXL collection

Dizplay configuration

Fhow device intake

Set monitor device

Remote database access

Rermote database location

Remowve DS% from reporter

Sernce restart

Setup new D59

Snmp data collection for flow device

Changes have been made to this configuration item

Snmp data collection for flow device
Optional but allows for interface details to be desplayed
ds9pAddrass
1

Required - (p aodress of D59,

{

£

L

Show stanis of snmp eollechion

Enable

g
Ii

Sands reguest fo D59, use Shaw for confirmation

Disable

IE
B
5

Sands raguast io D59, use Shaw for confrmabion

Bhow configured

Show configured

Show ip addresses of devices configured for snmp collaction

\p address of dewice to allow snmp coffection. This s required for Add ar
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Delote

Sand's request fo 059, use Show configured for canfirmation

Select an option
SHMPv1

SNMPY2c

© sves

Select the SNMP version, Acoess from the specified D59 o this devioe rm

snmplpadds
Same A% EI'I\"I"I,D]MI'JWEEE above birf can be different. Ex. For NAT

userName

authProtocol

SHA

Select authentication protocal

authPassPhrase
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