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Legal Information

Please take careful note of the following legal notices:

Copyright © 2022 VisionOSS Limited.
All rights reserved.

VOSS, VisionOSS and VOSS Automate are trademarks of VisionOSS Limited.

No part of this document may be reproduced or transmitted in any form without the prior written permission of
VOSS.

VOSS does not guarantee that this document is technically correct, complete, or that the product is free from
minor flaws. VOSS endeavors to ensure that the information contained in this document is correct, whilst every
effort is made to ensure the accuracy of such information, VOSS accepts no liability for any loss (however caused)
sustained as a result of any error or omission in the same.

This document is used entirely at the users own risk. VOSS cannot be held responsible or liable for any damage
to property, loss of income, and or business disruption arising from the use of this document.

The product capabilities described in this document and the actual capabilities of the product provided by VOSS
are subject to change without notice.

VOSS reserves the right to publish corrections to this document whenever VOSS deems it necessary.

All vendor/product names mentioned in this document are registered trademarks and belong to their respective
owners. VOSS does not own, nor is related to, these products and vendors. These terms have been included to
showcase the potential of the VOSS solution and to simplify the deployment of these products with VOSS should
you select to utilize them.

Security Information

This product may contain cryptographic features that may be subject to state and local country laws that govern the import,
export, transfer and use of such features. The provision of this software does not imply that third-party authorization
to import, export, distribute or use encryption in your particular region has been obtained. By using this product, you
agree to comply with all applicable laws and regulations within your region of operation. If you require further assistance,
please contact your dedicated VOSS support person.
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1. Introduction

The APl is broken up into the resources below. Each resource represents an object in the system. A resource
will have associated data and a set of methods in which the user may operate on it. The following URIs

currently do not require authentication.

Resource Description

/assets This resource will return data associated with all the assets discov-
ered by the system. The Analytix will automatically discover assets if
the asset is configured to send logs.

/dashboards This resource can be used to create, update, and delete new dash-
boards.

/datasource This resource can be used to create, update, and delete datasources.

/system This resource will return data about the system in general.




2. Resources

2.1. assets

The assets resource supports the following operations.

Method | URL Description

GET /assets Get a list of all assets.

GET /assets/{asset_id} | Geta single asset by asset id.
POST /assets Add a new asset.

POST /assets Add multiple new assets.

PUT /assets Updates a single asset.

PUT /assets Updates multiple assets.
DELETE | /assets Deletes a single asset.
DELETE | /assets Deletes multiple assets.

21.1. GET

/assets
/assets/{asset_id}

« Parameters

asset_id - Optional input parameter specifying the specific desired asset.

Example:

/assets/656

» Response Codes

HTTP Status Code

Reason

200

Success.

» Example Response




2.1. assets

curl-kX GET https://10.13.37.12/api/assets/169
{

"assets": [

{

"asset_id":"169",
"asset_name":"10.13.37.1",
"ipaddress":"10.13.37.1",
"hostname":"10.13.37.1",
"customer":"",
"last_method":"snmp_trap",
"last_byte_time":"1510782169"
}

]

}

2.1.2. POST, PUT, DELETE Requests and Responses

Assets can be created, updated, and deleted using POST, PUT, and DELETE respectively. The same request
parameter is required for all three requests. This section will describe the desired request parameter and
resulting response output.

* Request Parameters
The Asset Input object describes the JSON object that can be used to modify a single Asset.

The AssetInputArray object describes the JSON object that can be used to modify multiple Assets.

Note: The names AssetInput and AssetInputArray Will be referenced both in this documenta-
tion as well as the online interactive documentation that ships with the product.

* AssetInput

The following is an example of the required parameter for creating or modifying single Asset.

Note: The property asset_id is a required parameter for PUT (updates) and DELETE. It is optional
and ignored for POST requests. The asset_id will be given as part of the response for a successful
POST (insert) of an asset.

The API does not support the use of ipaddress as the property for updates and deletes. The
property ipaddress is ambiguous because our system allows duplicate IP addresses to be inserted
into the system. This gets even more complicated when we include the customer property in the
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2.1. assets

discussion. In order to prevent updates and deletes to assets with duplicate IP addresses, this is a
strict requirement for our API.

{

"ipaddress":" (string) Ip address of asset.",

"asset_id":" (long): Optional parameter on POST. Required parameter for PUT and_
DELETE.",

"hostname":" (string, optional): Hostname of the asset.",

"did":" (string, optional): EM7 specific. Represents EM7 device id.", "mac_address
—":"(string, optional): Mac address of the asset.",

"address":" (string, optional): Physical address of the asset.",

"model":" (string, optional): Model of device.",

"version":" (string, optional): Version of device.",

"manufacturer":" (string, optional): Manufacturer of device.",

"timezone":" (string, optional): Timezone of device location.",

"description":" (string, optional): Description of device".,

"asset_name":" (string, optional): Name or alias of device.",

"customer":" (string, optional): Customer name of device.",

"site":" (string, optional): Site location name where device resides."
}

¢ AssetInputArray

The following is an example of the required POST parameter for adding multiple Assets.

Note: The property asset_id is a required parameter for PUT (updates) and DELETE. It is optional
and ignored for POST requests. The asset_id will be given as part of the response for a successful
POST (insert) of an asset.

[
{
"ipaddress":" (string) Ip address of asset.",
"asset_id":" (long): Optional parameter on POST. Required parameter for PUT_
—and DELETE.",
"hostname":" (string, optional): Hostname of the asset.",
"did":" (string, optional): EM7 specific. Represents EM7 device id.",
"mac_address":" (string, optional): Mac address of the asset.",
"address":" (string, optional): Physical address of the asset.",
"model":" (string, optional): Model of device.",
"version":" (string, optional): Version of device.",
"manufacturer":" (string, optional): Manufacturer of device.",
"timezone":" (string, optional): Timezone of device location.",
"description":" (string, optional): Description of device".,
"asset_name":" (string, optional): Name or alias of device.",
"customer":" (string, optional): Customer name of device.",
"site":" (string, optional): Site location name where device resides."
} 14
{
"ipaddress":" (string) Ip address of asset.",
"asset_id":" (long): Optional parameter on POST. Required parameter for PUT_
<~and DELETE.",
"hostname":" (string, optional): Hostname of the asset.",
"did":" (string, optional): EM7 specific. Represents EM7 device id.",
"mac_address":" (string, optional): Mac address of the asset.",
"address":" (string, optional): Physical address of the asset.",
"model":" (string, optional): Model of device.",
(continues on next page)
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2.1. assets

(continued from previous page)

Manufacturer of device.",
Timezone of device location.",
Description of device".,
Name or alias of device.",

Site location name where device resides."

"version":" (string, optional): Version of device.",
"manufacturer":" (string, optional):
"timezone":" (string, optional):
"description":" (string, optional):
"asset_name":" (string, optional):
"customer":" (string, optional): Customer name of device.",
"site":" (string, optional):
}
1

» Response Output

» Response Code

Note: Delete will only return a response code. 200

» Response Body

Below is an example of successful Insert or Update. Result may contain one or many assets.

The asset_id must be saved by the application in order to make any subsequent Updates or Delete

requests.

AssetResult

{

"assets":

[

{
"asset_id":"656",
"asset_name":"",
"ipaddress":"192.168.1.1",
"hostname":"test hostname",
"customer":"Customerl",
"last_method":"",
"last_byte_time":"0"

» Other Possible Responses

Response Reason Remedy

Code

200 Success.

400 Exception: UPDATE error: asset_id | Include asset_id in request body
property required.

400 Exception: UPDATE error: Received | See AssetInput
null asset input.

400 Exception: DELETE: error: asset_id | Include asset_id in request body
property required.

400 Exception: DELETE error: Received | See AssetInput
null asset input.
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2.1. assets

2.1.3. POST

/assets
» Example Curl Request

Command:

curl-k -w'\nRESP_CODE: %{response code}\n'

-X POST https://10.13.37.12/api/assets

-d'{"did": "1234™",
"hostname":"test hostname",
"ipaddress":"192.168.100.1",
"alias":"alias natted ip address",
"model":"test model",
"version":"test version",
"manufacturer":"test vendor",
"timezone":"test timezone",
"description":"test description",
"address":"test physical address",
"customer":"Test Customerl",
"site":"Test Sitel"}'

Output:

{"assets": [

{"asset_id":"657",
"asset_name":"",
"ipaddress":"192.168.100.1",
"hostname":"test hostname",
"customer":"Test Customerl",
"last_method":"",
"last_byte_time":"0"}

1}

RESP_CODE: 200

2.1.4. PUT

/assets

» Example Curl Request

Note: asset_id was included.

Command:

curl -k -w'\nRESP_CODE: %{response_code}\n'
-X PUT https://10.13.37.12/api/assets
- d'{"asset_id":"657",
"did": "1234",
"hostname":"test hostname2",
"ipaddress":"192.168.100.1",
"alias":"alias natted ip address",
"model":"test model",

(continues on next page)
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2.1. assets

(continued from previous page)

"version":"test version",
"manufacturer":"test vendor",
"timezone":"test timezone",
"description":"test description",
"address":"test physical address",
"customer":"Test Customerl",
"site":"Test Sitel"}'

Output:

{"assets":

[{"asset_id":"657",
"asset_name":"",
"ipaddress":"192.168.100.1",
"hostname":"test hostname2",
"customer":"Test Customerl",
"last_method":"",
"last_byte_time":"0"}]}

RESP_CODE: 200

2.1.5. /assets - DELETE

/assets

Command:

curl-k -w'\nRESP_CODE: % {response_code}\n'

-X DELETE https://10.13.37.12/api/assets

- d'{"asset_1id":"657",
"did":"1234",
"hostname":"test hostname2",
"ipaddress":"192.168.100.1",
"alias":"alias natted ip address",
"model":"test model",
"version":"test version",
"manufacturer":"test vendor",
"timezone":"test timezone",
"description":"test description",
"address":"test physical address",
"customer":"Test Customerl",
"site":"Test Sitel"}

Output:
RESP_CODE: 200
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2.2. dashboards

2.2. dashboards

The dashboards resource supporst the following operations.

Method | URL

Description

POST /dashboards/data/user

Retrieves dashboard data for a specific user.

POST /dashboards/user

Get a list of all available dashboards for a specific user.

PUT /dashboards/user

Create or Update a dashboard for a specific user.

DELETE | /dashboards/user

Deletes a dashboard from a specific user.

POST /dashboards/resources/
fields

Get a list of all available resources and their respective
fields.

2.2.1. Creating a dashboard

TBD
2.3. system

The system resource supports the following operations.

Method URL

Description

GET /system/stats

Get system stats.

» Example Output

Command:

curl-k -w'\nRESP_CODE: %

-X GET https://10.13.37.12/api/system/stats

\n'

"Memory Free": 7368441856,
"Memory Used": 9436925952,

Output:
{
"data": {

"Cpu - Idle": "74.48979591836735",
"Cou - Irg": "O",
"Cpu - Nice": "O",
"Cpu - Sys": "9.183673469387756",
"Cpu - Total": "25.510204081632654",
"Cpu User": "16.3265306122449",
"Load Percentage": "129.4189453125",

"2.58837890625",
"2.01416015625",
"1.71923828125",

"Load over Last 1 Minute":
"Load over Last 5 Minute":
"Load over Last 15 Minute":

"Memory Total": 16805367808,

(continues on next page)
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2.3. system

(continued from previous page)

"Number of Cores": 2,
"Disk Used Percent": "17",
"Disk Free Percent": "83",

"Disk Total": 523089912,
"Disk Used": 85928968,
"Disk Free": 437160944,

"customer": "VAADEMODASH",
"hostname": "VAADEMODASH",
"version": "sp62",
"services": {
"postgres": "running",
"ndx_server": "running",
"reporter": "running",
"apache2": "running",
"sshd": "running",
"slapd": "running",
"runit": "running"

"Memory Used Percent": "56.15423631196968",
"Memory Free Percent": "43.84576368803032",

RESP_CODE: 200
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3. Resources v2

3.1. Overview

The following URIs will require authentication. The system currently implements a token based authentication
system. Every resource under thev2route requires a token property to be set in the http header. A token can

be requested from the /v2/1ogin URL

Resource

Description

/v2/login

Use this resource to request a token.

/v2/1xt_updates

Use this resouces to manage software updates for the product.

/v2/users

Use this resource to GET, POST, PUT, DELETE users.

3.2. /v2/login

The 1ogin route is required before access to any route under v2 is requested. The system will respond with

a token that needs to be included in the header of all subsequent API requests.

The following methods are supported for the 1ogin route.

Method

URI

Description

POST

/v2/login

Retrieves dashboard data for a specific user.




3.2. /v2/login

3.2.1. High Level login API Flow

User Reporter

-d username=lxt_api_userk

passward=iz niv2/login

{"token":"aaabbbccc"}

==l

-H "x-lxt-api-token: aaabbbooc”

‘apiiv2iusers

Liser Reporter

3.2.2. POST

/v2/login
* Required Parameters

The login request requires a username and password parameter to be sent as part of the POST
request.

Note: The username and password should be sent as a multipart form parameter. The username
should be a userid that already exists in the system. A user can be added through our User Interface
or via the API.

By default, the system contains a user named 1xt_api_user. This userid can be used for first time
APl users. The 1xt_api_userpassword is set at install time by your system administrator.

« Example Curl Request

Command:

curl-k —-w'\nRESP_CODE: %{response code}\n'
-X POST https://<IP or FQDN>/api/v2/login
—d"username=1xt_api_user&password=passwordl"

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 11
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3.3. /v2/1xt_updates

Output:

’{"token":"eyJOeXAiOiJKVlQiLCJhchiOiJSUzI1N1J9[...]"} ‘

RESP_CODE: 200

3.3. /v2/1lxt_updates

Method URL Description

GET /v2/1xt_updates Retrieves current list of all update requests.

GET /v2/1xt_updates/{id} Retrieves information about a specific update request.
POST /v2/1lxt_updates Adds a new update request.

PUT /v2/1xt_updates Modifies an existing update request.

PUT /v2/1lxt_updates/{id} Modifies an existing update request.

DELETE | /v2/1xt_updates Deletes an existing update request.

DELETE | /v2/1xt_updates/{id} Deletes an existing update request.

3.3.1. Header (required)

x—1lxt-api-token: “token from login”

3.3.2. GET

/v2/1xt_updates
« Example 1: Get All Updates

Command:
curl -s
-H x-1lxt-api-token:eyJ0eXAiOiJKV1IQiLCJIhbGciOiJSUzIINiJ9[...]
—-—insecure

-w "RESP_CODE: %{response_code}"
-X GET https://<IP or FQDN>/api/v2/lxt_updates

Output (formatted):

{
"status":200,

"message" :"Success",
"data": [
"id" : ll12" } ,
{ llidll . ll13ll }
]
}
(continues on next page)
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3.3. /v2/1xt_updates

(continued from previous page)

RESP_CODE: "~ 200"

» Example 2: Get Updates with specified id

Command:

curl -s

-H x-1xt-api-token:eyJ0eXAiOiJKV1IQiLCJIhbGciOiJSUzIINiJ9[...]
——insecure

-w "RESP_CODE: % "

-X GET https://<IP or FQDN>/api/v2/lxt_updates/12

Output (formatted):

{
"status":200,

"message" :"Success",
"data": [
{
"idll:"lzll,
"status":{"comment":"Error encountered. Please reference the install log."},

"log":"This file does not look like a service pack.\n"

}

RESP_CODE: "~ 200"

3.3.3. POST

Use POST to add a new update request.
/v2/users
* Input defines

The following definitions may be used when creating a new request. The new software should be
copied into the drop account, or else provide a URL for fetching.

id=12 (optional)
delay=60 (optional)
url=http://www.layerxtech.com/downloads/arbitratorhawaii/updates (optional)

» Example 1: Add new update request

Command:

curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1INiJ9[...]
—-—insecure

-w "RESP_CODE: % "
-X POST https://<IP or FQDN>/api/v2/lxt_updates

or
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3.3. /v2/1xt_updates

curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzIINi[...]
——insecure
-w "RESP_CODE: % "
-d 'id=12"

-d 'delay=60"'
-d 'url=http://www.layerxtech.com/downloads/arbitratorhawaii/updates'
-X POST https://<IP or FQDN>/api/v2/lxt_updates

Output (formatted):

{
"status":200,
"message":"Success",
"data": [{"id":lllzll}]
}

RESP_CODE: 200

3.3.4. PUT

Use PUT to modify an existing update request. An error will be returned if the update request does not exist
in the system.

/v2/1xt_updates
* Input defines

The following definitions may be used when creating a new request.

id=12 (optional)
delay=60 (optional)
url=http://www.layerxtech.com/downloads/arbitratorhawaii/updates (optional)

» Example 1: Update existing update request

Command:

curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1IQiLCJhbGciOiJSUzIINiJ9[...]
—-—insecure

-w "RESP_CODE: % "
-d'id=12sdelay=0"
-X PUT https://<IP or FQDN>/api/v2/1lxt_updates

or
curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzIINiJ9[...]
——insecure
-w "RESP_CODE: % "
-d 'delay=0'

-X PUT https://<IP or FQDN>/api/v2/users/12

Output (formatted):
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3.3. /v2/1xt_updates

{
"status":201,
"message":"Success",
Hdataﬂ:{ Ylid":"l2" }
}

RESP_CODE: 200

3.3.5. DELETE

/v2/1xt_updates
/v2/1xt_updates/{id}

» Example 1: Delete existing update request

Command:
curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1IQiLCJhbGciOiJSUzIINiJ9[...]
——insecure
-w "RESP_CODE: % "
-d"id=12"

-X DELETE https://<IP or FQDN>/api/v2/lxt_udpates

or

curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1IQiLCJhbGciOiJSUzIINiJ9[...]
-—insecure
-w "RESP_CODE: % "
-X DELETE https://<IP or FQDN>/api/v2/lxt_updates/12

Output (formatted):

{
"status":201,

"message":"Success",
"data":[]
}

RESP_CODE: "~ 200"

» Example 2: Delete existing update request again

Command:

curl -s
-H x-1xt-apitoken:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzIINiJI[...]
-—insecure
-w "RESP_CODE: % "
-d"id=12"
-X DELETE https://<IP or FQDN>/api/v2/lxt_updates

or

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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3.4. /v2/users

curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1INiJ9[...]
——insecure
-w "RESP_CODE: % "
-X DELETE https://<IP or FQDN>/api/v2/lxt_updates/12

Output (formatted):

{
"status":404,

"message":"Could not find existing entry for ",
"data":[]

RESP_CODE: 404

3.4. /v2/users

Method URL Description

GET /v2/users Retrieves current list of all users.
POST /v2/users Adds a new user.

PUT /v2/users Modifies an existing user.

PUT /v2/users/deactivate Deactivate an existing user.
PUT /v2/users/reactivate Reactivate an existing user.
DELETE | /v2/users Deletes an existing user.

3.4.1. Header (required)

x—-1lxt-api-token: “token from login”

3.4.2. GET

/v2/users

+ Example 1: Get All Users

Command:

curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9[...]
——insecure

-w "RESP_CODE: % "
-X GET https://<IP or FQDN>/api/v2/users

Output (formatted):
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3.4.

/v2/users

{
"status":200,
"message":"Success",
"data": [
{
"email":"tset",
"id":"IPMON3CRFDHM4GQK15319464799176RQ299QFIJBABR",
"userId":"test",
"firstName":"Bob",
"lastName":"Smith",
"status":"active",
"customerId":null

"email":"test",

"id" :"RUKTJDOYFSGJ4J011532442929347PUPJAMFGP8TYEG",
"userId":"loc",

"firstName":"",

"lastName":"",

"status":"active",

"customerId":null

RESP_CODE: 200
» Example 2: Get Users with query parameter email

Command:

curl -s
-H x-1lxt-api-token:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzIINiJ9[...]
—-—-insecure
-w "RESP_CODE: %{response_code}"
-X GET https://<IP or FQDN>/api/v2/users?email=tset

Output (formatted):

{

"status":200,
"message":"Success",
"data": [{"email":"tset",
"id" :"IPMON3CRFDHM4GQK15319464799176RQ299QFIJBASRBR",
"userId":"test",
"firstName":"Bob",
"lastName":"Smith",
"status":"active",
"customerId":null

}H]

RESP_CODE: 200
» Example 3: Get Users with query parameter userId

Command:

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email:
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3.4. /v2/users

curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1INiJ9[...]
——insecure
-w "RESP_CODE: %{response_code}"
-X GET https://<IP or FQDN>/api/v2/users?userId=loc

Output (formatted):

{"status":200,

"message" :"Success",

"data":[{"email":"test",
"id" :"RUKTJDOYFSGJ4J011532442929347PUPJAMFGP8TYEG",
"userId":"loc",
"firstName":"",
"lastName":"",
"status":"active",
"customerId":null}]

RESP_CODE: 200

+ Example 4: Get Users with an invalid email

Command:

curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1INiJ9[...]
—-—insecure

-w "RESP_CODE: %{response_code}"
-X GET https://<IP or FQDN>/api/v2/users?email=invalid@email.com

Output (formatted):

{
"status":400,
"message":"User (s) not found.",
"data":[]

}

RESP_CODE: 400

3.4.3. POST

Use POST to add a new user. An error will be returned if this user already exists in the system.
/v2/users
» Example Input JSON

The following JSON should be used when adding a new user to the system. POST parameters should
be in JSON only.

v2users.add.userl

{

"userId":"testuserl", (required)
"password":"passwordl", (optional)

(continues on next page)
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(continued from previous page)

"email":"testuserl@test.com", (required)
"firstName":"TFirst", (optional)
"lastName":"TLast", (optional)
"customerId":"1234", (optional)
"customerName":"", (optional, recommended if customerId is provided)
"roles":[ (optional)
{
"name":"layerx_rolel", (optional)

"product":"Global SIP" (optional)
}]

— customerName

The API will automatically create a customer for the user if customerName is provided. The
customerName will be returned with each subsequent APl GET request. The customerName
should be unique. New customers can be seen in the user interface under the Access Controls-
> Customer area. The admin user can then add, modify, or delete resource filters to control what
data this user can see.

— customerId

The APl also supports the use of a customerId. The customerIdis usually a customer specific
unique identifier that has meaning to the end user. If customerId is provided, the API will use
the customerId as the determining factor on whether or not to create a new customer. The API
will automatically create a new customer for the user if cust omerId does not already exist in the
system.

Note: customerName is still an optional field. The system still needs something user friendly to
display to the end user in the user interface.

customerId is usually not very meaningful or useful to the end user. It is recommended that the
customerName is also used in conjuntion with customerId to provide a user friendly customer
name.

» POST High Level (No customer information)

The following flow demonstrates the system behavior when customerId and customerName are not
provided.

Copyright © 2022 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 19
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Custamsar AP Lsar

| |
-d[Input Json (see above))

POST - fapifv2/users

Does user exist?

- [ User Does not exist |

Success

[ User already exists |
Error

Custamar AP | sar

» POST High Level (with customer information)

The following flow demonstrates the system behavior when customerId and customerName are
provided.
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Cugtormeas AFI Bystam [T

I I
~d[input Json {sea abova)

POST - fapifv2fusars

Saarch for Customar

_ [ customerid |

find{ customerld )

| customarMama |
find{ customarMama )

B | (Create)

customear notfound

=

Maw Customer

Craata Cl.lsturnar | customerld, custo

o
T I TP

nartama |
| Updata |
Existing Customer

customear found

Updata Customer | customearMama |
| -

Doas usar axist?

ey [ User Does not exist |
Craata

B T T T T T T PR PP RET ISR =

Succeass

Aszzign User to 'I}.|+1:u'na

Updata Customear {usar)
| Usar already axists |

Customear AFI Bystam Lizer

« Example 1: Add new user

Command:
curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzIINiJ9[...]
(continues on next page)
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(continued from previous page)

—-—insecure

-w "RESP_CODE: % "
—-d@test_data/v2users.add.userl

-X POST https://<IP or FQDN>/api/v2/users

or

curl -s

——insecure

-w "RESP_CODE: % "

-d '"{"userId":"testuserl",
"password":"passwordl",
"email":"testuserl@test.com",
"firstName":"TFisrt",
"lastName":"TLast",

"roles": [{"name":"layerx_rolel",
"product":"Global SIP"}]
} )
-X POST https://<IP or FQDN>/api/v2/users

-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9[. ..

Output (formatted):

{"status":200,

"message":"Success",

"data":[{"email":"testuserl@test.com",
"id":"4e37d6c336d2adbf52bbc5dda8[...]",
"userId":"testuserl",
"firstName":"TFirst",
"lastName":"TLast",
"status":"active",
"customerId":null }]

RESP_CODE: 200
« Example 2: Add an existing user

Command:

curl -s

—-—insecure

-w "RESP_CODE: % "
—-d@test_data/v2users.add.userl

-X POST https://<IP or FQDN>/api/v2/users

-H x-1lxt-api-token:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1INiJ9[. ..

QOutput (formatted):

{"status":400,

"message":"User already exists.",
"data":[]

}

RESP_CODE: 400
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3.44. PUT

Use PUT to modify an existing user. An error will be returned if the user does not exist in the system.

/v2/users
/v2/users/deactivate
/v2/users/reactivate

+ Example Input JSON

The following JSON should be used when modifying a new user to the system. PUT parameters should
be in JSON only.

v2users.modify.userl

{"Mid": "xxxxxxxxxxxxxxxxx", (optional)
"userId":"testuserl", (required)
"password":"passwordl", (optional)
"email":"testuserl@test.com", (required)
"firstName":"Firstname Changed", (optional)
"lastName":"Last Name changed", (optional)
"customerId":"1234", (optional)
"customerName":"Customer B", (optional, recommended if customerId is provided)
"roles":[ (optional)

{"name":"layerx_rolel", (optional)
"product":"Global SIP" (optional)
H]

* customerName and customerId
Please refer to POST section for customerName and customerId parameters.
» Example 1: Update existing user

Command:

curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1IQiLCJhbGciOiJSUzIINiJ9[...]
—-—insecure
-w "RESP_CODE: % "
-d@test_data/v2users.modify.userl
-X PUT https://<IP or FQDN>/api/v2/users

or

curl -s

-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9[...]

——insecure

-w "RESP_CODE: % "

—d "{"id":"XXXXXXXXXXXKXXXXXX",
"userId":"testuserl",
"password":"passwordl",
"email":"testuserl@Changed",
"lastName":"Last Name changed",
"customerId":"1234",
"roles":[{"name":"layerx_rolel",

"product":"Global SIP"}]1}'!
-X PUT https://<IP or FQDN>/api/v2/users
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Output (formatted):

{"status":201,

"message":"Success",

"data":{"email":"testuserl@test.com",
"id":"4e37d6c336d2adbf52bbc5d[...]",
"userId":"testuserl",
"firstName":"Firstname Changed",
"lastName":"Last Name changed",
"status":"active",
"customerId":"1234" }

}

RESP_CODE: 200
» Example 2: Deactivate user

Command:

curl -s

—-—insecure

-w "RESP_CODE: $%${response_code}"
-d@test_data/v2users.modify.userl

-X PUT https://<IP or FQDN>/api/v2/users/deactivate

-H x-1lxt-api-token:eyJ0eXAiOiJKV1QiLCJIJhbGciOiJSUzI1INiJ9[. ..

or

curl -s

——-insecure

-w "RESP_CODE: %${response_code}"

—d "{"id":"XXXXXXXXXXXXXXXXX",
"userId":"testuserl",
"password":"passwordl",
"email":"testuserl@Changed",
"lastName":"Last Name changed",
"customerId":"1234",
"roles":[{"name":"layerx_rolel",

"product":"Global SIP"}]1}"
-X PUT https://<IP or FQDN>/api/v2/users/deactivate

-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9[. ..

Output (formatted):

{"status":201,
"message":"Success",
"data":{"email":"testuserl@test.com",
"id":"4e37d6c336d2adbf52bb[...]1",
"userId":"testuserl",

"firstName":"Firstname Changed",
"lastName":"Last Name changed",
"status":"inactive",

"customerId":"1234"}

RESP_CODE: 200
« Example 2: Reactivate user

Command:
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curl -s

——insecure

-w "RESP_CODE: % "
-d@test_data/v2users.modify.userl

-X PUT https://<IP or FQDN>/api/v2/users/reactivate

-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1INiJ9[...]

or

curl -s

——insecure

-w "RESP_CODE: % "

—d "{"1id":"XXXXXXXXXXXXXXXXX",
"userId":"testuserl",
"password":"passwordl",
"email":"testuserl@Changed",
"lastName":"Last Name changed",
"customerId":"1234",
"roles":[{"name":"layerx_rolel",

"product":"Global SIP"}]1}'
-X PUT https://<IP or FQDN>/api/v2/users/reactivate

-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9[...]

Output (formatted):

{"status":201,

"message" :"Success",

"data":{"email":"testuserl@test.com",
"id":"4e37d6c336d2adbf52bbe[... 1",
"userId":"testuserl",
"firstName":"Firstname Changed",
"lastName":"Last Name changed",
"status":"active",
"customerId":"1234"}

RESP_CODE: 200

3.4.5. DELETE

Use DELETE to delete a user from the system.

/v2/users

» Example Input JSON

See POST and PUT section for example JSON. DELETE parameters should be in JSON only.

» Example 1: Delete existing user

Command:

curl -s

—-—insecure

-w "RESP_CODE: % "
—-d@test_data/v2users.add.userl

-X DELETE https://<IP or FQDN>/api/v2/users

-H x-1lxt-api-token:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1INiJ9[. . .]
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or
curl -s
-H x-1xt-api-token:eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzIINiJ9[...]
——insecure
-w "RESP_CODE: %{response_code}"
—d "{"id":"XXXXXXXXXXXXXXXXX",
"userId":"testuserl",
"password":"passwordl",
"email":"testuserl@Changed",

"lastName":"Last Name changed",
"customerId":"1234",
"roles":[{"name":"layerx_rolel",
"product":"Global SIP"}]}!
-X DELETE https://<IP or FQDN>/api/v2/users

Output (formatted):

{"status":201,
"message":"Success",
"data":[]

}

RESP_CODE: 200

+ Example 2: Delete existing user again

Command:

curl -s
-H x-1lxt-api-token:eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9[...]
—-—insecure

-w "RESP_CODE: %${response_code}"
-d@test_data/v2users.add.userl
-X DELETE https://<IP or FQDN>/api/v2/users

or
curl -s
-H x-1xt-api-token:eyJ0eXAi0OiJKV1QiLCJIhbGciOiJSUzIINiJO[...]
—-—-insecure
-w "RESP_CODE: $%${response_code}"
—d "{"id":"XXXXXXXXXXXXXXXXX",
"userId":"testuserl",

"password":"passwordl",
"email":"testuserl@Changed",

"lastName":"Last Name changed",
"customerId":"1234",
"roles":[{"name":"layerx_rolel",

"product":"Global SIP"}]1}"
-X DELETE https://<IP or FQDN>/api/v2/users

Output (formatted):

{"status":404,

"message":"Invalid user",
"data":[]
}
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RESP_CODE: 404

3.5. /v2/system

Method URL Description

GET /v2/system Retrieves current list of all update requests.

GET /v2/system/ Retrieves days remaining on license.
daysRemaining

GET /v2/system/license Retrieves license key.

PUT /v2/system/productkey/ Updates license key with {key}.
{key}

3.5.1. GET

/v2/system/daysRemaining
Output (formatted):

{"status": 200,
"message": "Success",
"data": {"daysRemaining": "171"}

}

/v2/system/license

Output (formatted):

{"status": 200,
"message": "Success",
"data": {"license": "9H3EJ-aaaaa-7X79K-nnnnn-ccccc"}
}
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4. Appendix

4.1. References

4.1.1. Complete API Reference

Method URL Description

GET /alerts Get a list of all assets.

GET /alerts/{alert_id} Get a single asset by asset id.
GET /assets Get a list of all assets.
Method URL Description

GET /assets/{asset_id} Get a single asset by asset id.
POST /assets Add a new asset.

POST /assets Add multiple new assets.

PUT /assets Updates a single asset.

PUT /assets Updates multiple assets.
DELETE | /assets Deletes a single asset.
DELETE | /assets Deletes multiple assets.

GET /system/stats Get system stats.

28



4.1.

References

41.2. /2

Method URL Description

POST /v2/login Get API token

GET /v2/1xt_updates Get all update requests
POST /v2/1xt_updates Add update request

PUT /v2/1xt_udpates Modify update request
DELETE | /v2/1xt_udpates Delete update request
GET /v2/users Get all users

POST /v2/users Add user

PUT /v2/users Modify user

PUT /v2/users/deactivate Modify user status to deactivated
PUT /v2/users/reactivate Modify user status to active
DELETE | /v2/users Delete user

4.1.3. Status Codes

All status codes are standard HTTP status codes. The table below are status codes commonly used in the

API.

Status Code | Description

200 OK

201 Created

202 Accepted

400 Bad Request by Client
401 Unauthorized

403 Forbidden

404 Not Found

500 Internal LayerX Error
501 Not Implemented
503 Service Unavailable
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