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1. VMWare Specification and Requirements

1.1. Dashboard Reporting VM Sizing Specifications

Size Cores | CPU Memory | Storage | Storage Spec Network
(vCPU)| Spec | (Gb) (Gb)
(Ghz)

Up to 5k | 8 2,8 16 500 SSD preferred 1GB
users Thick Eager Zero

15k HDD

1500 IOPS
5k to 20k | 12 2,8 32 500 SSD preferred 1GB
users Thick Eager Zero
recommended 15k HDD
option 1500 IOPS
20k to | 16 2,8 128 500/1000 | SSD preferred 1GB
40k users Thick Eager Zero

15k HDD

1500 IOPS

» The specs for 5k up to 20k users is the recommended option.




1.2. Arbitrator VM Sizing Specifications

1.2. Arbitrator VM Sizing Specifications

Size Cores | CPU Memory Storagé Storage Spec Network
(vCPU)| Spec (Gb) (Gb)
(Ghz)

Up to 10k 8 2,8 64 1000 SSD preferred 1GB
Thick Eager
Zero

15k HDD

1500 IOPS

10k to 30k 16 2,8 64 1000 | SSD preferred 1GB
Thick Eager
Zero

15k HDD

1500 IOPS

>30k up to | 16 2,8 128 1000 | SSD preferred 1GB
60K Thick Eager
recommended Zero

option 15k HDD

1500 IOPS

» The specs for >30k up to 60k users is the recommended arbitrator specification option.
Scalability questions to consider:

» Number of log devices

* Number of devices

* Number of users

* Number of Datacentres

« Storage retention Period

+ Other Data external Data Sources

« System intergration

* Archiving requirements

» Local attached storage an not Network attached
Notes:

» The CPU an RAM needs to be reserved a top priority (all the cores and memory)

+ Bandwidth between devices an Arbitrator needs to capable of data flows

1.3. Arbitrator Correlation Consolidation VM Sizing Specifications

Arbitrator Correlation Consolidation recommended option:
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1.4. DS-9 Netflow VM Sizing Specifications

Cores | CPU Memory | Storage | Storage Spec Network
(vCPU)| Spec | (Gb) (Gb)

(Ghz)
16 2,8 128 1000 SSD preferred 1GB

Thick Eager Zero
15k HDD

1500 IOPS

Scalability questions to consider:

« Number of devices

* Number of flows per second

« Storage retention Period

* Local attached storage and not Network attached

Notes:

» The CPU an RAM needs to be reserved a top priority (all the cores and memory)

» Bandwidth between devices an Arbitrator needs to capable of data flows

1.4. DS-9 Netflow VM Sizing Specifications

Size Cores | CPU Memory | Storage | Storage Spec Network
(vCPU)| Spec | (Gb) (Gb)
(Ghz)

Small 12 2,8 32 500 SSD preferred 1GB
Thick Eager Zero
15k HDD
1500 IOPS

Medium 16 2,8 64 500 SSD preferred 1GB
Thick Eager Zero
15k HDD
1500 IOPS

Large 16 2,8 64 500 SSD preferred 1GB
Thick Eager Zero
15k HDD
1500 IOPS

Scalability questions to consider:

* Number of devices

» Number of flows per second

+ Storage retention Period

* Local attached storage an not Network attached

Notes:

+ Larger then 200k flows per second requires distributed netflow servers
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1.5. Raptor Call Path Generation VM Sizing Specifications

The CPU and RAM needs to be reserved at top priority (all the cores and memory)

Bandwidth between devices and Arbitrators needs to capable of data flows

» The CPU an RAM needs to be reserved a top priority (all the cores and memory)

Bandwidth between devices an Arbitrator needs to capable of data flows

1.5. Raptor Call Path Generation VM Sizing Specifications

1.5.1. Raptor Server

Size Cores | CPU Memory | Storage | Network
(vCPU)| Spec | (Gb) (Gb)
(Ghz)
Per 1 2 2 30 100MB
Server

1.5.2. Raptor Client

Size Cores | CPU Memory | Storage | Network
(vCPU)| Spec | (Gb) (Gb)
(Ghz)
Per client | 1 2 2 30 100MB
Copyright © 2021 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 4
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2. Port Requirements

2.1,

Correlation and Dashboard System Connectivity

This table includes connectivity requirements between VAA Arbitrator, Reporting Dashboard, as well as
connectivity between these and the following: VOSS-4-UC, NTP, DNS and AD.

Source

Destination

Port / protocol

Notes

Correlation Server / Dash-
board Server

Correlation Server / Dash-
board Server

5432, 5433, 5000, 60514,
64514, 64515, 65515,
65516, 64005, 64004,
62009, 62010 (all TCP)

Note: Intra-system com-
munication and queries —
Bi-directional

Correlation Server

Correlation Server

62002, 62003, 62004,
62005, 62006,
11501,30501, 30503,

40501, 40503 (all TCP)

Note: VOSS Fabric TLS
tunnel Connection Ports
— Bi-directional between
Customer systems and
NOC systems for event for-
warding

Correlation Server / Dash-
board Server

Network Resources (NTP,
DNS)

583, 123 UDP

Time and DNS

Client PC — GUI Interface
and CLI Management Ac-
cess

Correlation Server / Dash-
board Server

443, 8443, 22, 80 TCP

User Interface Access

VOSS-4-UC

Dashboard Server

27020

Database access

Correlation Server / Dash-
board Server

AD

389 636 TCP UDP

Authentication

2.2. Cisco UC Monitoring System Connectivity

Source

Destination

Port / protocol

Notes

Monitored Cisco UC sys-
tem

Correlation Server / Dash-
board Server

514 tcp/udp, 22 tcp, 162
udp

Cisco syslog, snmp trap,
CDR/CMR file transfer

Correlation Server

Monitored Cisco UC sys-
tem

443 tcp, 8443 tcp, 22 tcp,
21 tcp, 161 udp

Correlation server AXL
query, ssh and snmp

query




2.3. MS Teams System Connectivity

2.3. MS Teams System Connectivity

Source Destination Port / protocol Notes

MS Teams - Cloud Agent | Cloud Arbitrator 5432 tcp 443 tcp Collects data from the MS
Teams Tenant to the arbi-
trator

Cloud Arbitrator Dashboard Server 5432 tcp Pushes data to the dash-
board to display dash-
board data

Client PC — GUI Interface | Correlation Server / Dash- | 443, 8443, 22, 80 TCP User Interface Access
and CLI Management Ac- | board Server
cess

2.4. Netflow and DS9 Monitoring System Connectivity

2.4.1. Communication ports between Netflow Source and DS9

Source Destination Protocol Port Direction Description

Netflow DS9 UDP 9996 Unidirectional Netflow v5 (Optional)
Source

DS9 Netflow Source UDP 161 Unidirectional SNMP queries

2.4.2. Communication ports between the DS9 Server and Dashboard Server

Unless the DS9 and Dashboard Servers are located in the same subnet, system administrators need to
ensure the following network ports are open between these two components.

Source Destination Protocol Port Direction Description
Dashboard DS9 TCP 8082 Unidirectional Data respository acces:
Server

DS9 Dashboard Server | TCP 443 Unidirectional DS9 System Stats

DS9 Dashboard Server | UDP 514 Unidirectional DS9 System Logs

2.5. VOSS-4-UC Port Usage

VOSS-4-UC port usage for each node type:
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2.6. Skype for Business Monitoring System Connectivity

Protocol Ports WebProxy node Application node | Database node
ssh /sFTP TCP 22 X X X
http TCP 80 X X

https TCP 443, 8443 X X

snmp TCP/UDP 161, 162 X X X
mongodb TCP 27017, 27030 X

mongodb TCP 27019, 27020 X
LDAP TCP/UDP 389 (636 X

TLS/SSL)
NTP UDP 123 X
SMTP TCP25 X X

2.6. Skype for Business Monitoring System Connectivity

Source Destination Port / protocol Notes

VOSS Forwarder installed | Customer SfB Monitoring | 1433 Collection of CDR/QoS

on Windows Machine Server (SQL) Data. SfB monitoring
server is typically de-
ployed on the SfB Front-
End Server (Option 1)

VOSS Forwarder installed | Separate Customer SfB | 1433 Collection of CDR/QoS

on Windows Machine

Reporting Server - QoE
DB (SQL)

Data from the Reporting
(QoE) Server that is a
replication of the SfB Mon-
itoring Server (Option 2)

VOSS Forwarder installed
on Windows Machine

Arbitrator Correlation

62009-62010, 514

Management and Syslog
Traffic

VOSS Forwarder installed
on Windows Machine

Dashboard / Reporting

62009-62010, 5432-5433,
80, 443,514, 1194

Management and Syslog
Traffic

SfB Monitoring Server Dashboard / Reporting 1433 SQL Transactional Data
Replication

SfB Monitoring Server Arbitrator Correlation 80, 443 SDN Traffic

SfB Monitoring Server Dashboard / Reporting 80, 443 SDN Traffic
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3. Deploy

3.1. Deploy and VM Installation Steps

1. Download the ISO to directory accessible by the VSphere client.

2. In the vSphere client, create a new Debian Linux 64-bit guest operating system VM with:
« disk space
- RAM
- vCPU

according to the recommended hardware specifications for the required configuration. See the VMWare
Specification and Requirements.

Choose a VM name, for example “VAA”.

3. Attach the downloaded ISO to the CD/DVD drive. For Device Status, select Connect at power on. Make
sure that the CD/DVD drive with the attached ISO is set to boot first.

4. Power on the VM.

5. You will be prompted with the following message:

() Analytics V5 - *

File View VM

console log level to 1
1ith device nodes

filesspartitions

wice for this installer.

B,

B

izsks will be partitioned.




3.1.

Deploy and VM Installation Steps

6. Press <Enter> (to start install) or <Ctrl> + C to exit.

7. You will see . 1xp packages being installed. This takes a while.

ackage
30 I.'n'||:
A kage
e -

mijie
package
pave ke
package
package

: Unpacki

Uapack

Unpai
Unpar

|
king
ke 1wy

’ - gap . 1
‘ant~ 1zof
srnts
s
smnts
rnt
mnt o
st
it
Zmant
mnt
rant

Please choose from the Ffollowing nptinns.

o —————————

el Koot Password
Metwork Confliguration
Time Configuration
Finish

This allows you to set the following:

Root Password

Hostname

IP Configuration

DNS

Time

Navigate to each of the setup screens using the following keys:

* <Up> Arrow key
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3.1. Deploy and VM Installation Steps

* <Down> Arrow key
+ <TAB>
» <Enter>

9. To set the root password use the <Up> and <Down> arrow keys until Set Root Password is highlighted.
Then press <Enters.

10. You will then be asked to type the Root Password twice.

11. After entering the new Root Password you will return to the Main configuration screen.

ayerX Installer

Lay
Please choose from the following options.

et Koot Fassword
Hetwork Configuration
Tine Configuration
Finish

I
|
I
I
I
I
1
I
I
I
!
I
I
*

You can now proceed to the Networking Setup section in the Assurance and Analytics Install Guide.
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4. Networking Setup

4.1. Arbitrator Networking Setup

1. Deploy OVA Arbitrator
2. From the console login as admin/admin

3. Configure networking

LayerX Administration +
Please choose from the following options.

Time Configuration
Advanced ARB Options
Arbitrator Backup Restore
Change Arbitrator Branding
Change Passwords

Fix Corrupt Ndx

LayerX Upgrade

Resize Disk

Restart openldap

VPN Client Configuration
VPN Server Configuration
VPN Server Connections

11



4.1. Arbitrator Networking Setup

LayerX Network Configuration +
what would you 1like to configure?
+ _________________________________________________________________
| ‘nterface Settings|
DNS Settings
Hostname
Quit
+
+
< #K |
_____________________________________________________________________ +
_ _ LayerX Network Configuration
wWhich interface would you Tike to configure?
+ ___________________________________________________
| - thQ 172.30.15.120/24
| New Tun/Tap
| Back
|
|
_ LayerX Network Configuration
wWhich parameter would you 1like to change on eth0?
+ _______________________________________________________
of
» LIPS ..
Extra Routes .
Speed auto
Duplex full
Clear
Save
Cancel
IP Address Format: <address/netmask>
+ _________________________________________________
1172.30.15.120/24
| Enter IP Address/netmask
|
Copyright © 2021 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 12
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4.2. Dashboard Reporter Networking Setup

LayerX Network Configuration
which parameter would you 1like to change on eth0?

+ ________________________________________________________

DHCP off
IPs _

- xtra Routesj.. .|
Speed auto
Duplex full
Clear
Save
Cancel

4. Once you have configured networking go back to Interface settings and set the hostname of the server
and any DNS Settings.

EXtra Route Format: <network/mask> <gateway> |<i

5. Save then Quit.

4.2. Dashboard Reporter Networking Setup

1. Deploy OVA Dashboard/Reporter

2. Repeat the Arbitrator Networking Setup steps to configure Network/Hostname and DNS for the
Dashboard/Reporter.
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5. Database and System Setup

5.1. VOSS-4-UC Database Setup

1. Add a Database user - this is a Read only user

pTatform@gsrl0-unl:~$ database user add 1.1.1.1 Analytix|j

tPAddress of Dashboard

Server

2. Take note of the username and password you have just configured
3. Now log in to the GUI on the Dashboard Server username admin — password admin

4. Click on the Hamburger Menu shown Below

5. Click on Data sources

14



5.1. VOSS-4-UC Database Setup

[0 CUCM Customer Status

[0 Dally Reports

[T Key Metrics Reporting

[ System 5tatus Dashboards

# Cisco UCM Call Quality Analysis for Locations 2/1/1

2119

& Cisco UCM Route Pattern Analvsis 2/19/19 - 2721/

6. Click on New Data Source

Data Sources

172.30.12.120 ~

Mew Data Source

172.30.15.120

Data Source Type

Remote Arbitrator Postgres Database ~
Host

172.30.15.120

7. Fill out the form presented.
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5.2. Install Arbitrator System

Name nName

test Enter a name for this data source.

Data Source Type

‘_____-———Data Source Type

Voss Mongo Database v
Select the data source type and fill in the fields below.
Ip

localhost T Set the IP Address of VAUC UNI
Port
27020
Db
VOSS
Username

. —
Ana|)"1|>(| Username you set on VAUC

AuthSource

VOSS -— :
Change the AuthSource From admin to VOSS

Password

seesrnas - Password you set on VAUC
sl

frue -

Allas

8. Repeat the process above to Add the Arbitrator as a Data Source

Name Name

‘gt nter a name for this data source.

Data Source Type
Data Source Type

Remote Arbitrator Postgres Database v
Select the data source type and fill in the fields below.
Host
localhost Set the IP Address of the Arbitrator
Port
5432

5.2. Install Arbitrato

5.2.1. Policy Configuration Files

Polices are a modular groupings of correlation rules, actions and response procedures that define how
to respond to certain situations that happen on the monitored systems. Policies are usually system and
manufacturer specific but can contain custom scripts for actions and response procedures. Each policy will
also contain several correlation rules that are designed to create Alerts based on the best practices of that
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5.2. Install Arbitrator System

particular system manufacturer.

The configuration files in this table are installed at the end of the installation process. The purpose of the
components are:

« Controls

Controls are actions that the system can automate user actions to support data collection, analysis
before presenting to an operational user as a alert to help reduce User input and provide information
and actions faster.

— Turn a alarm a different colour

— Push alert to another system such as dashboard server or a correlation server
— Auto acknowledge alarms

— Email the alert to a destination

— Create a ticket with ServiceNow

— Pre scripted action based on a response

Other options that can be developed are:

Using APl send the data to another destination

Interact with another system

Run a script to collect additional information

Run a script with actions to change state or configuration
* Probes

A probe is a script that is defined to poll a system to collect data from a remote system. This is
important if the data required cannot be streamed from a system to the arbitrator to be ingested, the
arbitrator and collect the data remotely by periodic probing of the system. Examples of probes that
collect data

- AXL
- API
- CLI
» Response procedures
Contains group of controls that are assigned to the policies
» Policies

A policy is a set of rules for the data that is turned in a to an alert. It enables an alert to be generated
and defines the alarm ID and the content of the alarm that gets presented to a user.
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doc-feedback@voss-solutions.com



5.2. Install Arbitrator System

Component Filename
Controls STDCONTROLS . 1xcfg
Probes StandardDeploymentProbes.lxcfg

PROBES. 1lxcfg

Response Procedures

Policies SiteStats_08122020.1xcfg
POLICIESUCCE221020.1xcfg
POLICIESCUCM221020.1xcfg
POLICIESCUCIMP221020.1xcfg
PINGMON. 1xcfg

5.2.2. Installation Steps

1. Log in to the Arbitrator: admin/admin

2. Click on the spanner icon

3. Click on the icon shown below
i Apps W Bookmarks Cisco BT DH LAB Links @@ jira shared withme % VO3S Partner Portal BT CR

V0SS A 4 il R (1

POLICY CONFIGURATION = Rules  Firters

Policies Rules

MNama Eallowar Mama Thrachnald Windmar Sevarite

4. Click on Import
IRT Export | Import

Load a configuration package: | Ghoosefle | Nofle chosen & Upload

5. Click on Choose file, then select your file and click OK.
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5.2. Install Arbitrator System

<« BCX » Policy ~ @ Search Policy o
MNew folder == - | 9 %) V0SS Partner Portal BT CR Engineering  Cb Best JSON Viewer a...
[ MName - Type * ﬁ ¢
* D policyStandardBuild. kcfg LXCFGF
emg A
ive F
nin Load a configuration package: | Chapse file |Nofile chosen I
tation
2 1
mers
v £ >
File name: w | Al Files ~
6. Ensure the file you have just selected shows next to choose file, then click Upload.
Load a configuration package: Choose file | poligyStandardBuild.k<cfg & Upload
. 2
7. Once the file has uploaded click Import.
19
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5.2. Install Arbitrator System

Load a configuration package: Choose file | policyStandardBuild. kcfg & Upload

Package Name:
Package Description:
Package Type:
Package Date:

Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:
Updating Policy Module:

_ Hndating Polirw BModle-

policy153

policy153

backup

03/15/20 21:14
Cisco CVP Alarms (Syslog)
Cisco ICM Alarms (Syslog)
Cisco UCCE - Error Events
CUC_EvtCat
CUC_LicCat
CUC_SrmCat
CUCM Media Resource Alarms
Cucm_CmCat_Audit
Cucm_CmCat_Capf
Cucm_CmCat_Car
Cucm_CmCat_CdrRep
Cucm_CmCat_Cef
Cucm_CmCat_CertMon
Cucm_CmCat_Cm
Cucm_CmCat_Cmi
Cucm_CmCat_Ctiman
Cucm_CmCat_lls
Cucm_CmCat_lpvms
Cucm_CmCat_Lbm
Cucm_CmCat_Phone
Cucm_CmCat_Tcdsrv
Cucm_lmpCat_Upclstrsync
Cucm_lmpCat_Uprepl
Cucm_lmpCat_Upsconfig

Cucm_lmpCat_Upspresence

Cuem ImniCatr nsreres o

w

3 [

8. Repeat this procedure for:

« Controls

* Probes
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5.3. Set up Arbitrator to Arbitrator Communication

* Response Procedures
* Policies

See: Policy Configuration Files

5.3. Set up Arbitrator to Arbitrator Communication

Log in as admin on the central/lead arbitrator and go to VPN Server Configuration

PN Server Configuration

Then Clear Fabric Configuration, then reset this up:
a. Set the Organization name

b. Set The Public Ip Address ( this is the address of the Arbitrator)
c. Set Authorized Client Port to 62003
d. Set the Negotiation Port to 62004
e. Set the VPN Subnet (to a number between 1 and 150)
f. Set the Ethernet Interface Number (Usually 0)
As shown in the example below:
Copyright © 2021 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 21
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5.3. Set up Arbitrator to Arbitrator Communication

lear Fabric Configuration

On the subordinate Arbitrator log in as admin and navigate to VPN Client Configuration
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5.3. Set up Arbitrator to Arbitrator Communication

Please choose from the following options.

+
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

1. Clear Fabric Configuration to remove any remnants of other tunnels
2. Then set the Server Address as the IP address of the Central/Lead Arbitrator
3. Ensure the Negotiation Port is set as 62004
4. Click Done.
A Tunnel will now be set up between the Arbitrators.

You can check this by running the following commands in CLI when logged in as root:

root@dharbl: # netstat -ne | grep 3050

0 169.254.5.1:30501 .254.5.6: TIME_WAIT O
169.254.5.1:30501 .254.5.6: ESTABLISHED 0
169.254.5.1:30501 .254.5.6: TIME_WAIT 0
169.254.5.1:23238 .254.5.6: TIME_WAIT 0
169.254.5.1:30501 .254.5.6: TIME_WAIT O
169.254.5.1:23280 .254.5.6: ESTABLISHED 0
169.254.5.1:23166 . .5.6: TIME_WAIT 0

0000000

tcp
root@dharbl: # |

root@dharbl: # netstat -ne | grep 6200
0 0 192.168.58.42:62003 . .58.38:37680 ESTABLISHED 0 8520558
Q0 0 127.0.0.1:50688 27.0.0.1:62009 ESTABLISHED 0 24342

0 127.0.0.1:62009 .0.0.1:50688 ESTABLISHED 0 19387

tcp Q0
root@dharbl: # |}

To set Alerts to be forwarded from the subordinate Arbitrators to the Central/Lead Arbitrator:

» On the Subordinate Arbitrator go to Response Procedures in the config area of the GUI:

Copyright © 2021 VisionOSS Limited. All rights reserved. We appreciate and value your comments. Email: 23
doc-feedback@voss-solutions.com



5.4. Install Dashboard System

Methods
Control Type: LinkIPToAlert
Destination: |NZ Z As Event? _\
Click here
then click save
2. Insert the name of the Central ARB L
Ensure as event is ticked

1. Click Forwarder to add

-

E <+ Control <4 Forwarder

5.4. Install Dashboard System

1. Access the Dashboard Server: admin/admin
2. In the top banner bar click on admin, then click on Import/Export Wizard.

& Options ~ & admin -

Summary Dashboard = Summary Dashboard_Drilldowr

& Number Inventory Status

3. Click on Choose file, then navigate to the file you wish to import (dashboard files have the . 1xtr file
extension) then click OK.
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5.4. Install Dashboard System

< BCX » Dashboards v | O Search Dashboards pel

folder ==~ MH o % WOSS Partner Portal BTCR Engineering  Cb Best JSON Viewer a...

~
ﬁ o S . _
D Dashboards-std.lxtr 02/06/2020 08:14 LXTR Fil

*
Import Export
-+ —_—
Ls
s v < 3o——
2
“ile name: | Dashboards-std.bdr V‘ All Files o5
=
o«

Select a file to Import

Can be o _ixtr or .csv file.
For o CSV mapping file, make sure there is no header line. File will be parsed using one of two orders:
First order: key,value.

Second order: type, key value. (with type has volues 0:Regex, 1: Greater Than, 2: Less Than, 3: Range, 4: Equals) (Range's format is ‘Min : Max)

No file chosen

UPLOAD

‘

4. Ensure your file is visible adjacent to Choose file, then click Upload.

First order: key,value.

Second order: type key, value. (with type has values 0-Regex, 1: Greater Than, 2: Less Than, 3: Range, 4: Equals) (Range's formai

Choose file Dashboards—std.lxtrﬂ_._______
1

UPLOAD

2

5. Your file will then upload, and you will see the below — click OK.

File imported successfully.

6. Log in to the Dashboard CLI as admin/admin.
7. Navigate down to Voss4uc - Force Collection and click OK. This will then sync VOSS-4-UC data into
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5.4. Install Dashboard System

the dashboard.

ossduc - Force Collection
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6. Certificates

6.1. Add Certificates

1. SCP the new server.crt and server.key tiles to the etc/apache2/ directory on the system,
ovewriting the old certificate files.

Recommended: back up the current certificate files prior to overwriting them.
2. SSH to the system as root and restart the apache service using the sv restart apache command.
3. Clear browser cache.

4. Apache will now use the new signed certificate.
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7. CUCM Asset Onboarding

7.1. Customer Onboard

7.1.1. Add Customer CDR Folders

1. Log in via the command line interface to the Arbitrator selected to receive CDR data from the CUCM.

2. Use the admin credentials to log in.

etwork Configuratiorn

3. Navigate to Advanced Arb Options (as shown above) and click ok.
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7.1. Customer Onboard

@' 217.32.186.199 - PuTTY

o5

June 05, o749

Main Menu
WMeloowse to ©

he Arkhitr
Flease choose from th
Configure networki
Configure out-of-hk
Advanced

Change colors
Lhout

it

Network Mennu

choose from
WP
Direct

services

Configure
Configure
Configure

AIlC

5. Now press 3.

Ly

FM TTC

ator (TH)
options.

Inenu.

232

yale)
and alerting

options.

Fakhric

hitrator Conh
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7.1. Customer Onboard

.@' £217.32.186.199 - PuTTY

June 05, 2020 07:50 FPM UTC

Services Menu

FTF Service

TDFP Forwarding Zervices
Event Forwarding Zervices
Cisco Zervic

Back

6. Press 4.
@' Z217.32.186.199 - PuTTY

June 05, 202 07 :50 FM UOTC

1) Conficgure Ci
0) EBack

7. Press 1.
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7.1. Customer Onboard

.@' 217.32.186.199 - PuTTY

June 05,
Cizsco Call Manager HMenu

View Add,

View configured Cisco Call Managers
Add Cisco Call Manager

Delece Cisco Call Manager

Clear All Cisco Call Manager Configuration
Back

8. Press 2.

This will open the screen below.
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7.1. Customer Onboard

10.1 30. 1¢
10.2
i0

10
10.
i0
10.25
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
i0. 549

=

[
0 ra

[y B
[ ]

]
(4]

9. Add the IP Address of the call manager then press <CTRL>-X to save.

7.1.2. Add Customer Assets

1. Log in to the Arbitrator as admin.
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7.1. Customer Onboard

<« C @ O G hitps//172.30.42.169/ui/indexphp * o v oo &=

Dcisco 8T [IDHLAB [(IVoss [JAssurance [ Tools [ Customer Systems [ DazPersonal [ Demosuite
SA ) 9 A Q N s &odnin -
$ ASSET EXPLORER Dipiang 1400140 | « | ¢ | > | » | 0 ~

Q

STATUS

AAALAAA

e
eI EIEIE =P
£

ssers (= o
> i vauc
> i Voice Gateways

> @ CYCLETRONIC

PANDABANK
ELTETECHS
BODYSHOX
NEXTWAVE
SHARED ARCHITECTURE

RN

WIGG0
> @ WINDOWS SERVERS

> i Ungrouped

2. Click on the wrench icon (Highlighted in the red box)

C @ G G hitpsi//172.30.42.169/Lxtconfig/index.php bk

[cisco [J8T [JDHLAB [JVoss [JAssurance [JTools [ Customer Systems [ DazPersonal [J Demosuite

A 2 4 B % 2 8 2 a &
POLICY CONFIGURATION | Rus | s

Policies Rules
] Name Fallover | | [] Name Threshold Window Severity Response Procedure
=~ =
[ anzerayen z [] Er-Down ume 1 minute @ crical Defaut IRP £3)[ =
[[] cisco cube psprRM 8 —
["] erpown2 ume 1 minute @ critcal Defauit 1RP £s| =

[7] cises cupe FLEX_DNLD

[ cisco cue voice_ALE AccT
[7] ciseo cupe voipasa

[] cisco cue call control

[7] Cisco Cube CallTreat

[] cisco cube call Treat No signal
[ cisco Cube ccH323

[] cisco cupe ccm

[ cisco cupe csm

[] ciseo cube csmvaice

[ cisco cube pswe

[ tisco Cube Gk

[ ciscocupe vr

[ Gisco Cube VR MSB

[] ciscocue sie

| e

S

3. Click on the Globe icon (as highlighted in the red box), this will then open the Asset Configuration
screen.
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7.1. Customer Onboard

C @ O & hitps//172.30.42.169/Lxtconfig/indexphp 4

Dcisco 8T [(JDHLAB [(Voss [JAssurance [JTools [ Customer Systems [0 DazPersonal [ Demosuite

Qvoss A2 4 i E {2 a4 an
ASSET CONFIGURATION

Groups Assets
Group Name IPAddress  AssetName Description Type Montor profile

9 B0DYSHOX 0
8 CYCLETRONIC 5.

- ELTETECHS 2

. NEXTWAVE 2

8 PANDABANK O

8 SHARED ARCHITECTURE | 2
mvauc 1

8 Voice Gateways 0
mwicco 2

8 WINDOWS SERVERS  ©

8 Ungrouped 5

Fiter [ | Filter sort
column pattern clumn

=
=s =Enn

IPAddiess v

4. With All groups selected, click the + icon

¥,

n oo &=

2 admin~

Save

No records assets « first prev next last> | 20 v
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7.1. Customer Onboard

VoSS

ASSET CONFIGURATION

Groups Assets
D Group Mame |:| IP Address Asset Name Description
B All groups

|| i BODYSHOX 0

[ | #m cycLETRONIC 3

[ i ELITETECHS 2

[ i NEXTWAVE 2

[ il PANDABANK 0

[ | il SHARED ARCHITECTURE ~ 2
[ i vauc

D B Voice Gateways 0

[ | mwiceo 2

[ i WINDOWS SERVERS &

| | [ Bnew o |

i Ungrouped 5

This will create a new folder as shown above.

To rename this folder double click on it, rename and press <Enters.
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7.1. Customer Onboard

ASSET CONFIGURATION

Save

Groups Assets
Group Name IPAddress _Asset Name Description Type Monitor Profile
8 All groups

8 BODYSHOX 0

8 CYcLeTRONIC 5

. EUTETECHS 2

9 NEXTWAVE 2

8 PANDABANK 0

8 SHARED ARCHITECTURE 2
mvauc 1

8 Voice Gateways 0
mwiceo 2

8 WINDOWS SERVERS

8 NEW CUSTOME 0

8 Ungrouped 5

Filter
column

=8 =80

Filter sort sddress s
Al - |Fain SO | 1P Address Norecords assets «first prev next last» | 20

With the new folder (NEW CUSTOMER) highlighted, click the + in the right-hand pane.
O voss A @ 4 B 2 a

ASSET CONFIGURATION e
Groups Assets

Step 3
Group Name 1P Address Asset Name Description Type Monitor Profile

ey . 2
0 Al zroups Properties | Interfaces Step 2
soD¥sHox 0 Enabled Model

8 CYCLETRONIC 5

Maintenance Mode Step 1 Version

- eumerecs
= 1P Address 4] MAC Address
. NEXTWAVE 2

AssetName Alas
8 PANDABANK 0

Description Manufacturer
8 SHARED ARCHITECTURE ~ 2

Host Name Timezone | UTC
mvac
_ Type | Unknown v Customer .
8 voice Gatevays @
o (7 Adress st .
8 WINDOWS SERVERS ~ 6 External URL

8 NEW CUSTOME 0

8 Ungrouped 5

+ Step 1 — Enter IP Address (Mandatory)
Asset Name (Mandatory)

You may then enter any other information you have into the relevant fields.

+ Step 2 — Click on
+ Step 3 — Click Save
Repeat the above for all assets you wish to monitor.

Alternatively, you can upload multiple assets using a CSV import.

CSV Import of Assets

It is possible to upload multiple assets using a CSV file.
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7.1. Customer Onboard

Asset Import Template-dh - Saved - D search DaronHamiton DH @ — 0O
fle  Home msert  Pagelayout Formubs  Data  Review  View  Adddins  Help & share  © Comments
DL:& Calibri dn AN E=E] ®r Bwepe General - == % E’/ &8 =% = U é? /O
S BB (oA |2 B - [ % 9 98 | S o G| b o Fom | O ot s |
Clipboard I Font [ Alignment N MNumber [F] Styles Cells Editing Analysis Sensitivity
D2 - £ | 3amieiazn
A B c b E F s H ) K L M
1 |TEST-DEVL Test 165.137.166.69 AAIAA:I1:11:22:22 Cisco cucm TEST-DEVL NEW CUSTOME voice server
2 [resT-DEV2 Test 165.137.166.70 [33:33:11:11:02:22 lcisco cucm TEST-DEV2 NEW CUSTOME voice server
3
s
5
5
7
3
3
0
1
2
3
4
5
3
7
s
9
0
1
2
E i
4
. .-

The CSV file is available in the Google Drive.

Llippoara L] ront L] Allgnment L] Mumper L] STyIes
Al - || AE_NAME

A B C D E F G H I J K L M N 0
1 AE_NAMElDESCD IP_ADDRE MAC_ADCVENDOR MODEL DESC1  HOST_NAIDESC2  GROUP_M REMDER_PTIME_ZOMN COMMEN Physical Address
2 |MN_10RPIMediaGat 165.137.166.69 Avaya G450 MN_10RPP NEWCUT unknown MG35 Saint Paul, MN

Above is an example.
The mandatory fields are:
* AE_NAME
e IP_ADDRESS

You can also use this CSV to create the asset and the Asset group and place the asset into the group.

Note:
* Remove the header row before you try to upload.
» Mac Address field must be in the following format: XX : XX : XX : XX : XX : XX

» Renderer — This selects the icon seen on the Arbitrator. The options are:

unknown
router
firewall
switch

voice switch
switch voice
server

voice server
server voice
workstation
phone
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7.1. Customer Onboard

How to Import using CSV

1. Log in to the Arbitrator with admin privileges.

2. Click on the to open the configuration screen.

3. Click on the E to open the Asset Configuration screen.

Civoss A2 4 i E N 2 8 2 a s
ASSET CONFIGURATION
Groups Assets
Group Name IP Address Asset Name Description Type Monitor Profile
i All groups

il BODYSHOX 0

il CYCLETRONIC | 5

i ELITETECHS | 2

il NEW CUSTOME | 0

il NEXTWAVE | 2

il PANDABANK 0

il SHARED ARCHITECTURE = 2
i vauc 1

i Voice Gateways 0

il WIGGO | 2

il WINDOWS SERVERS | &

il Ungrouped | 5

Filter Filter 0l
column A ~ | pattern column | P Address v
= =

4. Click on the ﬁ

This will then open the below.
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7.1. Customer Onboard

Import Assets

Select files to Import

Browse... | Mo file selected.

Importing assets will overwrite any assets in the system.

| cancel TR

5. Browse to your csv file.

1T <« MyUnve > VAA > 1, BUILD & ADMIN GUIDES > Customer Unboard ~ o M search Customer Unboard x L) Voss Solutions - Calent

Organize v Mew folder =~ I @

I This PC A Name Date madified
30 Objects

&2 2.Customer Onboard 13/05/202115:02 Microsoft Word D... 63KE
[ Desktop &2 5. Application User 28/04/2021 14:05 Microsoft Word D... 95 KB
Documents Asset_Import_Template (2) 27/10/202013:35 Microsoft Excel C...

Type Size

KB
& Downloads | &7 Asset_Import_Template-dh 07/06/2021 11:03 Microsoft Excel C... 1k6 |
B Music deskiop 05/06/2021 03:03 Configuration sett... 1KE
[&] Pictures LPmﬂle
B videos
508 (Cy)
= Google Drive (¢,
File name: | Asset_import_Template-dh | AnFies v
=
[ NexTwave 2 No file selected
il PANDABANK 0
- - Importing assets will overwrite any assets in the system.
i SHARED ARCHITECTURE 2
mvauc 1
i Voice Gateways 0 m
W WIGGD 2
6. Click Open.
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7.1. Customer Onboard

Import Assets

Select files to Import

| Browse.. | Asset Import_Template-dh.csy

1POrinNg asses OWverwrite any assets I one sYsoem

7. Click Import

Once the Import has completed check, the Asset Configuration screen to confirm your assets are
present and in the correct location.

C)voss A 2 4 i B \ » 4
ASSET CONFIGURATION
Groups Assers
Group Name IP Address Asset Name Description Type Monitor Profile
B Al groups. 165.137.166.69 TEST-DEV1 Test Server voice No profiles set pd
i BODYSHOX 0 165.137.16670  TEST-DEV2 Test Server voice No profiles set #
il CYCLETRONIC 5
N ELITETECHS 2
Bl NEXTWAVE 2
il SHARED ARCHITECTURE 2
mvauc 1
il Voice Gateways 0
WmwicGo 2
il Ungrouped ' 5
7.1.3. Assigning Probes to Assets
Assign Standard Probes
1. Log in to the Arbitrator with admin privileges.
2. Click on the to open the configuration screen.
3. Click on the to open the Asset Configuration screen.
4. Select the Asset Group that contains the assets you wish to configure
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7.1. Customer Onboard

Qvoss A2 4 i E X a2 a4 X a 8

ASSET CONFIGURATION

Groups Assets
Group Name 1P Address Asset Name Description Type Monitor Profile
8 All groups 165.137.16669  TESTDEVI Test Server voice Noprofilesset | £
i BODYSHOX 0 16513716670 TESTDEV2 Test Server voice Noprofiesset | £

8 CYCLETRONIC 5

N EUTETECHS 2

8 NEW CUSTOME 2

i NEXTWAVE 2

i PANDABANK 0

8 SHARED ARCHITECTURE ~ 2
mvauc

1 Voice Gateways 0
Wmwiceo 2

{8 WINDOWS SERVERS | 6

i Ungrouped 5

5. Click on the wrench icon as shown below.

C @ O & https://172.30.42.169/Lxtconfig/index.php

[cisco [IBT [JDHLAB [JVoss [JAssurance [JTools [ Customer Systems [ DazPersonal [ Demosuite

4 W E R 2 8 &

ASSET CONFIGURATION

Groups Assets
Group Name 1P Address Asset Name Description Type Monitor Profile
i All groups. 165.137.16669  TEST-DEVI Test Server vaice No profiles set
i BODYSHOX ' 0 165.137.166.70  TEST-DEV2 Test Server voice No profiles set ya

il CYCLETRONIC | 5
il ELITETECHS * 2
il NEW CUSTOME ~ 2

i NEXTWAVE 2

This will then open the Assignment screen.

MONITOR PROFILE » TEST-DEV1

Groups Templates/Profiles
Probe Group Name Frequency Credentials 1 &2 Enabled
~
1.PING Monitor 1

2Cisco CUCM RIS CmDevice_creds 3
3.Cisco RTMT 1
4Cisco CUCM Version 1
5.CIsco Expressway Call Detall-APl 1
6.Cisco Expressway-AP| 2
7.CUCM Perfmon AXL Counters 1
8.Cisco Unity Perfmon AXL Count... 1
9.Cisco IMP Perfmon AXL Counters 1
9a CUCM-END USER 1
9b.VOSS4UC 1
BODY-EMEA Cisco Unity Perfmon ... 1
BODY-EMEA CUCM Perfmon AXL ... 1

BODY-NAM Cisco Unity Perfmon . 1

6. You can now drag the required probe from the left pane to the right pane.
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7.2. Call Manager Configuration

C @ O & https//172.30.42.169/Lxtconfig/index.p} hxd L m oo &=
Ocisco (18T [JDHLAB [IVoss [DAssurance [JTools [ Customer Systems [0 DazPersonal [ Demosuiite
MONITOR PROFILE » TEST-DEV1 Cancel
Groups Templates/Profiles
Probe Group Name Frequency Credentiais 182 Enabled

2Cisco CUCM RIS CmDevice creds 3 = PR
3cisco T

4isco CUCM Version

S iscoExpressuay Call DecalAPL 1

6Csco Bxpressway APl

7CUCH pertnon AXL Councrs

8sco Uy Pertmon AXLCount.. 5

osco WP Pertmon AX. Courters

SaCUCH-END USER

9bVOSSAUC

BODY-EMEA Cisco Unity Perfmon

7. Ensure the Drop Zone (Blue Area) Reduces down before you drop.

U @ U Ca nhitps//1/2.30.42.169/Lxtconfig/i P w v oo v
DCisco LI6T CIDHLAB DVess (I Assurance D Tocts [ Customer Systems £ Daz Personsl (3 Demosuite
MONITOR PROFILE » TEST-DEV1 Cancel
Groups Templates/Profiles
Probe Group Name Frequency Credentals 18.2 Enabled
P I ST — 305econds None &None

2.Cisco CUCM RIS Cmbevice_creds 3
3Cisco RTMT
4CIsco CUCM Version

5.Cisco Expressway Call Detall-API 1

9. Once finished click Update and then click Save.

8. If you then click on you can set any time schedules / credentials required for this probe

Note: It is possible to assign multiple probes at the same time.

7.2. Call Manager Configuration

7.2.1. Application User

1. Create an Application User on the Call Manager, follow the standard Cisco documentation.
2. This user will need to have permissions granted.
3. Create a new Access Control Group named AXL-GROUP.
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7.2. Call Manager Configuration

System = CallRouting * Media Resources +  Advanced Features » Device *  Application = User *  Bulk Admini ion *

Help =

Access Control Group Configuration Relatq

Status
. Btatus: Ready

-Access Control Group Information

Name* [axL-GrP

Available for Users with User Rank as * [ 1 - Default User Rank

e

User

4. Add roles to this new group.

dluli.  Cisco Unified CM Administration
CISCO ¢ Cisco Unified Communications Solutions

System v CallRouting + Media Resources v  Advanced Features + Device v  Application + User Management =  Bulk Administration + Help «

Access Control Group Configuration
LB Save

r Status

@ Status: Ready

~ Access Control Group Information

Name* AXL-GRP

r Role Assignment

Rol& | Standard AXL API Access
Standard AXL API Users

Assign Role to Group
Standard AXL Read Only API Access

Delete Role Assignment

Save

@ *_ indicates required item.

5. Edit the Application User you created and assign the following groups:
+ AXL-GROUP

+ Standard CCM Server Monitoring

« Standard RealtimeAndTraceCollection

7.2.2. Enterprise Parameters

In Enterprise Parameters navigate the section Cisco Syslog Agent and configure the IP address of the
Arbitrator in one of the Remote Syslog Server Name fields.
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7.2. Call Manager Configuration

Enterprise Parameters Configuration

G Save Set to Defaultt % Reset Z Apply Config

Reply Multicast Echo Request * I iff
Cisco Syslog Agent
Rermote Syslog Server Name 1 |62.?.201.25

Rernote Syslog Server Name 2

Fmrmedtn Tawelan Creime ]

CUCM Service Parameters

Ensure CDR Service Parameters are set:
* CDR Enabled Flag = True
» CDR Log Calls with Zero Duration = True
 Call Diagnostic Enabled =True

[217.32.186.230

System

CDR Enabled Flag *
CDR Log Calls with Zero Duration Flag *

- . - e W

ITrue
ITrue

—

Clusterwide Parameters {Device - General)
’7Call Diagnostics Enabled *

CUCM Serviceability

1. Navigate to Cisco Call Manager Serviceability.

2. Select Tools > CDR Management

I Enabled Only When CDR Enabled Flag is True

slarm v Trace v Tgols ¥ Snmp v Calbome v Help v
DR Management

o Add new 3¢ Delete Selected

LastPas:
‘General Parameters
Disk Allocation (MB) | High Water Mark (%) = Low Water Mark (%) = CDR / CMR Files Preservation Duration (Days) | Disable CDR/CMR Files Deletion Based on HWM | CDR Repository Manager Host Name | CDR Repositery Manager Host Address
3000 80 40 30 CYCLE-CUCM-PUB 172.30.42.73
@click on any of the above parameters to update the General Parameters
Billing Application Server Parameters
m | Server Number Host Name / 1P Address® User Name® Protocol* Directory Path™ Rﬁ:"d ge"eme New ‘
e |
[u] 2 172.30.42.169 drop SFTP cuem/172.30.42.73/ | Reset |
Add new \l Delete Selected
@oclick on the Add New button to add a new Biling Application Server
Click on the corresponding Server Name to Update the Billing Application Server details
Dselect corresponding Checkbox and dlick on Delete Selected button to Delete Billing Application Server details. For the SFTP Billing serverthe Authentication keys will be deleted.
@Ch:k on the Reset Button to Generate new Kevs and reset the connection to the SFTP server.
3. Fields:
* Hostname/IP Address\*: insert the arbitrator IP Address
» User Name\*: insert the username drop
» Password\*: insert your password for the user drop account.
+ Protocol: SFTP
+ Directory Path\*: cucm/ip address of call manager
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7.2. Call Manager Configuration

Host Mame f IP Address*

User Name®*

Passwiord®*

Protocol*

Directory Path®

Resend on Failure

- Billing Application Server Parameters

217.32,186.,230

drop

SFTP =

cucm,/10.41.165.193/

v
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